Advanced Bionics
Firewall Configuration

Technical Information

Last Updated: September 08, 2026

Firewall Configurations

Companies with a network firewall in place might potentially block connections to Sonova’s
backend services. This may include access to the audio/video/data streams (WebRTC)
during a remote programming session. If you are having problems establishing a remote
programming session, it could be due to a firewall.

The following ports and IP address are required for a remote programming session. Please
contact your Information Technology (IT) support and provide them with the information
below. They must make sure that the following connections are not blocked.

Web Networking

Target Cl application requires access to the following addresses and ports in order to work
correctly for remote programming.

Ports
Port Protocol Purpose
443 TCP HTTPS

IP Addresses

Most of the hostnames now resolve to dynamic IP addresses. This means they may
change at any time, and they will be different depending on the geographic region from
which the hostname resolution is made.

If you cannot use hostnames on your firewall, please make sure to resolve the
hostnames from your own firewalled network, and use those IPs rather than the ones in
this document.
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To resolve a hostname on a Windows PC, open a command prompt and type “nslookup
<hostname>", where <hostname> is the name of the host you wish to resolve.

To resolve a hostname on a Linux PC or a Mac, open a terminal window and type “host
<hostname>", replacing <hostname> as appropriate.

Hostname IPs Required For Remote
Programming?

api.sonova.io dynamically assigned Yes
dispatcher.sonova.io dynamically assigned Yes
identity.sonova.io dynamically assigned Yes
Core—S|glnaImg—websync—prod. 40.71.199.117 Yes
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Yes
cloud.liveswitch.io dynamically assigned Yes

Note: hostnames listed in bold are currently assigned either dynamic range |P addresses
or location-dependent IP addresses; firewalls should therefore be configured to use the
hostname where possible. The IP addresses were resolved in Zurich, Switzerland on the
document date and may change at any time. IP addresses listed in bold have changed
since the previous version of this document.

China-Specific IP Addresses

The following addresses should be used for installations in China, where there may be
firewall restrictions when connecting to the global internet.

Hostname IPs Required For Remote

Programming?

api.sonova.cn 40.72.113.16 Yes
dispatcher.sonova.cn 40.73.101.203 Yes
identity.sonova.cn dynamically assigned Yes
gg;‘z\f’;’gﬁ"”g'WebSy”C’prOd' 40.73.101.203 Yes
signaling-liveswitch.sonova.cn 40.73.101.203 Yes

Note: hostnames listed in bold are currently assigned either dynamic range |IP addresses
or location-dependent IP addresses; firewalls should therefore be configured to use the
hostname where possible. The IP addresses were resolved in Zurich, Switzerland on the
document date, and may change at any time. IP addresses listed in bold have changed
since the previous version of this document.

WebRTC Networking

Advanced Bionics uses two WebRTC providers, Twilio and Xirsys, to enable remote
programming sessions where one or both participants cannot be contacted directly
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through simple NAT processes. Please ensure that your firewall is configured for both
Xirsys and Twilio IP addresses in your region.

Ports

Port Protocol Purpose

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10000 - 60000 UDP Peer relaying ports

Note: ports from the large range of UDP ports are dynamically chosen by the Target Cl,
AB Remote Support and AB Remote Support + app clients when trying to negotiate direct
peer-to-peer connections. Advanced Bionics is not currently able to influence the port
choice, and we, therefore, cannot provide guidance about a limited number of ports that
might work in a highly restricted environment. Remote programming will work without these
ports, but this will affect the ability of clients to negotiate a peer-to-peer connection; in

this situation, the clients will fall back to using a relayed conference call, which may bring
poorer performance.

IP Addresses

Note: the IP addresses listed on the following pages may be out-of-date. Please make
sure to also use the links provided to double-check if there have been any changes in the
meantime. Changes since the previous release of this document are marked in bold.
Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Region Host IPs Countries / Territories

China hk.xirsys.com |8.210.215.149 China (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143

South Africa jb.xirsys.com | 154.127.57.220 South Africa (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions

Region Region Ild IPs Countries

Australia aut 13.210.2.128 - 13.210.2.159 Australia (AU)
54.252.254.64 - 54.252.254.127 New Zealand (NZ)
3.25.42.128 - 3.25.42.255 Papua New Guinea (PG)
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Region Region Ild IPs Countries

Brazil br1 18.231.105.32 — 18.231.105.63 Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 — 18.230.125.127 Brazil (BR)
Chile (CL)
Columbia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Germany de1 52.59.186.0 — 52.59.186.31 France (FR)
18.195.48.224 — 18.195.48.255 Germany (DE)
18.156.18.128 — 18.156.18.255 Great Britain (GB)
North Macedonia (MK)
Switzerland (CH)

India ini 52.66.193.96 — 52.66.193.127 Bahrain (BH)
52.66.194.0 — 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 India (IN)

Iran (IR)
Kazakhstan (KZ)
Kuwait (KW)
Oman (OM)
Pakistan (PK)
Qatar (QA)

Saudi Arabia (SA)
Sri Lanka (LK)
United Arab Emirates (AE)

Ireland iel 52.215.253.0 - 52.215.253.63 Ireland (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Japan jp1 13.115.244.0 - 13.115.244.31 Japan (JP)
54.65.63.192 — 54.65.63.255 South Korea (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)

Singapore | sg1l 13.229.255.0 — 13.229.255.31 Indonesia (ID)

54.169.127.128 — 54.169.127.191 | Malaysia (MY)
18.141.157.128 — 18.141.157.255 | Myanmar (MM)
Philippines (PH)
Singapore (SG)
Thailand (TH)
Vietnam (VN)
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Region Region Ild IPs Countries

US East usi 34.203.254.0 — 34.203.254.255 Canada (CA)
Coast 54.172.60.0 - 54.172.61.255 Costa Rica (CR)
(Virginia) 34.203.250.0 — 34.203.251.255 Dominican Republic (DO)
3.235.111.128 — 3.235.111.255 El Salvador (SV)
Guatemala (GT)
Mexico (MX)
Panama (PA)
United States (US)
US West us2 34.216.110.128 — 34.216.110.159 | United States:
Coast 54.244.51.0 — 54.244.51.255 Alaska (US-AK)
(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)

California (US-CA)
Colorado (US-CO)
Hawaii (US-HI)

Idaho (US-ID)
Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
New Mexico (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
South Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Canada:

Alberta (CA-AB)

British Columbia (CA-BC)
Northwest Territories
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

Note: Any country not specifically listed will use the Twilio Germany region.
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Advanced Bionics
Configuration
du pare-feu

Informations techniques

Derniére mise a jour : 8 septembre 2026

Configurations du pare-feu

Les entreprises disposant d’'un pare-feu réseau peuvent potentiellement bloquer

les connexions aux services dorsaux de Sonova. Cela peut inclure I'acces aux flux audio/
vidéo/données (WebRTC) lors d’'une session de programmation a distance. Si vous
rencontrez des problémes pour établir une session de programmation a distance, cela
peut étre dd a un pare-feu.

Les ports et I'adresse P suivants sont requis pour une session de programmation

a distance. Veuillez communiquer avec votre service d’assistance informatique et lui
fournir les informations ci-dessous. lls doivent s’assurer que les connexions suivantes ne
sont pas bloquées.

Réseautage Web

'application CI cible nécessite 'acces aux adresses et ports suivants pour fonctionner
correctement en programmation a distance.

Ports
Port Protocole But
443 TCP HTTPS
Adresses IP

La plupart des noms d’hétes sont désormais résolus en adresses IP dynamiques.
Cela signifie gu’elles peuvent changer a tout moment et qu’elles seront différentes selon
la région géographique a partir de laquelle la résolution du nom d’héte est effectuée.

Si vous ne pouvez pas utiliser les noms d’hétes sur votre pare-feu, veuillez vous
assurer de résoudre les noms d’hotes a partir de votre propre réseau protegé
par pare-feu et d'utiliser ces adresses IP plutdt que celles de ce document.
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Pour résoudre un nom d’héte sur un PC Windows, ouvrez une invite de commandes
et tapez « nslookup <nom_hoéte> », ou « <nom_hote> » est le nom de I'héte que vous
souhaitez résoudre.

Pour résoudre un nom d’hoéte sur un PC Linux ou un Mac, ouvrez une fenétre de terminal
et tapez «host <nom_hoéte> », en remplacant « <nom_hote> » selon le cas.

Nom d’héte Adresses IP Requis pour la programmation
a distance%

api.sonova.io attribution dynamique Oui
dispatcher.sonova.io attribution dynamique Oui
identity.sonova.io attribution dynamique Oui
Core—S|glnaImg—websync—prod. 40.71.199.117 oui

sonova.io

S|gnalement—llveSW|tch. 50.105.216.16 oui

sonova.io

cloud.liveswitch.io attribution dynamique Oui

Remarque : les noms d’hétes indiqués en gras se voient actuellement attribuer soit

des adresses IP a plage dynamique, soit des adresses IP dépendantes de I'emplacement;
les pare-feu doivent donc étre configurés pour utiliser le nom d’héte lorsque cela est
possible. Les adresses IP ont été résolues a Zurich, en Suisse, a la date du document

et peuvent changer a tout moment. Les adresses IP indiquées en gras ont changé depuis
la version précédente de ce document.

Adresses IP spécifiques a la Chine

Les adresses suivantes doivent étre utilisées pour les installations en Chine, ou
des restrictions de pare-feu peuvent s’appliquer lors de la connexion a Internet.

Nom d’héte Adresses IP Requis pour la programmation

a distance%

api.sonova.cn 40.72.113.16 Oui
dispatcher.sonova.cn 40.73.101.203 Oui
identity.sonova.cn attribution dynamique Oui
core-signaling-websync-prod. 40.73.101.203 oui
sonova.cn

signalement-liveswitch. 40.73.101 203 oui
sonova.cn

Remarque : les noms d’hétes indiqués en gras se voient actuellement attribuer soit

des adresses IP a plage dynamique, soit des adresses IP dépendantes de I'emplacement;
les pare-feu doivent donc étre configurés pour utiliser le nom d’héte lorsque cela est
possible. Les adresses IP ont été résolues a Zurich, en Suisse, a la date du document,

et peuvent changer a tout moment. Les adresses IP indiquées en gras ont changé depuis
la version précédente de ce document.
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Réseau WebRTC

Advanced Bionics utilise deux fournisseurs WebRTC, Twilio et Xirsys, pour permettre
des sessions de programmation a distance lorsque I'un ou les deux participants ne
peuvent pas étre contactés directement via de simples processus NAT. Veuillez vous
assurer que votre pare-feu est configuré pour les adresses IP de Xirsys et de Twilio
dans votre région.

Ports

Port Protocole But

443 TCP TURN TLS

3478 TCP, UDP TOURNER

5349 TCP TURN TLS

10000 - 60000 UDP Ports de relais pairs

Remarqgue : Les ports de la large gamme de ports UDP sont choisis dynamiquement

par les clients d’application Target Cl, AB Remote Support et AB Remote Support+ lors

de la tentative de négociation de connexions directes de pair a pair. Advanced Bionics
n'est actuellement pas en mesure d’influencer le choix du port et, par conséquent, nous
ne pouvons pas fournir d’'indications concernant un nombre limité de ports susceptibles
de fonctionner dans un environnement trés restreint. La programmation a distance
fonctionnera sans ces ports, mais cela affectera la capacité des clients a négocier

une connexion pair a pair ; dans ce cas, les clients utiliseront une conférence téléphonique
relayée, ce qui peut entrainer des performances moindres.

Adresses IP

Remarque : Les adresses IP indiquées sur les pages suivantes peuvent étre obsoletes.
Veuillez également utiliser les liens fournis pour vérifier si des changements sont survenus
entre-temps. Les modifications apportées depuis la version précédente de ce document
sont indiquées en gras.

Xirsys
https://docs.xirsys.com/?pg=ip-whitelist

Région Hote Adresses IP Pays/territoires

Chine hk.xirsys.com |8.210.215.149 Chine (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143

Afrique du Sud | jb.xirsys.com | 154.127.57.220 Afrique du Sud
154.16.63.120 Kenya (KE)
154.16.63.252 Namibie (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions

Configuration du pare-feu Advanced Bionics 3


https://docs.xirsys.com/?pg=ip-whitelist
https://www.twilio.com/docs/api/stun-turn/regions

Identifiant Adresses IP

de région
Australie au 13.210.2.128 - 13.210.2.159 Australie (AU)
54.252.254.64 - 54.252.254.127 | Nouvelle-Zélande (NZ)
3.25.42.128 - 3.25.42.255 Papouasie-Nouvelle-
Guinée (PG)
Brésil bri 18.231.105.32 — 18.231.105.63 Argentine

177.71.206.192 — 177.71.206.255 | Bolivie (BO)
18.230.125.0 - 18.230.125.127 Brésil (BR)

Chili (CL)

Columbia (CO)
Equateur (EC)
Paraguay (PY)
Pérou (PE)
Uruguay (UY)
Allemagne | def 52.59.186.0 — 52.59.186.31 France (FR)
18.195.48.224 — 18.195.48.255 Allemagne (DE)
18.156.18.128 — 18.156.18.255 Grande-Bretagne (GB)
Macédoine du Nord
SUISSE

Inde in1 52.66.193.96 — 52.66.193.127 Bahrein (BH)
52.66.194.0 — 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 Inde (IN)

Iran (IR)
Kazakhstan (KZ)
Koweit (KW)
Oman (OM)
Pakistan (PK)
Qatar (QA)
Arabie Saoudite
Sri Lanka (LK)
Emirats arabes unis (AE)

Irlande iel 52.215.253.0 - 52.215.253.63 Irlande (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Japon jp1 13.115.244.0 - 13.115.244 .31 Japon (JP)
54.65.63.192 — 54.65.63.255 Corée du Sud (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)

Singapour |sg1 13.229.255.0 — 13.229.255.31 Indonésie (ID)

54.169.127.128 — 54.169.127.191 | Malaisie (MY)
18.141.157.128 — 18.141.157.255 | Myanmar (MM)
Philippines (PH)
Singapour (SG)
Thailande (TH)
Vietnam (VN)
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Identifiant Adresses IP

de région
Cote Est usi 34.203.254.0 — 34.203.254.255 Canada (CA)
des Etats- 54.172.60.0 - 54.172.61.255 Costa Rica (CR)
Unis 34.203.250.0 — 34.203.251.255 Reépublique dominicaine
(Virginie) 3.235.111.128 — 3.235.111.255 (RD)
Salvador (SV)
Guatemala (GT)
Mexique (MX)
Panama (PA)
Etats-Unis (US)
Cote ouest | us2 34.216.110.128 = 34.216.110.159 | Etats-Unis :
américaine 54.244.51.0 — 54.244.51.255 Alaska (US-AK)
(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)

Californie, Etats-Unis
Colorado (US-CO)
Hawai (US-HI)

ldaho (US-ID)
Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
Nouveau-Mexique
(US-NM)

Oklahoma (US-OK)
Oregon (US-OR)
Dakota du Sud (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Canada :

Alberta (CA-AB)
Colombie-Britannique
(CA-BC)

Territoires du Nord-Ouest
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

Remargue : Tout pays non spécifiguement mentionné utilisera la région Twilio Allemagne.
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Advanced Bionics
Configuracion
del firewall

Informacion técnica

Ultima actualizacion: 8 de septiembre de 2026

Configuraciones de firewall

Las empresas que cuenten con un firewall de red podrian bloguear las conexiones

a los servicios backend de Sonova. Esto puede incluir el acceso a las transmisiones de
audio, video y datos (WebRTC) durante una sesion de programacion remota. Si tiene
problemas para establecer una sesion de programacion remota, podria deberse a un firewall.

Para una sesion de programacion remota se requieren los puertos y la direccion IP
siguientes. Pongase en contacto con el departamento de soporte de Tecnologias de

la Informacion (T1) y proporcidneles la siguiente informacion. Deben asegurarse de que
las siguientes conexiones no estén bloqueadas.

Redes web

Para que la aplicacion Target Cl funcione correctamente en la programacion remota,
€S necesario que tenga acceso a las siguientes direcciones y puertos.

Puertos
Puerto Protocolo Propésito
443 TCP HTTPS

Direcciones |IP

La mayoria de los nombres de host ahora se resuelven en direcciones IP dinamicas.
Esto significa que pueden cambiar en cualquier momento y variaran segun la region
geografica desde la que se realice la resolucion del nombre de host.

Si no puede utilizar nombres de host en su firewall, asegurese de resolver los nombres
de host desde su propia red protegida por firewall y utilice esas direcciones IP en lugar
de usar las que aparecen en este documento.
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Para resolver un nombre de host en un PC con Windows, abra el simbolo del sistema
y escriba “nslookup <hostname>", donde <hostname> es el nombre del host que desea
resolver.

Para resolver un nombre de host en un PC con Linux o un equipo Mac, abra una ventana
de terminal y escriba “host <hostname>", reemplazando <hostname> segun corresponda.

Nombre de host ¢Es necesario para
la programacion
remota?

api.sonova.io asignada dinamicamente Si
dispatcher.sonova.io asignada dinamicamente Si
identity.sonova.io asignada dinamicamente Si
Core-sig.naling-websync-prod. 40.71.199 117 g
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Si
cloud.liveswitch.io asignada dinamicamente Si

Nota: a los nombres de host que aparecen en negrita se les asignan actualmente
direcciones IP de rango dinamico o direcciones IP dependientes de la ubicacion; por
lo tanto, los firewall deben configurarse para usar el nombre de host siempre que sea
posible. Las direcciones IP se resolvieron en Zurich, Suiza, en la fecha del documento
y pueden cambiar en cualquier momento. Las direcciones IP que aparecen en negrita
han cambiado desde la version anterior de este documento.

Direcciones IP especificas de China

Las siguientes direcciones deben utilizarse para instalaciones en China, donde pueden
existir restricciones de firewall a la hora de conectarse a la Internet mundial.

Nombre de host ¢Es necesario para
la programacion
remota?

api.sonova.cn 40.72.113.16 Si
dispatcher.sonova.cn 40.73.101.203 Si
identity.sonova.cn asignada dinamicamente Si
core-signaling-websync-prod. 40.73.101.203 g
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 Si

Nota: a los nombres de host que aparecen en negrita se les asignan actualmente
direcciones IP de rango dinamico o direcciones IP dependientes de la ubicacion; por
lo tanto, los firewall deben configurarse para usar el nombre de host siempre que sea
posible. Las direcciones IP se resolvieron en Zurich, Suiza, en la fecha del documento
y pueden cambiar en cualguier momento. Las direcciones IP que aparecen en negrita
han cambiado desde la version anterior de este documento.
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Redes WebRTC

Advanced Bionics utiliza dos proveedores de WebRTC, Twilio y Xirsys, para permitir
sesiones de programacion remotas cuando no es posible contactar a uno o0 ambos
participantes mediante procesos NAT sencillos. Asegurese de que el firewall esté
configurado para las direcciones IP de Xirsys y Twilio de su region.

Puertos

Puerto Protocolo Propésito

443 TCP ACTIVAR TLS

3478 TCP, UDP ACTIVAR

5349 TCP ACTIVAR TLS

10000-60000 UDP Puertos de retransmision entre pares

Nota: los clientes de las aplicaciones Target Cl, AB Remote Support y AB Remote
Support + seleccionan dinamicamente puertos de entre la amplia gama de puertos UDP
cuando intentan negociar conexiones directas entre pares. Actualmente, Advanced
Bionics no puede influir en la eleccion del puerto y, por lo tanto, no podemos ofrecer
orientacion sobre un numero limitado de puertos que podrian funcionar en un entorno
altamente restringido. La programacion remota funcionara sin estos puertos, pero esto
afectara la capacidad de los clientes para establecer una conexion entre pares. En esta
situacion, los clientes recurriran al uso de una llamada de conferencia retransmitida,

lo que puede suponer un rendimiento inferior.

Direcciones IP

Nota: es posible que las direcciones IP que aparecen en las paginas siguientes estén
desactualizadas. Asegurese de utilizar también los enlaces proporcionados para
comprobar si se han producido cambios entretanto. Los cambios realizados desde

la version anterior de este documento estan marcados en negrita.

Xirsys
https://docs.xirsys.com/?pg=ip-whitelist

Paises/Territorios

China hk.xirsys.com |8.210.215.149 China (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143

Sudafrica jb.xirsys.com | 154.127.57.220 Sudafrica (ZA)
154.16.63.120 Kenia (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Region ID de regiéon IP Paises

Australia aut 13.210.2.128 - 13.210.2.159 Australia (AU)
54.252.254.64 - 54.252.254.127 | Nueva Zelanda (NZ)
3.25.42.128 - 3.25.42.255 Papua Nueva Guinea

(PG)
Brasil bri 18.231.105.32 - 18.231.105.63 Argentina (AR)

177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 — 18.230.125.127 Brasil (BR)
Chile (CL)
Columbia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Alemania | de1 52.59.186.0 — 52.59.186.31 Francia (FR)
18.195.48.224 — 18.195.48.255 Alemania (DE)
18.156.18.128 — 18.156.18.255 Gran Bretana (GB)
Macedonia del Norte (MK)
Suiza (CH)

India int 52.66.193.96 — 52.66.193.127 Bahréin (BH)
52.66.194.0 - 52.66.194.63 Bangladesh (BD)
3.7.35.128 — 3.7.35.255 India (IN)

Iran (IR)

Kazajistan (K2)
Kuwait (KW)

Oman (OM)
Pakistan (PK)

Qatar (QA)

Arabia Saudita (SA)
Sri Lanka (LK)
Emiratos Arabes Unidos

(EA)
Irlanda iel 52.215.253.0 - 52.215.253.63 Irlanda (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japon ip1 13.115.244.0 - 13.115.244.31 Japon (JP)
54.65.63.192 — 54.65.63.255 Corea del Sur (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)
Singapur sg1 13.229.255.0 — 13.229.255.31 Indonesia (ID)

54.169.127.128 — 54.169.127.191 | Malasia (MY)
18.141.157.128 — 18.141.157.255 | Myanmar (MM)
Filipinas (PH)
Singapur (SG)
Tailandia (TH)
Vietnam (VN)
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Region ID de regiéon IP Paises

Costa este |usi 34.203.254.0 — 34.203.254.255 Canada (CA)
de Estados 54.172.60.0 - 54.172.61.255 Costa Rica (CR)
Unidos 34.203.250.0 — 34.203.251.255 Republica Dominicana
(Virginia) 3.235.111.128 - 3.235.111.255 (DO)
El Salvador (SV)
Guatemala (GT)
México (MX)
Panama (PA)
Estados Unidos (US)
Costa us2 34.216.110.128 — 34.216.110.159 | Estados Unidos:
oeste de 54.244.51.0 - 54.244.51.255 Alaska (EE. UU.-AK)
Estados 44.234.69.0 — 44.234.69.127 Arizona (EE. UU.-AZ)
Unidos California (EE. UU.-CA)
(Oregodn) Colorado (EE. UU.-CO)

Hawai (EE. UU.-HI)
Idaho (EE. UU.-ID)
Kansas (EE. UU.-KS)
Montana (EE. UU.-MT)
Nebraska (EE. UU.-NE)
Nevada (EE. UU.-NV)
Nuevo México

(EE. UU.-NM)
Oklahoma (EE. UU.-OK)
Oregdn (EE. UU.-OR)
Dakota del Sur

(EE. UU.-SD)

Utah (EE. UU.-UT)
Washington (EE. UU.-WA)
Wyoming (EE. UU.-WY)

Canada:

Alberta (CA-AB)
Columbia Britanica
(CA-BC)

Territorios del Noroeste
(CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Nota: Cualquier pais que no figure especificamente en la lista utilizara la region de Twilio,
Alemania.

Configuracion del firewall de Advanced Bionics 5



Advanced Bionics
Configuracao do
firewall

Informacoes técnicas

Ultima atualizacdo: 8 de setembro de 2026

Configuracoes do firewall

Empresas que tém um firewall de rede instalado podem, potencialmente, bloquear
conexdes com 0s servicos de back-end da Sonova. Isso pode incluir o acesso a fluxos

de audio, video e dados (WebRTC) durante uma sesséo de programacao remota. Se vocé
estiver enfrentando problemas para estabelecer uma sessédo de programagao remota,
isso pode ser causado por um firewall.

As seguintes portas e enderecos IP sdo necessarios para uma sessao de programacao
remota. Entre em contato com o suporte de Tecnologia da Informacéo (Tl) e apresente

as informacdes abaixo. Eles devem se certificar de que as conexdes a seguir ndo estejam
blogueadas.

Redes na Web

O aplicativo Cl de destino requer acesso aos enderecos e portas a seguir para funcionar
corretamente durante a programacgao remota.

Portas
Porta Protocolo Objetivo
443 TCP HTTPS

Enderecos IP

Atualmente, a maioria dos nomes de host é resolvida em enderecos IP dindmicos.
Isso significa que eles podem mudar a qualquer momento e que serdo diferentes
dependendo da regido geogréfica a partir da qual a resolucdo do nome de host é feita.

Caso néo seja possivel utilizar nomes de host no seu firewall, certifique-se de resolver
0s nomes de host a partir da sua propria rede protegida pelo firewall e utilize esses
enderecos IP em vez dos indicados neste documento.

Uma marca Sonova



Para resolver um nome de host em um PC com Windows, abra um prompt de comando
e digite “nslookup <nome do host>", onde <nome do host> € o nome do host que vocé
deseja resolver.

Para resolver um nome de host em um computador com Linux ou em um Mac, abra
uma janela do terminal e digite “host <nome_do_host>", substituindo <nome_do_host>
conforme o caso.

Nome do host Necessario
para programacao
remota?

api.sonova.io atribuido dinamicamente Sim
dispatcher.sonova.io atribuido dinamicamente Sim
identity.sonova.io atribuido dinamicamente Sim
Core-sig.naling-websync-prod. 40.71 199.117 Sim
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Sim
cloud.liveswitch.io atribuido dinamicamente Sim

Observacao: os nomes de host listados em negrito tém, atualmente, enderecos IP
atribuidos a partir de intervalos dindmicos ou enderecos |IP dependentes da localizacao;
portanto, os firewalls devem ser configurados para usar o nome de host sempre que
possivel. Os enderecos IP foram determinados em Zurique, Suica, na data do documento
e podem mudar a qualquer momento. Os enderecos IP listados em negrito foram
alterados desde a versao anterior deste documento.

Enderecos IP especificos da China

Os enderec¢os a seguir devem ser utilizados para instalagcdes na China, onde podem
existir restricoes de firewall ao se conectar a internet global.

Nome do host Necessario
para programacao
remota?
api.sonova.cn 40.72.113.16 Sim
dispatcher.sonova.cn 40.73.101.203 Sim
identity.sonova.cn atribuido dinamicamente Sim
gg;%'\ffgr?"”g'WebSy”C’prOd' 40.73.101.203 Sim
signaling-liveswitch.sonova.cn 40.73.101.203 Sim

Observacao: os nomes de host listados em negrito tém, atualmente, enderecos IP
atribuidos a partir de intervalos dindmicos ou enderecos |IP dependentes da localizacao;
portanto, os firewalls devem ser configurados para usar o nome de host sempre que
possivel. Os enderecos IP foram determinados em Zurique, Suica, na data do documento
e podem mudar a qualquer momento. Os enderecos IP listados em negrito foram
alterados desde a versao anterior deste documento.
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Rede WebRTC

A Advanced Bionics utiliza dois provedores de WebRTC, o Twilio e o Xirsys,

para possibilitar sessdes de programacao remota nas quais um ou ambos

0s participantes ndo podem ser contatados diretamente por meio de processos NAT
simples. Certifique-se de que seu firewall esteja configurado para permitir o acesso aos
enderecos IP da Xirsys e da Twilio em sua regiéo.

Portas

Porta Protocolo Objetivo

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10.000-60.000 UDP Portas de retransmissao entre pares

Observacao: as portas da ampla faixa de portas UDP sao escolhidas dinamicamente
pelos clientes dos aplicativos Target Cl, AB Remote Support e AB Remote Support + ao
tentarem negociar conexdes diretas ponto a ponto. Atualmente, a Advanced Bionics né&o
tem como influenciar a escolha da porta e, portanto, ndo podemos oferecer orientacdes
sobre um numero limitado de portas que possam funcionar em um ambiente altamente
restrito. A programacao remota funcionara mesmo sem essas portas, mas isso afetara

a capacidade dos clientes de negociar uma conexao ponto a ponto; nessa situacao,

os clientes passaréo a utilizar uma teleconferéncia com retransmissao, o que pode
resultar em um desempenho inferior.

Enderecos IP

Observacéao: os enderecos IP listados nas paginas a seguir podem estar desatualizados.
Certifique-se também de usar os links fornecidos para verificar se houve alguma alteragéo
nesse meio tempo. As alteracdes em relag&o a verséo anterior deste documento estéo
destacadas em negrito.

Xirsys
https://docs.xirsys.com/?pg=ip-whitelist

Regiao Host IPs Paises/territorios

China hk.xirsys.com |8.210.215.149 China (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143

Africa do Sul  |jb.xirsys.com | 154.127.57.220 Africa do Sul (ZA)
154.16.63.120 Quénia (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Regiao ID da IPs Paises

regiao
Austrélia aul 13.210.2.128 - 13.210.2.159 Austrélia (AU)
54.252.254.64 — 54.252.254.127 Nova Zelandia (NZ2)
3.25.42.128 — 3.25.42.255 Papua Nova Guiné (PG)
Brasil bri 18.231.105.32 — 18.231.105.63 Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 — 18.230.125.127 Brasil (BR)
Chile (CL)
Colébmbia (CO)
Equador (EC)
Paraguai (PY)
Peru (PE)
Uruguai (UY)
Alemanha | de1 52.59.186.0 — 52.59.186.31 Franca (FR)
18.195.48.224 — 18.195.48.255 Alemanha (DE)
18.156.18.128 — 18.156.18.255 Gra-Bretanha (GB)
Macedobnia do Norte (MK)
Suica (CH)
india int 52.66.193.96 — 52.66.193.127 Bahrein (BH)
52.66.194.0 — 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 india (IN)
Ira (IR)
Cazaquistao (K2)
Kuwait (KW)
Oméa (OM)
Paquistéao (PK)
Catar (QA)
Arébia Saudita (SA)
Sri Lanka (LK)
Emirados Arabes Unidos
(AE)
Irlanda iel 52.215.253.0 - 52.215.253.63 Irlanda (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japéo jp1 13.115.244.0 - 13.115.244.31 Japao (JP)
54.65.63.192 — 54.65.63.255 Coreia do Sul (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)
Singapura |sg1 13.229.255.0 — 13.229.255.31 Indonésia (ID)
54.169.127.128 — 54.169.127.191 | Malasia (MY)
18.141.157.128 — 18.141.157.255 | Mianmar (MM)
Filipinas (PH)
Singapura (SG)
Tailandia (TH)
Vietna (VN)
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Regiao ID da IPs Paises

regiao
Costa Leste |us1 34.203.254.0 — 34.203.254.255 Canada (CA)
dos EUA 54.172.60.0 - 54.172.61.255 Costa Rica (CR)
(Virginia) 34.203.250.0 — 34.203.251.255 Republica Dominicana
3.235.111.128 — 3.235.111.255 (DO)
El Salvador (SV)
Guatemala (GT)
México (MX)
Panama (PA)
Estados Unidos (EUA)
Costa Oeste | us2 34.216.110.128 — 34.216.110.159 | Estados Unidos:
dos EUA 54.244.51.0 — 54.244.51.255 Alasca (US-AK)
(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)

Califérnia (US-CA)
Colorado (US-CO)
Haval (US-HI)

ldaho (US-ID)

Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
Novo México (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Dakota do Sul (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Canada:

Alberta (CA-AB)
Columbia Britanica
(CA-BC)

Territorios do Noroeste
(CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Observacéo: qualquer pais que nao esteja especificamente listado utilizara a regiao
de Twilio na Alemanha.
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Advanced Bionics
Konfiguration af
firewall

Tekniske data

Sidst opdateret: 8. september 2026

Konfigurationer af firewall

Virksomheder, der bruger en netveerksfirewall, kan potentielt blokere forbindelser til
Sonovas backendtjenester. Dette kan omfatte adgang til lyd-/video-/datastramme
(WebRTC) under en fiernprogrammeringssession. Hvis du har problemer med at oprette
en fiernprogrammeringssession, kan det skyldes en firewall.

Falgende porte og IP-adresse er ngdvendige for en fiernprogrammeringssession.
Kontakt din it-support, og giv dem nedenstaende oplysninger. Din it-support skal sgrge for,
at felgende forbindelser ikke er blokeret.

Webnetvaerk

Target Cl-applikationen kraever adgang til falgende adresser og porte for at fungere korrekt
til fiernprogrammering.

Porte
Port Protokol Formal
443 TCP HTTPS
|IP-adresser

De fleste vaertsnavne omdannes nu til dynamiske IP-adresser. Det betyder, at de kan
blive aendret nar som helst, og de vil veere forskellige afhaengigt af den geografiske
region, hvorfra veertsnavnsfortolkningen foretages.

Hvis du ikke kan bruge veertsnavne pa din firewall, skal du s@rge for at fortolke
veertsnavnene fra dit eget firewallbeskyttede netvaerk og bruge disse IP-adresser
i stedet for dem i dette dokument.
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For at fortolke et veertsnavn pa en Windows-pc skal du &bne en kommandoprompt og
skrive "nslookup <veertsnavn>", hvor <veertsnavn> er navnet pa den veert, du vil fortolke.

For at finde et veertsnavn pa en Linux-pc eller en Mac skal du abne et terminalvindue og
skrive "host <veertsnavn>" og erstatte <veertsnavn> efter behov.
Pakrzevet i forbindelse

Vartsnavn IP-adresser

med fjernprogrammering?

api.sonova.io tildelt dynamisk Ja
dispatcher.sonova.io tildelt dynamisk Ja
identity.sonova.io tildelt dynamisk Ja
Core—siglnaling—websync—prod. 40.71.199 117 Ja
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Ja
cloud.liveswitch.io tildelt dynamisk Ja

Bemeerk: Veertsnavne, der er angivet med fed skrift, tildeles i gjeblikket enten dynamiske
IP-adresser eller lokationsafthaengige IP-adresser, og firewalls bar derfor konfigureres til at
bruge veertsnavnet, hvor det er muligt. IP-adresserne blev fortolket i Zurich, Schweiz pa
dokumentdatoen og kan blive aendret nar som helst. IP-adresser, der er angivet med fed
skrift, er blevet eendret siden den forrige version af dette dokument.

IP-adresser, der er specifikke for Kina

Folgende adresser skal bruges til installationer i Kina, hvor der kan veere
firewallrestriktioner ved forbindelse til det globale internet.

Vartsnavn IP-adresser Pakraevet i forbindelse

med fjernprogrammering?

api.sonova.cn 40.72.113.16 Ja
dispatcher.sonova.cn 40.73.101.203 Ja
identity.sonova.cn tildelt dynamisk Ja
gg;%'\ff;?"”Q'Websync'pmd' 40.73.101.203 Ja
signaling-liveswitch.sonova.cn 40.73.101.203 Ja

Bemeerk: Veertsnavne, der er angivet med fed skrift, tildeles i gjeblikket enten dynamiske
IP-adresser eller lokationsafthaengige IP-adresser, og firewalls bar derfor konfigureres til at
bruge veertsnavnet, hvor det er muligt. IP-adresserne blev fortolket i Zurich, Schweiz pa
dokumentdatoen og kan blive eendret nar som helst. IP-adresser, der er angivet med fed
skrift, er blevet aendret siden den forrige version af dette dokument.

Konfiguration af Advanced Bionics-firewall

2



WebRTC-netvaerk

Advanced Bionics bruger to WebRTC-udbydere, Twilio og Xirsys, til at muliggaere
flernprogrammeringssessioner, hvor en eller begge deltagere ikke kan kontaktes direkte
via simple NAT-processer. Sarg for, at din firewall er konfigureret til bade Xirsys- og Twilio-
IP-adresser i din region.

Porte

Port Protokol Formal

443 TCP TURN TLS
3478 TCP, UDP TURN

5349 TCP TURN TLS
10000-60000 UDP Peer-releeporte

Bemeerk: Porte fra det store udvalg af UDP-porte veelges dynamisk af Target Cl-,

AB Remote Support- og AB Remote Support + appklienterne, nar de forsgger at forhandle
direkte peer-to-peer-forbindelser. Advanced Bionics kan i gjeblikket ikke pavirke portvalget,
og vi kan derfor ikke give vejledning om et begraenset antal porte, der kan fungere i et
meget begraenset miljg. Fjernprogrammering vil fungere uden disse porte, men dette vil
pavirke klienternes evne til at forhandle en peer-to-peer-forbindelse. | denne situation vil
klienterne bruge et videreformidlet telefonmade, hvilket kan give déarligere ydeevne.

IP-adresser

Bemeerk: IP-adresserne pa de falgende sider kan veere foreeldede. Serg ogsa for at bruge
de angivne links til at dobbelttjekke, om der har vaeret aendringer i mellemtiden. AEndringer
siden den forrige udgivelse af dette dokument er markeret med fed skrift.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Region Veert IP-adresser Lande/omrader

Kina hk.xirsys.com |8.210.215.149 Kina (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143

Sydafrika jb.xirsys.com | 154.127.57.220 Sydafrika (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Region Regions-id IP-adresser Lande
Australien |auf 13.210.2.128-13.210.2.159 Australien (AU)
54.252.254.64-54.252.254.127 New Zealand (NZ)
3.25.42.128-3.25.42.255 Papua Ny Guinea (PG)
Brasilien bri 18.231.105.32-18.231.105.63 Argentina (AR)
177.71.206.192-177.71.206.255 Bolivia (BO)
18.230.125.0-18.230.125.127 Brasilien (BR)
Chile (CL)
Colombia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)
Tyskland def 52.59.186.0-52.59.186.31 Frankrig (FR)
18.195.48.224-18.195.48.255 Tyskland (DE)
18.156.18.128-18.156.18.255 Storbritannien (GB)
Nordmakedonien (MK)
Schweiz (CH)
Indien int 52.66.193.96-52.66.193.127 Bahrain (BH)
52.66.194.0-52.66.194.63 Bangladesh (BD)
3.7.35.128-3.7.35.255 Indien (IN)
Iran (IR)
Kasakhstan (KZ)
Kuwait (KW)
Oman (OM)
Pakistan (PK)
Qatar (QA)
Saudi-Arabien (SA)
Sri Lanka (LK)
Forenede Arabiske
Emirater (AE)
Irland iel 52.215.253.0-52.215.253.63 Irland (IE)
54.171.127.192-54.171.127.255
52.215.127.0-52.215.127.255
3.249.63.128-3.249.63.255
Japan jp1 13.115.244.0-13.115.244.31 Japan (JP)
54.65.63.192-54.65.63.255 Sydkorea (KR)
18.180.220.128-18.180.220.255 Taiwan (TW)
Singapore |sgf 13.229.255.0-13.229.255.31 Indonesien (ID)
54.169.127.128-54.169.127.191 Malaysia (MY)

18.141.1567.128-18.141.157.255

Myanmar (MM)
Filippinerne (PH)
Singapore (SG)
Thailand (TH)
Vietnam (VN)
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Region Regions-id IP-adresser Lande
Den ame- |ust 34.203.254.0-34.203.254.255 Canada (CA)
rikanske 54.172.60.0-54.172.61.255 Costa Rica (CR)
ostkyst 34.203.250.0-34.203.251.255 Den Dominikanske
(Virginia) 3.235.111.128-3.235.111.255 Republik (DO)
El Salvador (SV)
Guatemala (GT)
Mexico (MX)
Panama (PA)
USA (USA)
Den ame- | us2 34.216.110.128-34.216.110.159 USA:
rikanske 54.244.51.0-54.244.51.255 Alaska (USA-AK)
vestkyst 44.234.69.0-44.234.69.127 Arizona (USA-AZ)
(Oregon) Californien (USA-CA)

Colorado (USA-CO)
Hawaii (USA-HI)

ldaho (USA-ID)
Kansas (USA-KS)
Montana (USA-MT)
Nebraska (USA-NE)
Nevada (USA-NV)
New Mexico (USA-NM)
Oklahoma (USA-OK)
Oregon (USA-OR)
South Dakota (USA-SD)
Utah (USA-UT)
Washington (USA-WA)
Wyoming (USA-WY)

Canada:

Alberta (CA-AB)

British Columbia (CA-BC)
Nordvestterritoriet(CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Bemeerk: Lande, der ikke specifikt er angivet, bruger Twilio Tyskland-regionen.
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Advanced Bionics
Brandvaggs-
konfiguration

Teknisk information

Senast uppdaterad: 8 september 2026

Brandvaggskonfigurationer

Féretag som anvander en natverksbrandvagg kan eventuellt blockera anslutningar till
Sonovas backend-tjanster. Detta kan omfatta atkomst till ljud-, video-, datastréommar
(WebRTC) under en fjarrporogrammeringssession. Om du har problem med att upprétta en
fiarrprogrammeringssession kan det bero pa en brandvagg.

Féljande portar och IP-adresser kréavs for en fjarrprogrammeringssession. Kontakta din
supportavdelning for informationsteknik (IT) och ge dem informationen nedan. De maste
se till att féljande anslutningar inte blockeras.

Webbnatverk

Target Cl-applikationen kraver atkomst till féljande adresser och portar for att fungera
korrekt vid fjarrprogrammering.

Hamnar
Port Protokoll Andamal
443 TCP HTTPS
IP-adress

De flesta vardnamnen omvandlas nu till dynamiska IP-adresser. Det innebéar att de
kan andras nar som helst och varierar beroende pa den geografiska region fran vilken
namnuppslagningen gors.

Om du inte kan anvanda vardnamn i din brandvagg, se till att du matchar vardnamnen
fran ditt eget brandvaggsskyddade néatverk och anvander dessa IP-adresser istallet for
de som finns i det har dokumentet.
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For att matcha ett vardnamn pa en Windows-dator, éppna en kommandotolk och skriv
"'nslookup <vardnamn>", dar <vardnamn> &r namnet pa den véard du vill matcha.

For att matcha ett vardnamn pa en Linux-dator eller Mac, 6ppna ett terminalfénster och
skriv "host <vardnamn>" och erséatt <vardnamn> efter behov.

Vardnamn IP-adresser Kravs for
fjarrprogrammering?

api.sonova.io dynamiskt tilldelad Ja
dispatcher.sonova.io dynamiskt tilldelad Ja
identity.sonova.io dynamiskt tilldelad Ja
Core—S|glnaImg—websync—prod. 40.71.199 117 Ja
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Ja
cloud.liveswitch.io dynamiskt tilldelad Ja

Obs: vardnamn som anges i fetstil tilldelas fér narvarande antingen dynamiska IP-
adresser eller platsberoende IP-adresser; brandvaggar bor darfér konfigureras att
anvanda vardnamnet dar det ar mojligt. IP-adresserna slogs upp i Zurich, Schweiz, pa
dokumentets datum och kan &ndras nér som helst. IP-adresser som anges i fetstil har
andrats sedan den féregdende versionen av detta dokument.

Kinaspecifika |IP-adresser

Foljande adresser bér anvandas for installationer i Kina, dar det kan finnas
brandvéaggsrestriktioner vid anslutning till globalt internet.

Vardnamn IP-adresser Kravs for
fjarrprogrammering?

api.sonova.cn 40.72.113.16 Ja
dispatcher.sonova.cn 40.73.101.203 Ja
identity.sonova.cn dynamiskt tilldelad Ja
core-signaling-websync-prod. 40.73.101.203 Ja
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 Ja

Obs: vardnamn som anges i fetstil tilldelas for narvarande antingen dynamiska IP-
adresser eller platsberoende IP-adresser; brandvaggar bér darfér konfigureras att
anvanda vardnamnet dar det ar mojligt. IP-adresserna matchades i Zurich, Schweiz, pa
dokumentets datum och kan &ndras n&r som helst. IP-adresser som anges i fetstil har
andrats sedan den féregdende versionen av detta dokument.
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WebRTC-natverk

Advanced Bionics anvander tvd WebRTC-leverantorer, Twilio och Xirsys, for att mojliggora
fiarrorogrammeringssessioner dar direktkontakt med en eller bada deltagarna inte kan
uppréttas genom enkla NAT-processer. Se till att din brandvagg ar konfigurerad for IP-
adresserna for bade Xirsys och Twilio i din region.

Hamnar

Port Protokoll Andamal

443 TCP TURN TLS
3478 TCP, UDP TURN

5349 TCP TURN TLS
10000-60000 UDP Peer-relaportar

Obs: portar fran det stora utbudet av UDP-portar valjs dynamiskt av Target Cl-,

AB Remote Support- och AB Remote Support +-appklienterna nar de férsotker férhandla
om direkta peer-to-peer-anslutningar. Advanced Bionics kan fér narvarande inte paverka
portvalet, och vi kan darfér inte ge vagledning om ett begransat antal portar som kan
fungera i en mycket begransad milj6. Fjarrprogrammering fungerar utan dessa portar,
men detta paverkar klienternas férmaga att férhandla fram en peer-to-peer-anslutning.

| den har situationen kommer klienterna att aterga till att anvanda ett vidarebefordrat
konferenssamtal, vilket kan ge sémre prestanda.

IP-adress

Obs! IP-adresserna som anges pa foljande sidor kan vara inaktuella. Se aven till att
anvanda de angivna lankarna for att kontrollera om nagra &ndringar har gjorts sedan dess.
Andringar sedan féregaende utgava av detta dokument &r markerade med fetstil.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

IP-adresser Lénder/territorier
Kina hk.xirsys.com |8.210.215.149 Kina (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143
Sydafrika jb.xirsys.com | 154.127.57.220 Sydafrika (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)
Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Omrade Region-ID IP-adresser Lander

Australien aut 13.210.2.128-13.210.2.159 Australien (AU)
54.252.254.64-54.252.254.127 Nya Zeeland (NZ2)
3.25.42.128-3.25.42.255 Papua Nya Guinea (PG)

Brasilien bri 18.231.105.32-18.231.105.63 Argentina (AR)
177.71.206.192-177.71.206.255 | Bolivia (BO)
18.230.125.0-18.230.125.127 Brasilien (BR)

Chile (CL)
Columbia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Tyskland def 52.59.186.0-52.59.186.31 Frankrike (FR)
18.195.48.224-18.195.48.255 Tyskland (DE)
18.156.18.128-18.156.18.255 Storbritannien (GB)

Nordmakedonien (MK)
Schweiz (CH)

Indien int 52.66.193.96-52.66.193.127 Bahrain (BH)
52.66.194.0-52.66.194.63 Bangladesh (BD)
3.7.35.128-3.7.35.255 Indien (IN)

Iran (IR)
Kazakstan (KZ)
Kuwait (KW)
Oman (OM)
Pakistan (PK)
Qatar (QA)

Saudiarabien (SA)
Sri Lanka (LK)
Forenade Arabemiraten

(AE)

Irland iel 52.215.253.0-52.215.253.63 Irland (IE)
54.171.127.192-54.171.127.255
52.215.127.0-52.215.127.255
3.249.63.128-3.249.63.255

Japan jp1 13.115.244.0-13.115.244 .31 Japan (JP)
54.65.63.192-54.65.63.255 Sydkorea (KR)
18.180.220.128-18.180.220.255 | Taiwan (TW)

Singapore |sg1 13.229.255.0-13.229.255.31 Indonesien (ID)

54.169.127.128-54.169.127.191 Malaysia (MY)
18.141.157.128-18.141.157.255 | Myanmar (MM)
Filippinerna (PH)
Singapore (SG)
Thailand (TH)
Vietnam (VN)
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Omrade Region-ID IP-adresser Lander
USA:s usi 34.203.254.0-34.203.254.255 Kanada (CA)
Ostkust 54.172.60.0-54.172.61.255 Costa Rica (CR)
(Virginia) 34.203.250.0-34.203.251.255 Dominikanska republiken
3.235.111.128-3.235.111.255 (DO)
El Salvador (SV)
Guatemala (GT)
Mexiko (MX)
Panama (PA)
USA (US)
USA:s us2 34.216.110.128-34.216.110.159 | Férenta staterna:
vastkust 54.244.51.0-54.244.51.255 Alaska (US-AK)
(Oregon) 44.234.69.0-44.234.69.127 Arizona (US-AZ)

Kalifornien (US-CA)
Colorado (US-CO)
Hawaii (US-HI)

Idaho (US-ID)
Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
New Mexico (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
South Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Kanada:

Alberta (CA-AB)

British Columbia (CA-BC)
Nordvéstra territorierna
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

bs! Alla Iander som inte specifikt listas kommer att anvanda Twilio Tyskland-regionen.
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Advanced Bionics
Brannmurkonfigurasjon

Tekniske data

Sist oppdatert: 8. september 2026

Brannmurkonfigurasjoner

Virksomheter som har en nettverksbrannmur pa plass, kan potensielt blokkere tilkoblinger
til Sonovas backend-tjenester. Dette kan inkludere tilgang til lyd-/video-/datastremmer
(WebRTC) under en ekstern programmeringsakt. Hvis du har problemer med & opprette en
ekstern programmeringsakt, kan det skyldes en brannmur.

Falgende porter og IP-adresse kreves for en ekstern programmeringsgkt. Ta kontakt med
IT-stetten din og gi dem informasjonen nedenfor. De méa sarge for at falgende tilkoblinger
ikke er blokkert.

Webnettverk

Target Cl-applikasjonen krever tilgang til felgende adresser og porter for a fungere riktig
for ekstern programmering.

Porter
Port Protokoll Formal
443 TCP HTTPS
|IP-adresser

De fleste vertsnavnene peker na til dynamiske IP-adresser. Dette betyr at de kan
endres nar som helst, og at de kan veere forskjellige avhengig av hvilket geografisk
omrade forespgrselen om vertsnavnopplasning kommer fra.

Hvis du ikke kan bruke vertsnavn i brannmuren, ma du gjere et vertsnavnoppslag fra
ditt eget nettverk bak brannmuren og bruke IP-adressene du far fra dette oppslaget,
i stedet for IP-adressene som er angitt i dette dokumentet.
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Hvis du vil sla opp et vertsnavn pa en Windows-PC, apner du en ledetekst og skriver
«nslookup <vertsnavn>», der <vertsnavn> er navnet pa verten du vil sla opp.

Hvis du vil sl& opp et vertsnavn péa en Linux-PC eller Mac, apner du et terminalvindu og
skriver «host <vertsnavn>», der <vertsnavn> erstattes med det aktuelle vertsnavnet.

Vertsnavn IP-adresser Kreves for ekstern
programmering?

api.sonova.io dynamisk tilordnet Ja
dispatcher.sonova.io dynamisk tilordnet Ja
identity.sonova.io dynamisk tilordnet Ja
Core—S|glnaImg—websync—prod. 40.71.199 117 Ja
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Ja
cloud.liveswitch.io dynamisk tilordnet Ja

Merk: Vertsnavn som er oppfert med fet skrift er for gyeblikket tilordnet enten IP-
adresser fra dynamiske omrader eller stedsavhengige IP-adresser. Brannmurer bar derfor
konfigureres til & bruke vertsnavnet der dette er mulig. IP-adressene ble slatt opp i ZUrich
i Sveits pa datoen for dokumentet, og kan endres nar som helst. IP-adresser oppfart med
fet skrift har endret seg siden forrige versjon av dette dokumentet.

Kinaspesifikke IP-adresser

Folgende adresser bar brukes for installasjoner i Kina, der det kan veere
brannmurbegrensninger ved tilkobling til globalt internett.

Vertsnavn IP-adresser Kreves for ekstern
programmering?

api.sonova.cn 40.72.113.16 Ja
dispatcher.sonova.cn 40.73.101.203 Ja
identity.sonova.cn dynamisk tilordnet Ja
core-signaling-websync-prod. 40.73.101.203 Ja
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 Ja

Merk: Vertsnavn som er oppfert med fet skrift er for gyeblikket tilordnet enten IP-
adresser fra dynamiske omrader eller stedsavhengige IP-adresser. Brannmurer bar derfor
konfigureres til & bruke vertsnavnet der dette er mulig. IP-adressene ble slatt opp i ZUrich
i Sveits pa datoen for dokumentet, og kan endres nar som helst. IP-adresser oppfart med
fet skrift har endret seg siden forrige versjon av dette dokumentet.
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WebRTC-nettverk

Advanced Bionics bruker to WebRTC-leverandarer, Twilio og Xirsys, for & muliggjere
eksterne programmeringsgkter nar én eller begge deltakerne ikke kan kobles direkte til
hverandre ved hjelp av enkle NAT-prosesser. Serg for at brannmuren din er konfigurert for
bade Xirsys- og Twilio-IP-adresser i din region.

Porter

Port Protokoll Formal

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10000 - 60000 UDP Porter for node-til-node-relé

Merk: Porter fra det store omradet med UDP-porter velges dynamisk av Target Cl,

AB Remote Support- og AB Remote Support +-appklientene nar de forsgker & opprette
direkte node-til-node-forbindelser. Advanced Bionics har for gyeblikket ikke mulighet

til & pavirke valg av port, og kan derfor ikke gi veiledning om et begrenset antall porter
som kan fungere i et sveert restriktivt miljg. Ekstern programmering vil fungere uten

disse portene, men dette vil pavirke klientenes mulighet til & opprette en node-til-node-
forbindelse. | denne situasjonen vil klientene ga over til en videresendt konferansesamtale,
noe som kan gi darligere ytelse.

IP-adresser

Merk: IP-adressene som er oppfaert pa de fglgende sidene kan veere utdaterte. Sarg
ogsa for a bruke de angitte lenkene for & kontrollere om det har skjedd endringer siden
dokumentet ble utarbeidet. Endringer siden forrige utgivelse av dette dokumentet er
markert med fet skrift.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

IP-adresser Land / Territorier
Kina hk.xirsys.com |8.210.215.149 Kina (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143
Sar-Afrika jb.xirsys.com | 154.127.57.220 Sar-Afrika (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)
Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Region Region-ID IP-adresser Land

Australia aut 13.210.2.128 - 13.210.2.159 Australia (AU)
54.252.254.64 - 54.252.254.127 New Zealand (NZ)
3.25.42.128 - 3.25.42.255 Papa Ny-Guinea (PG)

Brasil bri 18.231.105.32 - 18.231.105.63 Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 — 18.230.125.127 Brasil (BR)

Chile (CL)
Columbia (CO)
Ecuador (EF)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Tyskland def 52.59.186.0 — 52.59.186.31 Frankrike (FR)
18.195.48.224 — 18.195.48.255 Tyskland (DE)
18.156.18.128 — 18.156.18.255 Storbritannia (GB)

Nord-Makedonia (MK)
Sveits (CH)

India ini 52.66.193.96 — 52.66.193.127 Bahrain (BH)
52.66.194.0 — 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 India (India)

Iran (IR)
Kasakhstan (KZ)
Kuwait (KW)

Oman (OM)
Pakistan (PK)
Qatar (QA)
Saudi-Arabia (SA)
Sri Lanka (LK)

De forente arabiske
emirater (AE)

Irland iel 52.215.253.0 - 52.215.253.63 Irland (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Japan jp1 13.115.244.0 — 13.115.244.31 Japan (JP)
54.65.63.192 — 54.65.63.255 Sar-Korea (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)

Singapore |sg1 13.229.255.0 — 13.229.255.31 Indonesia (ID)
54.169.127.128 — 54.169.127.191 | Malaysia (MY)

18.141.167.128 — 18.141.157.255

Myanmar (MM)
Filippinene (PH)
Singapore (SG)
Thailand (TH)
Vietnam (VN)
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Region Region-ID IP-adresser Land

USAs us 34.203.254.0 — 34.203.254.255 Canada (CA)
ostkyst 54.172.60.0 - 54.172.61.255 Costa Rica (CR)
(Virginia) 34.203.250.0 — 34.203.251.255 Den dominikanske

3.235.111.128 — 3.235.111.255 republikk (DO)

El Salvador (SV)
Guatemala (GT)
Mexico (MX)
Panama (PA)

USA (US)

USAs us2 34.216.110.128 — 34.216.110.159 | USA:

vestkyst 54.244.51.0 — 54.244.51.255 Alaska (US-AK)
(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)
California (US-CA)
Colorado (US-CO)
Hawaii (US-HI)
ldaho (US-ID)
Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
New Mexico (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Sor-Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Canada:

Alberta (CA-AB)

Britisk Columbia (CA-BC)
Nordvestterritoriene
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

Merk: Alle land som ikke er spesifikt oppfert, vil bruke Twilio-regionen Tyskland.
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Advanced Bionics

Palomuurimaaritykset

Tekniset tiedot

Paivitetty: 8. syyskuuta 2026

Palomuurimaaritykset

Mikali yrityksella on kdytdsséa verkkopalomuuri, se saattaa estdd yhteydet Sonovan
taustapalveluihin. Tamé& esto voi koskea myds paasya aani-, video- ja datavirtoihin
(WebRTC) etéaohjelmointi-istunnon aikana. Jos etdohjelmointi-istunnon muodostamisessa
iimenee ongelmia, syyné voi olla palomuuri.

Etaohjelmointiin tarvitaan seuraavat portit ja IP-osoite. Ota yhteytta organisaatiosi IT-tukeen
ja anna heille alla olevat tiedot. IT-tuen on varmistettava, ettd seuraavia yhteyksia ei ole
estetty.

Verkkoyhteydet

Target CI -sovellus tarvitsee paasyn seuraaviin osoitteisiin ja portteihin toimiakseen oikein
etdohjelmoinnissa.

Portit
Portti Protokolla Tarkoitus
443 TCP HTTPS
IP-osoitteet

Useimmat isantanimet muuntuvat nyt dynaamisiksi IP-osoitteiksi. Tama tarkoittaa, etta
ne voivat muuttua milloin tahansa ja ovat erilaisia riippuen siita, mistd maantieteellisesta
alueesta kasin isantanimen selvitys tehdaan.

Jos et voi kayttad isantanimia palomuurissa, varmista, etta selvitat isdntanimet omasta
palomuurilla suojatusta verkostasi ja kaytat niiden IP-osoitteita tdssé asiakirjassa
mainittujen sijaan.
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Voit selvittaa isdntanimen Windows-tietokoneella avaamalla komentokehotteen ja
kirjoittamalla "nslookup <hostname>", jossa <hostname> on sen is&nn&n nimi, jonka
haluat selvittaa.

Voit selvittda isantdnimen Linux-tietokoneella tai Macilla avaamalla p&ateikkunan ja
kirjoittamalla "host <hostname>" ja korvaamalla <hostname>-kohdan tarvittavalla
is&dntanimella.

Isantanimi IP-osoitteet Tarvitaanko

etaohjelmointiin?

api.sonova.io Mé&é&ritetd&n dynaamisesti Kylla
dispatcher.sonova.io Maaritetddn dynaamisesti Kylla
identity.sonova.io Maaritetadn dynaamisesti Kylla
Core—siglnaling—websync—prod. 40.71.199 117 Kylla
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Kyll4
cloud.liveswitch.io Maaritetddn dynaamisesti Kylla

Huomautus: Lihavoiduilla isantanimilla on talla hetkella joko dynaamisen alueen IP-
osoitteet tai sijainnista riippuvat IP-osoitteet, mink& vuoksi palomuurit tulee méaarittaa
mahdollisuuksien mukaan kayttdmaan isédntanimed. |P-osoitteet selvitettiin Zurichissa,
Sveitsissa tdman asiakirjan paivamaarana, ja ne voivat muuttua milloin tahansa.
Lihavoidut |P-osoitteet ovat muuttuneet tdméan asiakirjan edelliseen versioon verrattuna.

Kiinan IP-osoitteet

Seuraavia osoitteita tulee kayttda asennuksissa Kiinassa, misséa saattaa olla
palomuurirajoituksia maailmanlaajuiseen internetiin yhdistettéessa.

Isantanimi IP-osoitteet Tarvitaanko

etaohjelmointiin?

api.sonova.cn 40.72.113.16 Kylla
dispatcher.sonova.cn 40.73.101.2083 Kylla
identity.sonova.cn Maaritetddn dynaamisesti Kylla
core-signaling-websync-prod. 40.73.101.203 Kylla
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 Kylla

Huomautus: Lihavoiduilla isantanimill& on talla hetkelld joko dynaamisen alueen IP-
osoitteet tai sijainnista riippuvat IP-osoitteet, minka vuoksi palomuurit tulee maarittaa
mahdollisuuksien mukaan kayttdmaan isantanimed. IP-osoitteet selvitettiin Zurichissa,
Sveitsissa taman asiakirjan paivamaarana, ja ne voivat muuttua milloin tahansa.
Lihavoidut |P-osoitteet ovat muuttuneet tdméan asiakirjan edelliseen versioon verrattuna.
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WebRTC-verkkoyhteydet

Advanced Bionics kayttda kahta WebRTC-palveluntarjoajaa, Twiliota ja Xirsysia,
mahdollistaakseen etdohjelmointi-istunnot tilanteissa, joissa toiseen tai kumpaankaan
osallistujaan ei voida muodostaa suoraa yhteyttéa pelkkien NAT-prosessien kautta. Varmista,
ettd palomuurisi on maaritetty sallimaan seka Xirsys- ettd Twilio-IP-osoitteet alueellasi.

Portit

Portti Protokolla Tarkoitus

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10000 - 60000 UDP Vertaisvalitysportit

Huomautus: Target Cl-, AB Remote Support- ja AB Remote Support + -asiakassovellukset
valitsevat portteja dynaamisesti laajasta UDP-porttien valikoimasta yrittdessdan neuvotella
suorista vertaisyhteyksista. Advanced Bionics ei télla hetkella voi vaikuttaa portin
valintaan, joten emme voi antaa ohjeita rajatusta méarasta portteja, jotka voisivat toimia
erittain rajoitetussa ymparistdssa. Etdohjelmointi toimii myods ilman néaita portteja, mutta

se vaikuttaa asiakassovellusten mahdollisuuteen neuvotella vertaisyhteydesta. Talloin
asiakassovellukset siirtyvat kayttamaan valitettya neuvotteluyhteyttd, jonka suorituskyky voi
olla heikompi.

|P-osoitteet

Huomautus: Seuraavilla sivuilla luetellut IP-osoitteet saattavat olla vanhentuneita. Muista
myads tarkistaa annettujen linkkien kautta, onko talla véalin tapahtunut muutoksia. Taméan
asiakirjan edellisen version jalkeen tehdyt muutokset on merkitty lihavoituna.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Alue Isénta IP-osoitteet Maat/alueet

Kiina hk.xirsys.com |8.210.215.149 Kiina (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143

Etela-Afrikka jb.xirsys.com | 154.127.57.220 Etela-Afrikka (ZA)
154.16.63.120 Kenia (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Alue Alueen IP-osoitteet Maat

tunnus

Australia au 13.210.2.128 — 13.210.2.159 Australia (AU)
54.252.254.64 — 54.252.254.127 Uusi-Seelanti (NZ)
3.25.42.128 — 3.25.42.255 Papua-Uusi-Guinea (PG)

Brasilia bri 18.231.105.32 — 18.231.105.63 Argentiina (AR)
177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 — 18.230.125.127 Brasilia (BR)

Chile (CL)
Kolumbia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Saksa def 52.59.186.0 - 52.59.186.31 Ranska (FR)
18.195.48.224 — 18.195.48.255 Saksa (DE)
18.156.18.128 — 18.156.18.255 Iso-Britannia (GB)

Pohjois-Makedonia (MK)
Sveitsi (CH)

Intia in1 52.66.193.96 — 52.66.193.127 Bahrain (BH)
52.66.194.0 — 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 Intia (IN)

Iran (IR)
Kazakstan (KZ)
Kuwait (KW)
Oman (OM)
Pakistan (PK)
Qatar (QA)

Saudi-Arabia (SA)

Sri Lanka (LK)
Yhdistyneet
arabiemiirikunnat (AE)

Irlanti iel 52.215.253.0 - 52.215.253.63 Irlanti (1E)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Japani jp1 13.115.244.0 - 13.115.244 .31 Japani (JP)
54.65.63.192 — 54.65.63.255 Etela-Korea (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)

Singapore |sg1 13.229.255.0 — 13.229.255.31 Indonesia (ID)

54.169.127.128 — 54.169.127.191 | Malesia (MY)
18.141.157.128 — 18.141.157.255 | Myanmar (MM)
Filippiinit (PH)
Singapore (SG)
Thaimaa (TH)
Vietnam (VN)
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Alue Alueen IP-osoitteet Maat

tunnus

Yhdys- ust 34.203.254.0 — 34.203.254.255 Kanada (CA)

valtain 54.172.60.0 - 54.172.61.255 Costa Rica (CR)

itarannikko 34.203.250.0 — 34.203.251.255 Dominikaaninen tasavalta

(Virginia) 3.235.111.128 — 3.235.111.255 (DO)
El Salvador (SV)
Guatemala (GT)
Meksiko (MX)
Panama (PA)
Yhdysvallat (US)

Yhdysval- us2 34.216.110.128 — 34.216.110.159 | Yhdysvallat:

tain lansi- 54.244.51.0 - 54.244.51.255 Alaska (US-AK)

rannikko 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)

(Oregon) Kalifornia (US-CA)
Colorado (US-CO)
Havaiji (US-HI)
Idaho (US-ID)

Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
New Mexico (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Etela-Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Kanada:

Alberta (CA-AB)
Brittilainen Kolumbia
(CA-BC)
Luoteisterritoriot (CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Huomautus: maissa, joita ei ole tassé lueteltu, kaytetaan Twilio Germany -aluetta.
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Advanced Bionics
Configuracao
de firewall

Informacoes técnicas

Ultima atualizacdo: 8 de setembro de 2026

Configuracoes de firewall

As empresas que tenham um firewall de rede instalado podem, potencialmente, bloquear
as ligacdes aos servicos de back-end da Sonova. Isto pode incluir o acesso a fluxos

de audio, video e dados (WebRTC) durante uma sesséo de programagao remota.

Se estiver com dificuldades em estabelecer uma sessédo de programacao remota, isso
podera dever-se a uma firewall.

As seguintes portas e enderecos IP sdo necessarios para uma sessao de programacao
remota. Contacte o seu servico de apoio informatico (T1) e fornega as informagdes abaixo
indicadas. O servico de apoio deve certificar-se de que as seguintes ligacées néo estao
blogueadas.

Redes na Web

A aplicacéo Target Cl necessita de acesso aos seguintes enderecos e portas
para funcionar corretamente na programacéo remota.

Portas
Porta Protocolo Objetivo
443 TCP HTTPS
Endereco IP

Atualmente, a maioria dos nomes de anfitrido remete para enderecos IP dindmicos.
Isto significa que podem mudar a qualquer momento e que seréo diferentes consoante
a regido geografica a partir da qual € efetuada a resolucado do nome de anfitrido.

Se néo for possivel utilizar nomes de anfitrido na sua firewall, certifique-se de que
resolve os nomes de anfitrido a partir da sua propria rede protegida pela firewall
e utilize esses enderecos |IP em vez dos que constam neste documento.
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Para resolver um nome de anfitrido num computador com Windows, abra uma janela
de comando e escreva "nslookup <nome do anfitridao>", em que <nome do anfitrido>
€ 0 nome do anfitrido que pretende resolver.

Para resolver um nome de anfitrido num computador com Linux ou num Mac, abra
uma janela de terminal e escreva "host <nome de anfitrido>", substituindo <nome
de anfitrido> conforme for o caso.

Nome do anfitriao E necessario
para a programacao
remota?
api.sonova.io atribuido dinamicamente Sim
dispatcher.sonova.io atribuido dinamicamente Sim
identity.sonova.io atribuido dinamicamente Sim
gg;%'\ffiga"“g'Websy”C'prOd' 40.71.199.117 Sim
signaling-liveswitch.sonova.io 20.105.216.16 Sim
cloud.liveswitch.io atribuido dinamicamente Sim

Nota: os nomes de anfitrido indicados a negrito tém, atualmente, atribuidos enderecos

IP de intervalo dindmico ou enderecos IP dependentes da localizac&o; por conseguinte,
as firewalls devem ser configuradas para utilizar o nome de anfitrido sempre que possivel.
Os enderecos IP foram localizados em Zurique, na Suica, na data do documento,

e podem sofrer alteracdes a qualgquer momento. Os enderecos IP indicados a negrito
foram alterados desde a versao anterior deste documento.

Enderecos IP especificos da China

Os enderec¢os seguintes devem ser utilizados para instalacées na China, onde podem
existir restricoes de firewall ao ligar-se a Internet global.

Nome do anfitriao E necessario
para a programacao
remota?
api.sonova.cn 40.72.113.16 Sim
dispatcher.sonova.cn 40.73.101.203 Sim
identity.sonova.cn atribuido dinamicamente Sim
gg;%'\ffgr?"”g'WebSy”C’prOd' 40.73.101.203 Sim
signaling-liveswitch.sonova.cn 40.73.101.203 Sim

Nota: os nomes de anfitrido indicados a negrito tém, atualmente, atribuidos enderecos

IP de intervalo dindmico ou enderecos IP dependentes da localizac&o; por conseguinte,
as firewalls devem ser configuradas para utilizar o nome de anfitrido sempre que possivel.
Os enderecos IP foram localizados em Zurique, na Suica, na data do documento,

e podem sofrer alteractes a qualgquer momento. Os enderecos IP indicados a negrito
foram alterados desde a versao anterior deste documento.
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Redes WebRTC

A Advanced Bionics utiliza dois fornecedores de WebRTC, a Twilio e a Xirsys,

para permitir sessdes de programacao a distancia em que um ou ambos os participantes
ndo possam ser contactados diretamente através de processos NAT simples. Certifique-
se de que a sua firewall esta configurada para permitir 0 acesso aos enderecos IP da
Xirsys e da Twilio na sua regiao.

Portas

Porta Protocolo Obijetivo

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10000 - 60000 UDP Portas de retransmissao entre pontos

Nota: as portas da vasta gama de portas UDP séo selecionadas dinamicamente

pelos clientes das aplicacdes Target Cl, AB Remote Support e AB Remote Support +
quando tentam negociar ligacdes diretas ponto a ponto. A Advanced Bionics ndo tem,
neste momento, capacidade para influenciar a escolha da porta e, por conseguinte,

nao podemos fornecer orientacdes sobre um numero limitado de portas que possam
funcionar num ambiente altamente restrito. A programacao remota funcionara sem estas
portas, mas isso afetara a capacidade dos clientes de estabelecerem uma ligacao ponto
a ponto; nesta situacao, os clientes terao de recorrer a uma chamada em conferéncia
com retransmisséo, o que podera resultar num desempenho inferior.

Endereco IP

Nota: os enderecos IP indicados nas paginas seguintes podem estar desatualizados.
Certifique-se de que utiliza também os links fornecidos para verificar se, entretanto,
ocorreram alteracdes. As alteracdes introduzidas desde a Ultima versao deste documento
estéo assinaladas a negrito.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Anfitriao Paises/Territérios
China hk.xirsys.com |8.210.215.149 China (CN)

47.242.47.214 Hong Kong (HK)
47.242.109.143

Africa do Sul  |jb.xirsys.com | 154.127.57.220 Africa do Sul (ZA)
154.16.63.120 Quénia (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Identificador

da regiao
Austrélia aui 13.210.2.128 - 13.210.2.159 Austrélia (AU)
54.252.254.64 - 54.252.254.127 | Nova Zelandia (NZ2)
3.25.42.128 - 3.25.42.255 Papua-Nova Guiné (PG)
Brasil bri 18.231.105.32 — 18.231.105.63 | Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 — 18.230.125.127 Brasil (BR)
Chile (CL)
Colébmbia (CO)
Equador (EC)
Paraguai (PY)
Peru (PE)
Uruguai (UY)
Alemanha | de1 52.59.186.0 - 52.59.186.31 Franca (FR)
18.195.48.224 — 18.195.48.255 | Alemanha (DE)
18.156.18.128 — 18.156.18.255 Gra-Bretanha (GB)
Macedonia do Norte (MK)
Suica (CH)
india in1 52.66.193.96 — 52.66.193.127 Bahrein (BH)
52.66.194.0 — 52.66.194.63 Bangladexe (BD)
3.7.35.128 - 3.7.35.255 india (IN)
Irao (IR)
Cazaquistao (K2)
Kuwait (KW)
Oméa (OM)
Paquistéao (PK)
Catar (QA)
Arébia Saudita (SA)
Seri Lanca (LK)
Emirados Arabes Unidos
(AE)
Irlanda iel 52.215.253.0 - 52.215.253.63 Irlanda (IE)
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japéo jp1 13.115.244.0 — 13.115.244.31 Japao (JP)
54.65.63.192 — 54.65.63.255 Coreia do Sul (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)
Singapura |sg1 13.229.255.0 — 13.229.255.31 Indonésia (ID)
54.169.127.128 — 54.169.127.191 | Malasia (MY)
18.141.157.128 — 18.141.157.255 | Mianmar (MM)
Filipinas (PH)
Singapura (SG)

Tailandia (TH)
Vietname (VN)
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Regiao

Identificador

da regiao
Costa us 34.203.254.0 — 34.203.254.255 | Canada (CA)
Leste dos 54.172.60.0 - 54.172.61.255 Costa Rica (CR)
EUA 34.203.250.0 — 34.203.251.255 | Republica Dominicana
(Virginia) 3.235.111.128 -3.235.111.255 | (DO)
El Salvador (SV)
Guatemala (GT)
México (MX)
Panama (PA)
Estados Unidos (EUA)
Costa us2 34.216.110.128 — 34.216.110.159 | Estados Unidos:
Oeste dos 54.244.51.0 — 54.244.51.255 Alasca (US-AK)
EUA 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)
(Oregon) Califérnia (US-CA)

Colorado (US-CO)
Haval (US-HI)

ldaho (US-ID)

Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
Novo México (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Dakota do Sul (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Canada:

Alberta (CA-AB)
Columbia Britanica
(CA-BC)

Territorios do Noroeste
(CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Nota: qualquer pais que ndo esteja especificamente mencionado utilizara a regido da
Twilio na Alemanha.
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Advanced Bionics
A tluzfal konfiguralasa

Mlszaki adatok

Utolsé modositas: 2026. szeptember 8.

Tlizfal-konfiguraciok

A haldzati tlzfallal rendelkezé véllalatoknal el6fordulhat, hogy a tlzfal blokkolja a Sonova
hattérszolgaltatasaihoz vald kapcsolddast. Ez érintheti a hang-/video-/adatfolyamokhoz
(WebRTC) valé hozzaférést is egy tavoli programozéasi munkamenet soran. Ha problémat
tapasztal a tavoli programozéasi munkamenet létrehozasakor, annak oka a tlizfal lehet.

A tavoli programozéasi munkamenethez a kdvetkezd portokra és IP-cimre van szikseég.
Kérjuk, forduljon az informatikai (IT) tamogatasi részleghez, és adja meg nekik az alabbi
informaciokat. Az IT-nak gondoskodnia kell arrél, hogy a kévetkez§ kapcsolatok ne
legyenek blokkolva.

Webes hal6zati kapcsolatok

A Target Cl alkalmazasnak a tavoli programozas megfelel§ mikddéséhez hozzaférésre
van szuksége a kdvetkezd cimekhez és portokhoz.

Portok
Port Protokoll Cél
443 TCP HTTPS
IP-cimek

A legtdébb allomasnév mostantél dinamikus IP-cimekre oldddik fel. Ez azt jelenti, hogy
ezek barmikor megvaltozhatnak, és attdl fuggden is eltéréek lehetnek, hogy féldrajzilag
mely régiobdl térténik az alloméasnév feloldasa.

Ha a tlzfalon nem tud allomasneveket hasznalni, mindenképpen a sajat, tlzfallal védett
halozatabdl oldja fel az allomasneveket, €s az igy kapott IP-cimeket hasznalja a jelen
dokumentumban szerepl&k helyett.
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Ha Windows rendszerd szamitbgépen szeretne feloldani alloméasnevet, nyisson
parancssort, és irja be az ,nslookup <hostname>" parancsot, ahol a <hostname>
a feloldani kivant allomas neve.

Ha Linux rendszer( szamitégépen vagy Macen szeretne feloldani allomasnevet, nyisson
terminalablakot, és irja be a ,host <hostname>" parancsot, szikség szerint a megfeleld
alloméasnévre cserélve a <hostname> elemet.

Allomasnév IP-cimek Sziikséges a tavoli
programozashoz?
api.sonova.io dinamikusan hozzarendelt lgen
dispatcher.sonova.io dinamikusan hozzarendelt lgen
identity.sonova.io dinamikusan hozzarendelt lgen
Core—S|glnaImg—websync—prod. 40.71.199.117 Igen
sonova.io
signaling-liveswitch.sonova.io 20.105.216.16 lgen
cloud.liveswitch.io dinamikusan hozzarendelt lgen

Megjegyzés: a félkdvérrel szedett allomasnevekhez jelenleg dinamikus tartomanyba
tartozé vagy helyfiggé IP-cimek vannak hozzarendelve, ezért a tlizfalakat lehet6ség

szerint ugy kell konfiguralni, hogy az allomasnevet hasznaljak. Az IP-cimeket

a dokumentum keltezésének napjan a svajci Zurichben oldottak fel, és azok barmikor
megvaltozhatnak. A félkdvérrel szedett IP-cimek megvaltoztak a dokumentum el6z4

verzidjahoz képest.

Kinara vonatkozé IP-cimek

A kdvetkezd cimeket a Kinaban térténd telepitésekhez kell hasznalni, ahol a globalis
internethez valé kapcsolddast tlzfalkorlatozasok akadalyozhatjak.

Allomasnév IP-cimek Sziikséges a tavoli
programozashoz?
api.sonova.cn 40.72.113.16 lgen
dispatcher.sonova.cn 40.73.101.2083 lgen
identity.sonova.cn dinamikusan hozzarendelt lgen
core-signaling-websync-prod. 40.73.101.203 Igen
sonova.cn
signaling-liveswitch.sonova.cn 40.73.101.203 lgen

Megjegyzés: a félkéveérrel szedett allomasnevekhez jelenleg dinamikus tartomanyba
tartozé vagy helyfiggé IP-cimek vannak hozzarendelve, ezért a tlizfalakat lehet6ség

szerint ugy kell konfiguralni, hogy az allomasnevet hasznaljak. Az IP-cimeket

a dokumentum keltezésének napjan a svajci Zurichben oldotték fel, és azok barmikor
megvaltozhatnak. A félkdveérrel szedett IP-cimek megvaltoztak a dokumentum el6z8
verziojahoz képest.

Advanced Bionics tlzfal-konfiguracio



WebRTC-halézati kapcsolatok

Az Advanced Bionics két WebRTC-szolgaltatét, a Twilidt és a Xirsyst hasznélja annak
érdekében, hogy lehetévé tegye a tavoli programozasi munkameneteket olyan esetekben,
amikor az egyik vagy mindkét résztvevd egyszerl NAT-folyamatokkal nem érhetd el
kdzvetlenll. Gondoskodjon arrél, hogy a tlizfal az On régidjaban hasznélt Xirsys- és Twilio-
IP-cimekhez egyarant megfelelen legyen konfiguralva.

Portok
Port Protokoll Cél
443 TCP TURN TLS
3478 TCP, UDP TURN
5349 TCP TURN TLS
10000-60000 UDP Kdzvetlen kapcsolatok tovabbitasahoz
(peer relaying) hasznélt portok

Megjegyzés: a Target Cl, az AB Remote Support és az AB Remote Support +
alkalmazaskliensei a kdzvetlen peer-to-peer kapcsolatok |étrehozasara iranyuld
egyeztetés soran dinamikusan valasztjak ki a portokat a széles UDP-porttartomanybadl.
Az Advanced Bionics jelenleg nem tudja befolyasolni a portok kivalasztasat, ezért nem
tudunk Utmutatast adni arra vonatkozoan, hogy egy szigoruan korlatozott kérnyezetben
mely portokbdl allé szlikebb készlet mikddhet. A tavoli programozas e portok nélkul is
mUkaodik, ez azonban befolyasolja a kliensek azon képességét, hogy tarskdzi (peer-to-
peer) kapcsolatot hozzanak létre; ilyen esetben a kliensek kdzvetitén keresztll tovabbitott
konferenciahivas hasznalatara allnak at, ami gyengébb teljesitményt eredményezhet.

IP-cimek

Megjegyzés: a kdvetkezd oldalakon felsorolt IP-cimek elavultak lehetnek. Kérjuk,
a megadott hivatkozasok segitsegével is ellendrizze, hogy id6kdzben tortént-e valtozas.
A dokumentum el6zé kiadasa 6ta végrehajtott modositasok félkdvérrel vannak szedve.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Allomas IP-cimek Orszagok/teriiletek

Kina hk.xirsys.com |8.210.215.149 Kina (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143

Dél-Afrika jb.xirsys.com | 154.127.57.220 Dél-Afrika (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Régidazo- IP-cimek Orszagok

nosito

Ausztralia |auf 13.210.2.128-13.210.2.159 Ausztralia (AU)
54.252.254.64-54.252.254.127 Uj-zéland (NZ)
3.25.42.128-3.25.42.255 Papua Uj-Guinea (PG)

Brazilia bri 18.231.105.32 — 18.231.105.63 Argentina (AR)
177.71.206.192-177.71.206.255 Bolivia (BO)
18.230.125.0-18.230.125.127 Brazilia (BR)

Chile (CL)
Kolumbia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Németor- det 52.59.186.0-52.59.186.31 Franciaorszag (FR)

szag 18.195.48.224-18.195.48.255 Németorszag (DE)
18.156.18.128-18.156.18.255 Nagy-Britannia (GB)

Eszak-Macedonia (MK)
Svajc (CH)

India in1 52.66.193.96-52.66.193.127 Bahrein (BH)
52.66.194.0-52.66.194.63 Banglades (BD)
3.7.35.128-3.7.35.255 India (IN)

Iran (IR)
Kazahsztan (KZ)
Kuvait (KW)
Oman (OM)
Pakisztan (PK)
Katar (QA)

Szaud-Arabia (SA)
Sri Lanka (LK)
Egyesult Arab Emirségek

(AE)

frorszag ie 52.215.253.0-52.215.253.63 frorszag (IE)
54.171.127.192-54.171.127.255
52.215.127.0-52.215.127.255
3.249.63.128-3.249.63.255

Japan ip1 13.115.244.0-13.115.244.31 Japan (JP)
54.65.63.192-54.65.63.255 Dél-Korea (KR)
18.180.220.128-18.180.220.255 | Tajvan (TW)

Szingapur |sg1l 13.229.255.0-13.229.255.31 Indonézia (ID)

54.169.127.128-54.169.127.191 Malajzia (MY)
18.141.157.128-18.141.157.255 Mianmar (MM)
Fuldp-szigetek (PH)
Szingapur (SG)
Thaiféld (TH)
Vietnam (VN)
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Régidazo- IP-cimek Orszagok

nosito
USA keleti | us1 34.203.254.0-34.203.254.255 Kanada (CA)
partvidéke 54.172.60.0-54.172.61.255 Costa Rica (CR)
(Virginia) 34.203.250.0-34.203.251.255 Dominikai Kdztarsasag
3.235.111.128-3.235.111.255 (DO)
El Salvador (SV)
Guatemala (GT)
Mexiko (MX)
Panama (PA)
Egyestlt Allamok (US)
USA nyugati | us2 34.216.110.128-34.216.110.159 | Amerikai Egyesult
partvidéke 54.244.51.0-54.244.51.255 Allamok:
(Oregon) 44.234.69.0-44.234.69.127 Alaszka (US-AK)

Arizona (US-AZ)
Kalifornia (US-CA)
Colorado (US-CO)
Hawaii (US-HI)
Idaho (US-ID)
Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
Uj-Mexiké (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Dél-Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Kanada:

Alberta (CA-AB)

Brit Columbia (CA-BC)
Eszaknyugati Tertletek
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

Megjegyzés: minden olyan orszag, amely nem szerepel kuldén a felsorolasban, a Twilio
németorszagi régiojat hasznalja.
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Advanced Bionics
Konfiguracija
pozarnega zidu

Tehnicne informacije

Zadnja posodobitev: 8. september 2026

Konfiguracije pozarnega zidu

Podjetja, ki imajo vzpostavljen omrezni pozarni zid, lahko potencialno blokirajo povezave
z zalednimi storitvami druzbe Sonova. To lahko vklju€uje dostop do avdio/video/
podatkovnih tokov (WebRTC) med sejo oddaljenega programiranja. Ce imate tezave pri
vzpostavljanju seje oddaljenega programiranja, je to lahko posledica pozarnega zidu.

Za sejo oddaljenega programiranja so potrebna naslednja vrata in naslov IP. Obrnite se na
podporo za informacijsko tehnologijo (IT) in jim posredujte spodnje podatke. Prepricati se
morajo, da naslednje povezave niso blokirane.

Spletno mrezenje

Aplikacija Target Cl za pravilno delovanje pri oddaljenem programiranju potrebuje dostop
do naslednjih naslovov in vrat.

Vrata
Vrata Protokol Namen
443 TCP HTTPS
Naslovi IP

VecCina imen gostiteljev se zdaj razresi v dinamicne naslove IP. To pomeni, da se
lahko kadar koli spremenijo in da se bodo razlikovali glede na geografsko obmocije,
iz katerega se izvede razreSevanje imena gostitelja.

Ce v pozarnem zidu ne morete uporabljati imen gostiteljev, poskrbite, da boste imena
gostiteljev razresili v svojem omrezju, zaSCitenem s pozarnim zidom, in uporabite tako
pridobljene naslove IP namesto tistih, ki so navedeni v tem dokumentu.
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Ce Zelite razresiti ime gostitelja v radunalniku z operacijskim sistemom Windows, odprite
ukazni poziv in vnesite »nslookup <hostname> «, kjer je <hostname> ime gostitelja, ki ga
zelite razresiti.

Ce zelite razresiti ime gostitelja v ra¢unalniku z operacijskim sistemom Linux ali Mac,
odprite okno terminala in vnesite »host <hostname>«, pri Cemer po potrebi zamenjajte
<hostname>.

Ime gostitelja Potrebno za oddaljeno

programiranje?

api.sonova.io dinami¢no dodeljeno Da
dispatcher.sonova.io dinami¢no dodeljeno Da
identity.sonova.io dinami¢no dodeljeno Da
gg;eo'\f;?iga"”g'WebSy”C'prOd' 40.71.199.117 Da
signaling-liveswitch.sonova.io 20.105.216.16 Da
cloud.liveswitch.io dinami¢no dodeljeno Da

Opomba: imena gostiteljev, navedena s krepko pisavo, so trenutno povezana z naslovi IP
iz dinamicnih razponov ali z lokacijo odvisnimi naslovi IP, zato je treba pozarne zidove, kjer
je mogocCe, konfigurirati za uporabo imena gostitelja. Naslovi IP so bili razreSeni v Zurichu
v Svici na dan dokumenta in se lahko kadar koli spremenijo. Naslovi IP, navedeni s krepko
pisavo, so se od prejSnje razliCice tega dokumenta spremenili.

Naslovi IP, specifi¢ni za Kitajsko

Za namestitve na Kitajskem, kjer lahko pri povezovanju z globalnim internetom obstajajo
omejitve pozarnega zidu, je treba uporabiti naslednje naslove.

Ime gostitelja Potrebno za oddaljeno
programiranje?

api.sonova.cn 40.72.113.16 Da
dispatcher.sonova.cn 40.73.101.203 Da
identity.sonova.cn dinamic¢no dodeljeno Da
core-signaling-websync-prod. 40.73.101.203 Da
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 Da

Opomba: imena gostiteljev, navedena s krepko pisavo, so trenutno povezana z naslovi IP
iz dinami¢nih razponov ali z lokacijo odvisnimi naslovi IP, zato je treba pozarne zidove, kjer
je mogoce, konfigurirati za uporabo imena gostitelja. Naslovi IP so bili razreSeni v Zlrichu
v Svici na dan dokumenta in se lahko kadar koli spremenijo. Naslovi IP, navedeni s krepko
pisavo, so se od prejSnje razliCice tega dokumenta spremenili.
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Mrezenje WebRTC

Druzba Advanced Bionics uporablja dva ponudnika WebRTC, Twilio in Xirsys, ki omogocata
seje programiranja na daljavo, kadar enega ali obeh udelezencev ni mogoce neposredno
povezati s preprostimi postopki NAT. Poskrbite, da bo vas pozarni zid v vasi regiji
konfiguriran za naslove IP ponudnikov Xirsys in Twilio.

Vrata
Vrata Protokol Namen
443 TCP TURN TLS
3478 TCP, UDP TURN
5349 TCP TURN TLS
10000-60000 UDP Vrata za posredovanje povezave med
enakovrednimi napravami

Opomba: odjemalci aplikacij Target Cl, AB Remote Support in AB Remote Support + pri
vzpostavljanju neposrednih povezav med enakovrednimi napravami dinamic¢no izberejo
vrata iz Sirokega razpona vrat UDP. Druzba Advanced Bionics trenutno ne more vplivati
na izbiro vrat, zato vam ne moremo svetovati glede omejenega Stevila vrat, ki bi lahko
delovala v zelo omejenem omreznem okolju. Programiranje na daljavo bo delovalo tudi
brez teh vrat, vendar bo to vplivalo na moznost odjemalcev, da vzpostavijo neposredno
povezavo med enakovrednimi napravami; v takem primeru bodo odjemalci uporabili
posredovano konferencno povezavo, kar lahko povzroci slabSe delovanije.

Naslovi IP

Opomba: naslovi IP, navedeni na naslednijih straneh, so lahko zastareli. Poskrbite tudi,
da boste s pomocjo navedenih povezav preverili, ali je medtem prislo do kakrsnih koli
sprememb. Spremembe glede na prejsnjo razlicico tega dokumenta so oznacene

s krepko pisavo.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Gostitelj Drzave/ozemlja
Kitajska hk.xirsys.com |8.210.215.149 Kitajska (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143
Juzna Afrika jb.xirsys.com | 154.127.57.220 Juzna Afrika (ZA)
154.16.63.120 Kenija (KE)
154.16.63.252 Namibija (NA)
Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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ID regije

Avstralija aut 13.210.2.128 - 13.210.2.159 Avstralija (AU)
54.252.254.64 - 54.252.254.127 Nova Zelandija (NZ)
3.25.42.128 - 3.25.42.255 Papua Nova Gvineja (PG)

Brazilija bri 18.231.105.32 — 18.231.105.63 Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivija (BO)
18.230.125.0 — 18.230.125.127 Brazilija (BR)

Cile (CL)
Kolumbija (CO)
Ekvador (EC)
Paragvaj (PY)
Peru (PE)
Urugvaj (UY)

Nemcija def 52.59.186.0 — 52.59.186.31 Francija (FR)
18.195.48.224 — 18.195.48.255 Nemcija (DE)
18.156.18.128 — 18.156.18.255 Velika Britanija (GB)

Severna Makedonija (MK)
Svica (CH)

Indija ini 52.66.193.96 — 52.66.193.127 Bahrajn (BH)
52.66.194.0 — 52.66.194.63 Banglades (BD)
3.7.35.128 - 3.7.35.255 Indija (IN)

Iran (IR)

Kazahstan (KZ2)

Kuvajt (KW)

Oman (OM)

Pakistan (PK)

Katar (QA)

Saudova Arabija (SA)
Srilanka (LK)

Zdruzeni arabski emirati
(AE)

Irska iel 52.215.253.0 - 52.215.253.63 Irska (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Japonska jp1 13.115.244.0 — 13.115.244.31 Japonska (JP)
54.65.63.192 — 54.65.63.255 Juzna Koreja (KR)
18.180.220.128 — 18.180.220.255 | Tajvan (TW)

Singapur sg1 13.229.255.0 — 13.229.255.31 Indonezija (ID)
54.169.127.128 — 54.169.127.191 | Malezija (MY)
18.141.157.128 — 18.141.157.255 | Mjanmar (MM)

Filipini (PH)
Singapur (SG)
Tajska (TH)

Vietnam (VN)
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Regija

ID regije

Vzhodna usi 34.203.254.0 — 34.203.254.255 Kanada (CA)
obala ZDA 54.172.60.0 - 54.172.61.255 Kostarika (CR)
(Virginija) 34.203.250.0 — 34.203.251.255 Dominikanska republika
3.235.111.128 - 3.235.111.255 (DO)
Salvador (SV)
Gvatemala (GT)
Mehika (MX)
Panama (PA)
Zdruzene drzave Amerike
(US)
Zahodna us2 34.216.110.128 — 34.216.110.159 | Zdruzene drzave Amerike:
obala ZDA 54.244.51.0 — 54.244.51.255 Aljaska (US-AK)
(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)

Kalifornija (US-CA)
Kolorado (US-CO)
Havaji (US-HI)

Idaho (US-ID)

Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
Nova Mehika (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Juzna Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Kanada:

Alberta (CA-AB)
Britanska Kolumbija
(CA-BC)
Severozahodna ozemlja
(CA-NT)

Saskatchewan (CA-SK)
Jukon (CA-YT)

Opomba: za vse drzave, ki niso izrecno navedene, se uporablja regija Twilio v Nemciji.
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Advanced Bionics —
konfiguracija vatrozida

Tehnicke informacije

Posljednje azuriranje: 8. rujna 2026.

Konfiguracije vatrozida

Drus$tva s uspostavljenim mreznim vatrozidom mogla bi blokirati veze s pozadinskim
servisima drustva Sonova. To moze obuhvacati pristup strujanju zvuka, videosadrzaja

ili podataka (WebRTC) tijekom sesije daljinskog programiranja. Ako imate problema

s uspostavljanjem sesije daljinskog programiranja, oni bi mogli biti uzrokovani vatrozidom.

Za sesiju daljinskog programiranja potrebni su sljedeci portovi i IP adresa. Obratite
se svojoj sluzbi za informatiCku podrSku i dostavite im podatke navedene u nastavku.
Moraju osigurati da veze u nastavku nisu blokirane.

Umrezavanje putem weba

Aplikacija Target Cl zahtijeva pristup sljede¢im adresama i portovima kako bi ispravno
radila za potrebe daljinskog programiranja.

Portovi
Port Protokol Svrha
443 TCP HTTPS
IP adrese

Vecina naziva glavnih raCunala sada se razrjeSava u dinamicke IP adrese. To znaci da
se mogu promijeniti u bilo kojem trenutku i razlikovat ¢e se ovisno o geografskoj regiji iz
koje se vrsi razrjeSavanje naziva glavnog racunala.

Ako ne mozete upotrebljavati nazive glavnih raCunala na svome vatrozidu, pazite
da razrijeSite nazive glavnih racunala iz vlastite mreze zasticene vatrozidom
I upotrebljavajte te IP adrese umjesto onih navedenih u ovom dokumentu.
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Za razrjeSavanje naziva glavnog racunala na racunalu sa sustavom Windows
otvorite naredbeni redak i upisite ,nslookup <nazivglavnogracunala>", pri Cemu je
<nazivglavnograCunala> naziv glavnog racunala koji zelite razrijesiti.

Za razrjeSavanje naziva glavnog racunala na racunalu sa sustavom Linux ili Mac otvorite
prozor terminala i upisite ,glavno racunalo <nazivglavnogracunala>" te zamijenite
<nazivglavnogracunala> ovisno o slucaju.

Naziv glavnog racunala IP adrese Potrebno za daljinsko

programiranje?

api.sonova.io dinamicki dodijeljeno Da
dispatcher.sonova.io dinamiCki dodijeljeno Da
identity.sonova.io dinamicki dodijeljeno Da
gg;eo'\f;?iga"”g'WebSy”C'prOd' 40.71.199.117 Da
signaling-liveswitch.sonova.io 20.105.216.16 Da
cloud.liveswitch.io dinamicki dodijeljeno Da

Napomena: nazivima glavnih raCunala navedenima podebljanim slovima trenutacno

se dodjeljuju ili IP adrese iz dinamiCkog raspona ili IP adrese ovisne o lokaciji, stoga

bi vatrozidi trebali biti konfigurirani za uporabu naziva glavnog racunala kada je to
mogudée. IP adrese razrije§ene su u Zurichu, u Svicarskoj, na datum dokumenta i mogu se
promijeniti u bilo kojem trenutku. IP adrese navedene podebljanim slovima promijenile su
se od prethodne verzije ovog dokumenta.

IP adrese specificne za Kinu

Sliedece adrese treba upotrebljavati za instalacije u Kini, gdje povezivanje s globalnim
internetom moze biti ograni¢eno s pomocu vatrozida.

Naziv glavnog racunala IP adrese Potrebno za daljinsko

programiranje?

api.sonova.cn 40.72.113.16 Da
dispatcher.sonova.cn 40.73.101.2083 Da
identity.sonova.cn dinamicki dodijeljeno Da
gg;%'\ff;?"”g'WebSy”C'prOd' 40.73.101.203 Da
signaling-liveswitch.sonova.cn 40.73.101.2083 Da

Napomena: nazivima glavnih racunala navedenima podebljanim slovima trenutacno

se dodjeljuju ili IP adrese iz dinamiCkog raspona ili IP adrese ovisne o lokaciji, stoga

bi vatrozidi trebali biti konfigurirani za uporabu naziva glavnog racunala kada je to
mogudée. IP adrese razrije§ene su u Zurichu, u Svicarskoj, na datum dokumenta i mogu se
promijeniti u bilo kojem trenutku. IP adrese navedene podebljanim slovima promijenile su
se od prethodne verzije ovog dokumenta.
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Umrezavanje putem protokola WebRTC

Drustvo Advanced Bionics upotrebljava dva davatelja protokola WebRTC, Twilio i Xirsys,
kako bi omogucilo sesije daljinskog programiranja u kojima se s jednim ili obama
sudionicima nije moguce izravno povezati putem jednostavnin NAT procesa. Provijerite je |i
vas vatrozid konfiguriran za IP adrese davatelja Xirsys i Twilio u vasoj regiji.

Portovi
Port Protokol Svrha
443 TCP TURN TLS
3478 TCP, UDP TURN
5349 TCP TURN TLS
10000 - 60000 UDP Portovi za razmjenu medu
ravnopravnim uredajima

Napomena: klijenti aplikacije Target Cl, AB Remote Support i AB Remote Support +
dinamicCki biraju portove iz velikog raspona UDP portova prilikom pokuSaja pregovaranja
0 izravnim vezama medu ravnopravnim uredajima. Drustvo Advanced Bionics trenutacno
ne moze utjecati na odabir porta, stoga ne mozemo dati smjernice o ograni¢enom broju
portova koji bi mogli raditi u vrlo ograni€enom okruzenju. Daljinsko programiranje radit ¢e
bez tih portova, no to ¢e utjecati na sposobnost klijenata da pregovaraju o vezi izmedu
ravnopravnih uredaja; u toj situaciji klijenti ¢e se vratiti na upotrebu konferencijskog poziva
prenesenog preko posluzitelja za razmjenu, $to moze rezultirati slabijim performansama.

IP adrese

Napomena: IP adrese navedene na sljedecCim stranicama mogu biti zastarjele. Molimo vas
da takoder upotrebljavate navedene poveznice kako biste provijerili je li u meduvremenu
doslo do promjena. Promjene od prethodnog izdanja ovog dokumenta ozna¢ene su
podebljanim slovima.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Glavno IP adrese Drzavel/teritoriji
racunalo
Kina hk.xirsys.com |8.210.215.149 Kina (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143
Juzna Afrika jb.xirsys.com | 154.127.57.220 Republika Juzna Afrika (ZA)
154.16.63.120 Kenija (KE)
154.16.63.252 Namibija (NA)
Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Regija ID regije  IP adrese Drzave

Australija aut 13.210.2.128 — 13.210.2.159 Australija (AU)
54.252.254.64 — 54.252.254.127 Novi Zeland (NZ2)
3.25.42.128 — 3.25.42.255 Papua Nova Gvineja (PG)

Brazil bri 18.231.105.32 - 18.231.105.63 Argentina (AR)

177.71.206.192 — 177.71.206.255 | Bolivija (BO)
18.230.125.0 — 18.230.125.127 Brazil (BR)

Cile (CL)
Kolumbija (CO)
Ekvador (EC)
Paragvaj (PY)
Peru (PE)
Urugvaj (UY)

Njemacka |def 52.59.186.0 — 52.59.186.31 Francuska (FR)
18.195.48.224 — 18.195.48.255 Njemacka (DE)
18.156.18.128 — 18.156.18.255 Velika Britanija (GB)
Sjeverna Makedonija (MK)
Svicarska (CH)

Indija ini 52.66.193.96 — 52.66.193.127 Bahrein (BH)
52.66.194.0 — 52.66.194.63 Banglades (BD)
3.7.356.128 - 3.7.35.255 Indija (IN)

Iran (IR)

Kazahstan (KZ2)

Kuvajt (KW)

Oman (OM)

Pakistan (PK)

Katar (QA)

Saudijska Arabija (SA)
Sri Lanka (LK)
Ujedinjeni Arapski Emirati

(AE)
Irska iel 52.215.253.0 - 52.215.253.63 Irska (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japan jp1 13.115.244.0 — 13.115.244.31 Japan (JP)
54.65.63.192 — 54.65.63.255 Juzna Koreja (KR)
18.180.220.128 — 18.180.220.255 | Tajvan (TW)
Singapur sg1 13.229.255.0 — 13.229.255.31 Indonezija (ID)

54.169.127.128 — 54.169.127.191 | Malezija (MY)
18.141.157.128 — 18.141.157.255 | Mjanmar (MM)
Filipini (PH)
Singapur (SG)
Tajland (TH)
Vijetnam (VN)
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Regija ID regije  IP adrese Drzave

IstoCna usi 34.203.254.0 — 34.203.254.255 Kanada (CA)

obala 54.172.60.0 - 54.172.61.255 Kostarika (CR)

SAD-a 34.203.250.0 — 34.203.251.255 Dominikanska Republika
(Virginia) 3.235.111.128 - 3.235.111.255 (DO)

El Salvador (SV)
Gvatemala (GT)
Meksiko (MX)
Panama (PA)
Sjedinjene Americke
Drzave (US)

Zapadna us2 34.216.110.128 — 34.216.110.159 | Sjedinjene Americke
obala 54.244.51.0 — 54.244.51.255 Drzave:

SAD-a 44.234.69.0 — 44.234.69.127 Aljaska (US-AK)
(Oregon) Arizona (US-AZ)

Kalifornija (US-CA)
Colorado (US-CO)
Havaji (US-HI)

Idaho (US-ID)

Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)

Novi Meksiko (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Juzna Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Kanada:

Alberta (CA-AB)
Britanska Kolumbija
(CA-BC)
Sjeverozapadni teritoriji
(CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Napomena: za sve drzave koje nisu posebno navedene kao regija za Twilio upotrebljavat
¢e se Njemacka.
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Advanced Bionics
Konfiguracja zapory
sieciowe]

Informacje techniczne

Ostatnia aktualizacja: 8 wrzesnia 2026 r.

Konfiguracje zapory sieciowej

Zapory sieciowe uzywane w firmach moga blokowac¢ potaczenia z ustugami zaplecza
Sonova. Moze to dotyczy¢ dostepu do strumieni audio, wideo i danych (WebRTC)
podczas sesji programowania zdalnego. Problemy z utworzeniem sesji programowania
zdalnego moga by¢ spowodowane dziataniem zapory sieciowej.

Do przeprowadzenia sesji programowania zdalnego wymagane sg nastepujace porty

i adresy IP. Nalezy skontaktowac sie z dziatem wsparcia informatycznego (IT) i przekazac
mu ponizsze informacje. Pracownicy tego dziatu muszg upewnic¢ sie, ze ponizsze
potaczenia nie sg blokowane.

Komunikacja sieciowa przez Internet

Do prawidtowego dziatania aplikacji Target Cl podczas programowania zdalnego
wymagany jest dostep do nastepujgcych adreséw i portow.

Porty
Port Protokot Cel
443 TCP HTTPS
Adresy IP

Wiekszosci nazw hostoéw odpowiadajg obecnie dynamiczne adresy IP. Oznacza to,
ze adresy te moga zmieni¢ sie w dowolnym momencie i roznig sie w zaleznosci od
regionu geograficznego, w ktérym rozwigzuje sie nazwe hosta.

Jesli zapora sieciowa nie obstuguje nazw hostow, nalezy rozwigzac je na adresy IP
Z poziomu wtasnej sieci chronionej tg zaporg i uzy¢ uzyskanych adresoéw zamiast
podanych w tym dokumencie.
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Aby rozwigzac¢ nazwe hosta na komputerze z systemem Windows, nalezy otworzy¢ wiersz
polecenia i wpisa¢ ,nslookup <hostname>", gdzie <hostname> oznacza nazwe hosta,
ktérg nalezy rozwigzac.

Aby rozwigza¢ nazwe hosta na komputerze z systemem Linux lub na komputerze
Mac, nalezy otworzy¢ terminal i wpisac ,host <hosthame>", zastepujac <hostname>
odpowiednig nazwg hosta.

Nazwa hosta Adresy IP Wymagane do
programowania
zdalnego?
api.sonova.io dynamicznie przypisane Tak
dispatcher.sonova.io dynamicznie przypisane Tak
identity.sonova.io dynamicznie przypisane Tak
core-sig.naling-websyno-prod. 40.71 199.117 Tak
sonova.io
signaling-liveswitch.sonova.io 20.105.216.16 Tak
cloud.liveswitch.io dynamicznie przypisane Tak

Uwaga: nazwy hostow wyréznione pogrubieniem sg obecnie powigzane z adresami IP

z zakresOow dynamicznych lub z adresami IP zaleznymi od lokalizacji. Dlatego w miare
mozliwosci nalezy konfigurowac¢ zapory sieciowe z uzyciem nazw hostéw. Podane adresy
IP ustalono w Zurychu (Szwajcaria) w dniu sporzadzenia dokumentu. Moga one zmieni¢
sie w dowolnym momencie. Adresy IP podane pogrubiona czcionka ulegty zmianie od
czasu poprzedniej wersji tego dokumentu.

Adresy IP dla Chin

Ponizszych adresow nalezy uzywac w instalacjach w Chinach, gdzie potgczenia
z globalnym Internetem moga byC ograniczane przez zapory sieciowe.

Nazwa hosta Adresy IP Wymagane do
programowania
zdalnego?

api.sonova.cn 40.72.113.16 Tak
dispatcher.sonova.cn 40.73.101.2083 Tak
identity.sonova.cn dynamicznie przypisane Tak
core-signaling-websync-prod. 40.73.101.203 Tak
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 Tak

Uwaga: nazwy hostow wyréznione pogrubieniem sg obecnie powigzane z adresami IP

z zakresOw dynamicznych lub z adresami IP zaleznymi od lokalizacji. Dlatego w miare
mozliwosci nalezy konfigurowac¢ zapory sieciowe z uzyciem nazw hostow. Podane adresy
IP ustalono w Zurychu (Szwajcaria) w dniu sporzadzenia dokumentu. Moga one zmieni¢
sie w dowolnym momencie. Adresy IP podane pogrubiona czcionka ulegty zmianie od
czasu poprzedniej wersji tego dokumentu.
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Komunikacja sieciowa WebRTC

Advanced Bionics korzysta z ustug dwéch dostawcow WebRTC, Twilio i Xirsys, aby
prowadzi¢ sesje programowania zdalnego, gdy z jednym lub oboma uczestnikami nie
mozna potaczy¢ sie bezposrednio za pomocg standardowych mechanizmow NAT. Nalezy
upewnic sie, ze zapora sieciowa dopuszcza potgczenia z adresami IP ustug Xirsys i Twilio
wiasciwymi dla danego regionu.

Porty

Port Protokoét Cel

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10000 — 60000 UDP Porty do przekazywania ruchu miedzy uczestnikami

Uwaga: podczas negocjowania bezposrednich potaczen peer-to-peer aplikacje
klienckie Target Cl, AB Remote Support i AB Remote Support + dynamicznie wybierajg
porty z szerokiego zakresu portow UDP. Advanced Bionics nie ma obecnie wptywu na
wybor portéw, dlatego nie moze wskazac ograniczonego zestawu portow, ktéry mogtby
dziata¢ w $rodowisku o daleko idgcych ograniczeniach. Programowanie zdalne bedzie
dziatac€ bez tych portéw, jednak ograniczy to mozliwo$¢ nawigzania przez aplikacje
klienckie potgczenia peer-to-peer. W takim przypadku skorzystajg one z potaczenia
konferencyjnego przez serwer przekaznikowy, co moze obnizy¢ wydajnosc.

Adresy IP

Uwaga: adresy IP podane na kolejnych stronach moga by¢ nieaktualne. Nalezy rowniez
sprawdzi¢ informacje pod podanymi linkami, aby upewnic¢ sie, ze w miedzyczasie nie
zaszty zmiany. Zmiany od czasu poprzedniej wersji dokumentu zostaty oznaczone
pogrubiona czcionka.

Xirsys
https://docs.xirsys.com/?pg=ip-whitelist

Region Host Adresy IP Kraje/terytoria
Chiny hk.xirsys.com |8.210.215.149 Chiny (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143
Republika jb.xirsys.com | 154.127.57.220 Republika Potudniowej Afryki (ZA)
Potudniowej 154.16.63.120 Kenia (KE)
Afryki 154.16.63.252 Namibia (NA)
Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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https://docs.xirsys.com/?pg=ip-whitelist
https://www.twilio.com/docs/api/stun-turn/regions

Region Identyfika- Adresy IP Kraje
tor regionu
Australia aul 13.210.2.128 - 13.210.2.159 Australia (AU)
54.252.254.64 — 54.252.254.127 | Nowa Zelandia (NZ)
3.25.42.128 — 3.25.42.255 Papua-Nowa Gwinea (PG)
Brazylia br1 18.231.105.32 — 18.231.105.63 Argentyna (AR)
177.71.206.192 — 177.71.206.255 | Boliwia (BO)
18.230.125.0 — 18.230.125.127 Brazylia (BR)
Chile (CL)
Kolumbia (CO)
Ekwador (EC)
Paragwaj (PY)
Peru (PE)
Urugwaj (UY)
Niemcy de1 52.59.186.0 - 52.59.186.31 Francja (FR)
18.195.48.224 — 18.195.48.255 Niemcy (DE)
18.156.18.128 — 18.156.18.255 Wielka Brytania (GB)
Macedonia Pétnocna
(MK)
Szwajcaria (CH)
Indie int 52.66.193.96 — 52.66.193.127 Bahrajn (BH)
52.66.194.0 - 52.66.194.63 Bangladesz (BD)
3.7.35.128 - 3.7.35.255 Indie (IN)
Iran (IR)
Kazachstan (KZ)
Kuwejt (KW)
Oman (OM)
Pakistan (PK)
Katar (QA)
Arabia Saudyjska (SA)
Sri Lanka (LK)
Zjednoczone Emiraty
Arabskie (AE)
Irlandia iel 52.215.253.0 - 52.215.253.63 Irlandia (IE)
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japonia jo1 13.115.244.0 — 13.115.244.31 Japonia (JP)
54.65.63.192 — 54.65.63.255 Korea Potudniowa (KR)
18.180.220.128 — 18.180.220.255 | Tajwan (TW)
Singapur sg1 13.229.255.0 — 13.229.255.31 Indonezja (ID)
54.169.127.128 — 54.169.127.191 | Malezja (MY)
18.141.157.128 — 18.141.157.255 | Myanmar (MM)
Filipiny (PH)
Singapur (SG)

Tajlandia (TH)
Wietnam (VN)

Konfiguracja zapory sieciowej Advanced Bionics 4




Region Identyfika- Adresy IP Kraje

tor regionu
Wschodnie |us1 34.203.254.0 — 34.203.254.255 Kanada (CA)
wybrzeze 54.172.60.0 - 54.172.61.255 Kostaryka (CR)
Stanoéw 34.203.250.0 — 34.203.251.255 Dominikana (DO)
Zjednoczo- 3.235.111.128 — 3.235.111.255 Salwador (SV)
nych Gwatemala (GT)
(Wirginia) Meksyk (MX)
Panama (PA)
Stany Zjednoczone (US)
Zachodnie |us2 34.216.110.128 — 34.216.110.159 | Stany Zjednoczone:
wybrzeze 54.244.51.0 - 54.244.51.255 Alaska (US-AK)
Stanow 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)
Zjednoczo- Kalifornia (US-CA)
nych Kolorado (US-CO)
(Oregon) Hawaje (US-HI)
ldaho (US-ID)

Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
Nowy Meksyk (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Dakota Potudniowa
(US-SD)

Utah (US-UT)
Waszyngton (US-WA)
Wyoming (US-WY)

Kanada:

Alberta (CA-AB)
Kolumbia Brytyjska
(CA-BC)

Terytoria Pétnocno-
Zachodnie (CA-NT)
Saskatchewan (CA-SK)
Jukon (CA-YT)

Uwaga: w przypadku kazdego kraju, ktory nie zostat wymieniony osobno, uzywany jest
region Twilio w Niemczech.
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Advanced Bionics
Alapop@waon TEIXOU(
MPOOCTACIAC

TeXVIKEC MANpOPOpPiEC

Televtaia evnpuépwon: 8 TemteufPpiov 2026

Aapoppwoelg TeiYoug mpooTaciag

Ot etatpeieg mou Slabétouy teixog mpootaaciag SIKTUOU evOEXETAL VA UTAOKAPOUV TIC CUVOEDEIG

UE TIC UTTNPETIEC TapaoKnviou TNG Sonova. Auto pnopei va mepidapBdvel mpooacn oTiC poég rixou/
Bivteo/dedopévwv (WebRTC) katd tn S1dpkela piag ouvedpiag amopUakpuaUéVOU TTPOYPAUUATIONOU.

Edv avtipetwnilete mpoPAnpata Katd Tn Snuiovpyia piag cuvedpiag amopakpPUOHUEVOU TTPOYPAUUATIOUOU,
auto Ba umopoloe va OPEINETAL OE KATIOL0 TEIXOC TPOCTACIAG.

Ot akéAouBec B0pec kal n dievBuvon IP amaitovvtal yia pia cuvedpia AMOUAKPUOUEVOU TTPOYPAUUATIOHOU.
Emkowvwvnote pe 1o TuRpa umoothipiéng minpo@opikng oag (IT) kat SwoTe Toug TIC TAPAKATW
nmAnpo@opisc. Mpémet va BePaiwbolv 6T ol akdAovBeg ouVOETEIC BeV gival UTTAOKAPIOUEVEC.

AlKTUWON 1IOTOV

H epappoyn Aéktng Cl amaitei mpoofacn oTic akdAoubeg SieuBuvael Kal BUPEC yia va AEITOUPYHOEL
OWOTA ylO ATTOPAKPUOUEVO TIPOYPAUUATIOUO.

Oupec
Oupa MpwtokoANo pAT()) (14
443 TCP HTTPS

AtevBuvoeic IP

Ta TEPIOOATEPA OVOUATA KEVTPIKWY UTTOAOYIOTWV TIAEOV JeTATPEMOVTAL O€ SUVAIKES OlevBuvoel IP.
Auté onpaivel 6T evdéxetal va ala&ouv avd mdoa otiyur Kal 8a dtagépouv avdloya
HE TN YEWYPAQPIKN TIEPIOXN AT TNV OTToia YiveTal N avAAUCH OVOUATOC KEVTPLIKOU UTTONOYIOTH).

Edv Sev pmopeite va XpnOIUOTOINCETE OVOUATA KEVIPIKWY UTTOAOYIOTWY O0TO TEIXOG TPOOTACIAC 0,
BePaiwBeite 6T1 €xeTe EMAVOEL TA OVOUATA KEVTPIKWY UTTOAOYIOTWV aTTo TO S1KS 0a¢ SIKTUO pE TElXOG
TIPOOTACIAG Kal XpNoloToLEiTe auTEC TIG S1EVBUVOELS IP avTi yia auTég Tou avapépovTal o€ autd

TO &yypago.
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Ma va emADoETE éva OVOUA KEVTPIKOU UTTOAOYIOTH O€ évav unohoyloTh pe Windows, avoiéte pia ypapun
EVTOAWV Kal TANKTPOoAoYNoTe «nslookup <évopa KEVIPIKOU UTTOAOYIOTH>», OTIOU TO <OVOA KEVTPIKOU
UTTOAOYIOTA> €ival TO GVOHA TOU KEVTPLIKOU UTTOAOYIOTH TTOU BEAETE va eMAUCETE.

Ma va emAOoETE €va Ovopa KEVTPIKOU UTTOAOYLOTH O€ évav urohoyloTr Linux | Mac, avoite éva mapdBupo
TEPMATIKOU Kal MANKTPOAOYN0TE «host <OvVoua KEVTPIKOU UTTOAOYIOTH>», AVTIKABIOTWVTAG TO <OVOoud
KEVTPIKOU UTTOAOYIOTH > OTIWC amalteital.

‘Ovopa KEVTIPIKOU UTOAOYIOTH Anaiteitat
yla amMOpaKPUOHEVO
TIPOYPAHHNATIONO;
api.sonova.io Sduvapikd avatebeipévo Nal
dispatcher.sonova.io Sduvapikd avatebeipévo Nal

identity.sonova.io Sduvapikd avatebeipévo Nal
core-signaling-websync-prod.sonova.io 40.71.199.117 Nat
signaling-liveswitch.sonova.io 20.105.216.16 Nat
cloud.liveswitch.io Sduvapikd avatedeipévo Nal

2nUEiwon: YTa OVOUATA KEVTPIKWY UTTOAOYIOTWY TIOU aVaQEPOVTAL e EVTOVN YPAPL £XOUV TIPOG

T0 MapOV ekxwpnOei eite SieuBuvoelg IP duvapikol e0poug gite SleuBuvoelc IP mou e€aptwvtal amd tnv
TomoBeaia. Zuvenwg, Ta Teixn mpootaciag Ba mpémel va puBUIOTOUV WOTE VA XPNOLKOTIOOVV TO OVOUd
KevTpikoL umohoyloTh, émou givat duvatdv. Ot dieuBivoelg IP emAuBnkav otn Zupixn Tng EABeTiag katd
TNV NUEPOUNVia Tou gyypagou Kat evdéxetal va ala&ouv avd ndoa ottyury. Ot dieuBovoeig IP mou
avagépovtal pe évrovn ypaen £xouvv aldéel and tnv mponyoluevn €kdoon autol Tou yypagou.

AevBovoelc IP e1dikd yia tnv Kiva

Ot akooubeg 61euBUvVoEelg Ba Tpémel va XpnotomolovvTal yia eyKataoTtdoelg otnv Kiva, 6mou evdéxetal
Va UTIAPXOUV TIEPLOPLOHOI TElXOUG TpooTaciag Katd Tn ouvdeon oo maykoopto diadiktuo.

‘Ovopa KEVTPIKOU UTTIOAOYIOTH) Anarteitan
Yl aITOPAKPUGHEVO
TIPOYPAHHATICHO;
api.sonova.cn 40.72.113.16 Nat
dispatcher.sonova.cn 40.73.101.203 Nat
identity.sonova.cn Sduvapikd avateBelpévo Nat
core-signaling-websync-prod.sonova.cn 40.73.101.203 Nat
signaling-liveswitch.sonova.cn 40.73.101.203 Nat

2NUEIWOoN: 2Ta OVOUATA KEVTPIKWY UTTOAOYIOTWV TIOU AVAQEPOVTAL E EVTOVN YPAPR £XOUV TTPOG

10 Mapov ekxwpnOei eite SievBuvoelc IP Suvapikol eupoug site SievBuvoelg IP mou e€aptwvtat améd Tnv
TonoBeoia. Zuvenwg, Ta Teixn mpootaciag Ba mpémel va puBUIOTOUV WOTE VA XPNOLUOTIOI0UV TO Gvopa
KEVTPIKOU UTTOAOYLOTH, 610U €ival duvatov. Ot SieuBivoelg IP emAuBnkav otn Zupixn g EABeTiag kata
TNV NUEPOUNVia TOu eyypa@ou Kal evdéxetal va ala&ouv avd ndoa otiyur. Ot SievBuvoelg IP mou
ava@épovtal pe évrovn ypa@n £xouv alaéel amé tnv mponyoupevn €k6oon autou Tou eyypdgou.
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AwktOowon WebRTC

H Advanced Bionics xpnotpomotei duo mapdxoug WebRTC, To Twilio kat to Xirsys, yla va emtpénel
oLVedPIEC ATTOUAKPUOUEVOU TIPOYPAUUATIOUOU GOV évag 1 Kat ot 800 CUUHETEXOVTEC SEV UTTOPOUV

va gmikovwvroouv aneuBeiag péow amwv dtadikactwv NAT. BeBaiwBeite 611 To TeiY0G MpooTtaciag oag
éxel pubuiotei ya dieubuvoelg IP Xirsys kat Twilio otnv meploxr oag.

Oupec
Ovpa MpwtokoAAo IKOmO(G
443 TCP TURNTLS
3478 TCP, UDP TURN
5349 TCP TURNTLS
10000 - 60000 ubP OUpec avapeTadoong opOTIHWY

2nueiwon: 01 B0peg amod tn peydin ykdpa Bupwv UDP emAéyovtal Suvapikd amod Toug UTOAOYIOTEC-
neNaTeC Twv epappoywv Aéktng Cl, Amopakpuopévn umootrpién AB kat Amopakpuaopévn umootipién
AB+ katd Tnv mpoomndbela diampayudteuong Apecwv ouvdéoewv Petadl opotipwyv. H Advanced Bionics
dev gival mpog 1o mapdv o€ Béon va emnpedosl Ty emAoyn BUPAC Kal, w¢ €K TOUTOU, OV UMOPOUUE

va ap€XOUpE KaBodriynon OXETIKA e évav TIEPLOPIoEVO aplBud Bupwv mou evdéxeTal va Aeitoupyolv

o€ éva e€alpeTikd meploplopévo mepIBailov. O amopaKpPUOUEVOC TIPOYPAUUATIONOG Ba AEITOUPYROEL XWPIG
AUTEC TIC BUPEC, aANA auTd Ba emnpPedoEl TNV IKAVOTNTA TWV UTTOAOYIOTWV-TIEAATWV Va S1ampayHaTEVTOUV
Hia oUvOEon HETAED OUOTIMWY. € AUTHV TNV TIEPITTTWAT, Ol UTTOAOYIOTEC-TIENATEC B EMOTPEPOUV

otn Xpron Hag avapetadidopevng KAong ouvSIdokeyng, n omoia Umopei va £xel Katwtepn amodoan.

AlevBuvoelc IP

2nueiwon: Ot dieuBovoelg IP mou avagépovtal oTig akdAouBeg oeNideg evoéxeTal va pnv ivat
evnuepwpévee. BeBaiwbeite emiong 611 xpnolUOMOLEITE TOUG TAPEXOUEVOUG CUVEETHOUG YIa va eNEYEETE
&avad av éxouv umapéet aAayég oto petay. Ot alayég amod Tnv mponyoupevn €kdoon autol Tou
EYYPAPOU EMONHaivovTal P Evrovn ypagn.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Meproxn Kevtpikog Xwpeg/ Edapn
UMOAOYIO TG

Kiva hk.xirsys.com 8.210.215.149 Kiva (CN)
47.242.47.214 Xovyk Kovyk (HK)
47.242.109.143

Nétia Appikn jb.xirsys.com 154.127.57.220 Notia Appikn (ZA)
154.16.63.120 Kévua (KE)
154.16.63.252 Napipma (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Meproxn Avayvwpiotiko IP Xwpeg
TMEPIOXNG

Auvotpalia aul 13.210.2.128 - 13.210.2.159 Auvotpalia (AU)
54.252.254.64 - 54.252.254.127 Néa Znhavdia (NZ)
3.25.42.128 - 3.25.42.255 Mamova Néa louwvéa (PG)

Bpadiia br1 18.231.105.32 - 18.231.105.63 Apyevtivii (AR)
177.71.206.192 — 177.71.206.255 BoAiBia (BO)
18.230.125.0 — 18.230.125.127 Bpadiia (BR)

XAn (CL)
KohoUpmia (CO)
Ekouaddp (EK)
Mapayoudn (PY)
Mepov (PE)
Oupouyouan (UY)
lepupavia del 52.59.186.0 - 52.59.186.31 FaAAia (FR)
18.195.48.224 — 18.195.48.255 [eppavia (DE)
18.156.18.128 — 18.156.18.255 MeydAn Bpetavia (GB)
Bopeia Makedovia (MK)
EABetia (CH)

Ivéia in1 52.66.193.96 — 52.66.193.127 Mmaxpéwv (BH)
52.66.194.0 - 52.66.194.63 MmaykAavtéc (BD)
3.7.35.128 - 3.7.35.255 Ivdia (IN)

lpdv (IR)

Kalakotdv (KZ)

Kouért (KW)

Oudv (OM)

Makiotdv (PK)

Katdp (QA)

Yaoudikn Apafia (SA)

2pt Advka (LK)

Hvwpéva Apafika Epipdta
(AE)

IpAavéia iel 52.215.253.0 - 52.215.253.63 Iphavéia (IE)
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 - 3.249.63.255

lanmwvia jp1 13.115.244.0 — 13.115.244.31 lamwvia (JP)
54.65.63.192 - 54.65.63.255 Notia Kopéa (KR)
18.180.220.128 - 18.180.220.255 TaiBav (TW)

2iykamoupn | sg1l 13.229.255.0 — 13.229.255.31 lvdovnoia (ID)
54.169.127.128 - 54.169.127.191 MaAatoia (MY)
18.141.157.128 — 18.141.157.255 Miavuap (MM)

Ormiveg (PH)
Z1ykamoupn (SG)
TaiAavon (TH)
Bietvdau (VN)

Alapopewon teixoug mpootaciac Advanced Bionics
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Meproxn Avayvwpiotiko IP Xwpeg
nEPLOXNG
Avatohikn ust 34.203.254.0 - 34.203.254.255 Kavadag (CA)
Akt Twv HNA 54.172.60.0 - 54.172.61.255 Koota Pika (CR)
(Biptdivia) 34.203.250.0 — 34.203.251.255 Aopivikavi Anpokpatia (DO)
3.235.111.128 - 3.235.111.255 EA ZaABadop (SV)
fovatepdia (GT)
Me€iko (MX)
Mavauac (PA)
Hvwpéveg MoAiteieg (HMA)
Avtikr) Aktry | us2 34.216.110.128 - 34.216.110.159 Hvwpéveg Mohiteiec:
Twv HIMA 54.244.51.0 - 54.244.51.255 Aldoka (US-AK)
(Opeykov) 44.234.69.0 - 44.234.69.127 Aptlova (US-AZ)

California (US-CA)
Kohopdvto (US-CO)
Xapan (US-HI)
Awrayo (US-ID)
Kavoag (US-KS)
Movtava (US-MT)
Neumpdaoka (US-NE)
Nepada (US-NV)
Néo Me&iko (US-NM)
OkAayopa (US-OK)
Opeykov (US-OR)
Notia Ntakota (US-SD)
Movuta (US-UT)
Ouvdotyktov (US-WA)
Ouaiduivyk (US-WY)

Kavaddc:

ANurépta (CA-AB)

Bpetaviki Kohoppia (CA-BQ)
Bopetodutika ESa@n (CA-NT)
Yaokatoouvav (CA-SK)
loukov (CA-YT)

2nueiwon: Omowadnmote xwpa dev avapEpeTal CUYKeKPIUEVA Ba xpnotomotnoet tnv meptoxn Twilio Germany.

Alapopewon teixoug mpootaciac Advanced Bionics
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LAl A jadl Cptnaall sland adsall e saainall [P gostie ol Saaliall Gl <l [P sl cpnd Wla oy :3daa e
s F 50 AP Gaslie a8 el (Sl Lea el a2l dleall () pan 0 5S5 Cang A ¢ oy pal
Aadi gl sda e Bl laaY) die (g pe Bl da jad) [P cpglie st sl g (gl 8 e a8 g (AR ) G )

Opall LAl [P slie

ceallall YL Jlai¥) die Aleal) s e 358 dllin & 65 8 Eum epeall 3 il il Ay liall aladi) iy

pxd 40.72.113.16 api.sonova.cn
pxd 40.73.101.203 dispatcher.sonova.cn
pxo USaaliny dipas & identity.sonova.cn
i 40.73.101.203 core-signaling-websync-prod.

sonova.cn
pnd 40.73.101.203 signaling-liveswitch.sonova.cn

Baadly da adl) i) clan @dsall e saciad) [P cpsbie sf Sealiall Uil 13 [Py sbie G Ula o ridas Sl
s 525 G IP Gslie da il Sl Lian Capmall ol o025 Blanll ()50 (oS5 oy 3 ¢ (g2 2l
A o3 (e Bl laaY) e e Ty Ayl [P cpastie oyt il iy ol b 85 )

WebRTC <\

O Al cluds Sal oXirsys s Twilio Wa s (WebRTC 25« (= il Advanced Bionics 4S b aadius
Qlaal J‘hwwﬁm‘ > Adawall NAT cblee e S_).afz\..\ALAG_AS}i eSOl hLMY\ 52 Ladie day
A jaal) tiahic 3 Twilio s Xirsys = Aalall [P glie (5o JS il

Nalall
ol Al JsS gl KHA
TURN TLS JS5i5. (TCP) Jailly oSall J S5 5 5 443
TURN JsS5is | UDP JSsisy «TCP JsSsisn 3478
TURN TLS JsSsis (TCP) Jailly oSaill J S 535 2 5349
OVAY) G Juad¥) s i 3ale ] Jilie UDP JsSss»| 60000 - 10000

2 Advanced Bionics A< _al Aleall jlas oS3



AB Remote s Target Cl e dlaul 5 (Saalinny JS& UDP 3l (e aS G3lad (e Ml i) o3 1ddas Dl
bt ¥ plas ks (e 5l L) e i liil) A slas xie AB Remote Support + app s Support
2Ll (e 3 sane s Jsa ol ) anai Wiy ¥ il g <l sl e il Uila Advanced Bionics 4S

Ly gl o eDaall 3508 e g clld oK1 cdliall oda (s amy (e Aaa ) Jaadis &

a1l 3ok Ay & Jani 8

ixaal glal ) sa5 38 Lae s yh dpelen AdlS aladial ) e Slead) ladis cllall oda (8¢ ks ) jdas Jual

IP (nsbe

3 e (3aaill 55 giall Jay) g 1) alasin) (e Wl oSEI o 53 dapa 00D Cladiall 8 da yadl) [P cpslie 055 8 :ddas ke
.02 o B e 485 5l o3gd Bl jlaal) e il jh il Gl punl) LY eda 8yt ol @l S 1) L g A

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Al [ Jgall
(CN) call 8.210.215.149 | hk.xirsys.com Cpall
(HK) &S g5 47.242.47 214
47.242.109.143
(ZA) La # o sia 154.127.57.220 | jb.xirsys.com L A s
(KE) s 154.16.63.120
(NA) Ll 154.16.63.252
Twilio

https://www.twilio.com/docs/api/stun-turn/regions

(AU) W i 13.210.2.159 - 13.210.2.128 aut Ll i
(NZ) 15l555 |  54.252.254.127 - 54.252.254.64
(PG) sanall L 15k 3.25.42.255 - 3.25.42.128
(AR) oia ¥ | 18.231.105.63 — 18.231.105.32 br1 a3
(BO) Wids | 177.71.206.255 — 177.71.206.192
(BR) Jiiudl | 18.230.125.127 — 18.230.125.0
(CL) Gl
(CO) sl
(EC) L5
(PY) ¢ls2 b
(PE) 52
(UY) &2 50
(FR) L i 52.59.186.31 — 52.59.186.0 det Ll
(DE) Wlali | 18.195.48.255 — 18.195.48.224
(GB) (aboall bilay 2| 18.156.18.255 — 18.156.18.128
(MK) Zlloll Lsi 52k
(CH) | pms s
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(BH) crad) 52.66.193.127 — 52.66.193.96 in1 gl
(BD) sy 52.66.194.63 — 52.66.194.0
(IN) gl 3.7.35.255 — 3.7.35.128
(IR) ¢lal
(KZ) oliwa) 3S
(KW) < U
(OM) ol
(PK) sl
(QA) ks
(SA) i sradl g sal) iSLedl
(LK) 53l s
(AE) 3aaiall 4y jal) il jley)
(IE) 1yl 52.215.253.63 — 52.215.253.0 ie1 il
54.171.127.255 — 54.171.127.192
52.215.127.255 - 52.215.127.0
3.249.63.255 — 3.249.63.128
(JP) 13.115.244.31 — 13.115.244.0 jp1 SN
(KR) duiall L) S 54.65.63.255 — 54.65.63.192
(TW) ols5| 18.180.220.255 — 18.180.220.128
(ID) anssi 5 13.229.255.31 — 13.229.255.0 sg1 PPCETN
(MY) L | 54.169.127.191 — 54.169.127.128
(MM) slibe| 18.141.157.255 — 18.141.157.128
(PH) clal
(SG) & sélaiu
(TH) =34
(VN) pliis
(CA) xS | 34.203.254.255 — 34.203.254.0 ust| (Sl daludl
(CR) &t S 54.172.61.255 — 54.172.60.0 saaiall iy I
(DO) MSsisesall &y yseen | 34.203.251.255 — 34.203.250.0 (L 2)
(SV) sl 3.235.111.255 — 3.235.111.128
(GT) Ylas s
(MX) el
(PA) Le;
(US) saaiall <y 5l
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IP Gusbis  Adkaial) cijes

asidl Y I | 34.216.110.159 — 34.216.110.128 us2 | el daludl
(US-AK) \<i 54.244.51.255 — 54.244.51.0 saniall Y 1
(US-AZ) L5 44.234.69.127 — 44.234.69.0 CEST)

(US-CA) L) salls
(US-CO) sl 5
(US-HI) ' st
(US-ID) sl
(US-KS) Lbusils
(US-MT) Ll 5
(US-NE) a5
(US-NV) lales
(US-NM) sSua 555
(US-OK) Le sa3S f
(US-OR) o525
(US-SD) LSl &l
(US-UT) b
(US-WA) sl s
(US-WY) sl

s

(CA-AB) il

(CA-BC) il ) Lsa 51 S
(CA-NT) duall dalladll alaY)
(CA-SK) o siiSusls
(CA-YT) 0S5

Ll 3 Twilio dikhie axdiuin 150a3 da jae e 4 g ol ibaadla
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Advanced Bionics
Guvenlik Duvari
Konfigurasyonu

Teknik Bilgiler

Son Giincelleme: 08 Eyliil 2026

Guvenlik Duvari Konfigurasyonlari

AQ glvenlik duvari kullanan sirketler, Sonova'nin arka uc¢ hizmetlerine olan baglantilari
potansiyel olarak engelleyebilir. Bu, uzaktan programlama oturumu sirasinda ses/video/
veri akislarina (WebRTC) erisimi icerebilir. Uzaktan programlama oturumu kurmada sorun
yaslyorsaniz bunun nedeni gtvenlik duvari olabilir.

Uzaktan programlama oturumu icin asagidaki baglanti noktalari ve IP adresi gereklidir.
Lutfen Bilisim Teknolojisi (IT) destek biriminizle iletisime gecin ve onlara asagidaki bilgileri
verin. Asagidaki baglantilarin engellenmediginden emin olmalari gerekir.

Web Ag iletigimi

Target Cl uygulamasinin uzaktan programlama icin dogru sekilde calisabilmesi

icin asagidaki adreslere ve baglanti noktalarina erisim saglamasi gerekmektedir.

Baglanti Noktalar

Baglanti Noktasi Protokol Amacg
443 TCP HTTPS
IP Adresleri

Ana bilgisayar adlarinin cogu artik dinamik IP adreslerine ¢c6zumlenmektedir.
Bu, bunlarin her an degisebilecedi ve ana bilgisayar adi ¢éztimlemesinin yapildigi
cografi bolgeye gore farklilik gésterecegdi anlamina gelir.

Guvenlik duvarinizda ana bilgisayar adlarini kullanamiyorsaniz lUtfen ana bilgisayar
adlarini kendi guvenlik duvari korumali aginizdan ¢6zdmlediginizden emin olun ve bu
belgedeki IP adresleri yerine o IP adreslerini kullanin.
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Windows bilgisayarda bir ana bilgisayar adini ¢6zimlemek icin, komut istemini agin
ve "nslookup <ana bilgisayar adi>" yazin; burada <ana bilgisayar adi>, ¢cdzimlemek
istediginiz ana bilgisayarin adidir.

Linux bilgisayarda veya Mac'te bir ana bilgisayar adini ¢6zimlemek icin, bir terminal
penceresi acin ve "host <ana bilgisayar adi>" yazin, <ana bilgisayar adi> kismini uygun
olarak degistirin.

Ana bilgisayar adi IP adresleri Uzaktan Programlama

icin Gerekli mi?

api.sonova.io dinamik olarak atanmis Evet
dispatcher.sonova.io dinamik olarak atanmis Evet
identity.sonova.io dinamik olarak atanmis Evet
gggjﬁ’;a"”g'WebSy”C'prOd' 40.71.199.117 Evet
signaling-liveswitch.sonova.io 20.105.216.16 Evet
cloud.liveswitch.io dinamik olarak atanmis Evet

Not: Kalin yazilmis ana bilgisayar adlarina su anda dinamik aralik IP adresleri

veya konuma bagli IP adresleri atanmistir; bu nedenle guvenlik duvarlart mumkun
oldugunca ana bilgisayar adini kullanacak sekilde yapilandiriimalidir. IP adresleri, belgenin
dizenlendigi tarihte isvicre'nin Zrih kentinde ¢ézimlenmistir ve her an degisebilir.

Kalin yazilmis IP adresleri, bu belgenin énceki surimunden bu yana degismistir.

Cin'e Ozgli IP Adresleri

Kuresel internete baglanirken guvenlik duvari kisitlamalarinin yasanabileceg@i Cin'deki
kurulumlar icin asagidaki adresler kullanilmalidir.

Ana bilgisayar adi IP adresleri Uzaktan Programlama

icin Gerekli mi?

api.sonova.cn 40.72.113.16 Evet
dispatcher.sonova.cn 40.73.101.2083 Evet
identity.sonova.cn dinamik olarak atanmis Evet
gg;‘z\f’;’gﬁ"”g'WebSy”C’prOd' 40.73.101.203 Evet
signaling-liveswitch.sonova.cn 40.73.101.203 Evet

Not: Kalin yazilmis ana bilgisayar adlarina su anda dinamik aralik IP adresleri

veya konuma bagli IP adresleri atanmistir; bu nedenle guvenlik duvarlart mumkadn
oldugunca ana bilgisayar adini kullanacak sekilde yapilandiriimalidir. IP adresleri, belgenin
duizenlendigi tarinte Isvigre'nin Zrih kentinde ¢ézimlenmistir ve her an degisebilir.

Kalin yaziimis IP adresleri, bu belgenin dnceki sirimunden bu yana degdismistir.
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WebRTC Ag iletisimi

Advanced Bionics, bir veya her iki katilimciyla basit NAT islemleri Gzerinden dogrudan
iletisim kurulamayan durumlarda uzaktan programlama oturumlarini mimkun kilmak
icin Twilio ve Xirsys olmak Uzere iki WebRTC saglayicisi kullanmaktadir. Lutfen guvenlik
duvarinizin bélgenizdeki hem Xirsys hem de Twilio IP adresleri icin yapilandiriidigindan
emin olun.

Baglanti Noktalari

Baglanti Noktasi Protokol Amac

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10000 - 60000 UDP Es aktarim baglanti noktalari

Not: Genis UDP baglanti noktasi araligindaki baglanti noktalari, dogrudan esler arasi
baglantilar kurmaya calisirken Target Cl, AB Remote Support ve AB Remote Support +
uygulama istemcileri tarafindan dinamik olarak secilir. Advanced Bionics su an

icin baglanti noktasl secimine mudahale edememektedir ve bu nedenle, son derece

kisith bir ortamda calisabilecek sinirli sayidaki baglanti noktasi hakkinda yénlendirme
saglayamayiz. Uzaktan programlama bu baglanti noktalari olmadan da c¢alisacaktir, ancak
bu durum istemcilerin esler arasi baglanti kurma yetenegini etkileyecektir; bu durumda
istemciler, daha dustk performansa yol acabilecek aktarimli bir konferans gérismesi
yontemine gecis yapacakiir.

IP Adresleri

Not: Asagidaki sayfalarda listelenen IP adresleri glincel olmayabilir. Lutfen, bu sire
zarfinda herhangi bir degisiklik olup olmadigini kontrol etmek icin verilen baglantilar
da kullandiginizdan emin olun. Bu belgenin énceki sirimuinden bu yana yapilan
degisiklikler kalin harflerle belirtilmistir.

Xirsys
https://docs.xirsys.com/?pg=ip-whitelist

Bolge Ana Bilgisayar IP adresleri Ulkeler / Bolgeler

Cin hk.xirsys.com |8.210.215.149 Cin (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143

GUney Afrika | jb.xirsys.com 154.127.57.220 GUney Afrika (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibya (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Bolge

IP adresleri

Ulkeler

Kimligi
Avustralya | auf 13.210.2.128 - 13.210.2.159 Avustralya (AU)
54.252.254.64 - 54.252.254.127 Yeni Zelanda (NZ)
3.25.42.128 - 3.25.42.255 Papua Yeni Gine (PG)
Brezilya bri 18.231.105.32 — 18.231.105.63 Arjantin (AR)
177.71.206.192 — 177.71.206.255 | Bolivya (BO)
18.230.125.0 — 18.230.125.127 Brezilya (BR)
Sili (CL)
Kolombiya (CO)
Ekvador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)
Almanya det 52.59.186.0 — 52.59.186.31 Fransa (FR)
18.195.48.224 — 18.195.48.255 Almanya (DE)
18.156.18.128 — 18.156.18.255 Buyuk Britanya (GB)
Kuzey Makedonya (MK)
isvigre (CH)
Hindistan in1 52.66.193.96 — 52.66.193.127 Bahreyn (BH)
52.66.194.0 — 52.66.194.63 Banglades (BD)
3.7.35.128 - 3.7.35.255 Hindistan (IN)
iran (i)
Kazakistan (KZ2)
Kuveyt (KW)
Umman (OM)
Pakistan (PK)
Katar (QA)
Suudi Arabistan (SA)
Sri Lanka (LK)
Birlesik Arap Emirlikleri
(AE)
irlanda ie 52.215.253.0 — 52.215.253.63 irlanda (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japonya jp1 13.115.244.0 — 13.115.244.31 Japonya (JP)
54.65.63.192 — 54.65.63.255 Guney Kore (KR)
18.180.220.128 — 18.180.220.255 | Tayvan (TW)
Singapur sg1 13.229.255.0 — 13.229.255.31 Endonezya (ID)

54.169.127.128 — 54.169.127.191
18.141.167.128 — 18.141.157.255

Malezya (MY)
Myanmar (MM)
Filipinler (PH)
Singapur (SG)
Tayland (TH)
Vietnam (VN)
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Bélge IP adresleri Ulkeler

Kimligi
ABD Dogu | usT 34.203.254.0 — 34.203.254.255 Kanada (CA)
Kiyisi 54.172.60.0 - 54.172.61.255 Kosta Rika (CR)
(Virginia) 34.203.250.0 — 34.203.251.255 Dominik Cumhuriyeti (DO)
3.235.111.128 - 3.235.111.255 El Salvador (SV)
Guatemala (GT)
Meksika (MX)
Panama (PA)
Amerika Birlesik Devletleri
(ABD)
ABD Bati us2 34.216.110.128 — 34.216.110.159 | Amerika Birlesik Devletleri:
Kiyisi 54.244.51.0 — 54.244.51.255 Alaska (ABD-AK)
(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (ABD-AZ)

Kaliforniya (ABD-CA)
Colorado (ABD-CO)
Hawaii (ABD-HI)

Idaho (ABD-ID)
Kansas (ABD-KS)
Montana (ABD-MT)
Nebraska (ABD-NE)
Nevada (ABD-NV)
New Mexico (ABD-NM)
Oklahoma (ABD-OK)
Oregon (ABD-OR)
Guney Dakota (ABD-SD)
Utah (ABD-UT)
Washington (ABD-WA)
Wyoming (ABD-WY)

Kanada:

Alberta (CA-AB)
Britanya Kolumbiyasi
(CA-BC)

Kuzey Bati Topraklari
(CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Not: Listede 6zellikle belirtiimeyen tum Ulkeler Twilio Almanya bdlgesini kullanacaktir.
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Advanced Bionics
Konfiguracija
zastitnog zida

Tehnicke informacije

Poslednje azuriranje: 8. septembar 2026.

Konfiguracije zastitnog zida

Kompanije koje koriste mrezni zastitni zid mogu potencijalno blokirati veze sa pozadinskim
servisima kompanije Sonova. To moze ukljucivati pristup audio/video prenosu ili prenosu
podataka (WebRTC) tokom sesije programiranja na daljinu. Ako imate problema sa
uspostavljanjem sesije programiranja na daljinu, uzrok moze biti zastitni zid.

Za sesiju programiranja na daljinu potrebni su sledeci portovi i sledeca IP adresa. Obratite
se svojoj podrSci za informacione tehnologije (IT) i prosledite im informacije u nastavku.
Potrebno je da se uvere da sledece veze nisu blokirane.

Web umrezavanje

Aplikaciji Target Cl je za pravilan rad tokom programiranja na daljinu potreban pristup
sledeCim adresama i portovima.

Portovi
Port Protokol Namena
443 TCP HTTPS
IP adrese

Vecina naziva hostova sada se razreSava u dinamicke IP adrese. To znaci da se one
mogu promeniti u bilo kom trenutku i da ¢e se razlikovati u zavisnosti od geografskog
regiona iz kojeg se vrsi razreSavanje naziva hosta.

Ako na zastitnom zidu ne mozete da koristite nazive hostova, obavezno razresSite nazive
hostova iz sopstvene mreze zastiCene zastitnim zidom i koristite te IP adrese umesto
onih navedenih u ovom dokumentu.
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Da biste razreSili naziv hosta na raCunaru sa operativnim sistemom Windows, otvorite
komandnu liniju i unesite ,nslookup <hostname>*, gde je <hostname> naziv hosta koji
zelite da razresite.

Da biste razresili naziv hosta na racunaru sa operativnim sistemom Linux ili na raCunaru
Mac, otvorite prozor terminala i unesite ,host <hostname>*, pri Cemu <hostname>
zamenite odgovaraju¢im nazivom.

Naziv hosta IP adrese Potrebno za

programiranje na daljinu?

api.sonova.io dinamicki dodeljene Da
dispatcher.sonova.io dinamiCki dodeljene Da
identity.sonova.io dinamicki dodeljene Da
Core—siglnaling—websync—prod. 40.71.199.117 Da
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Da
cloud.liveswitch.io dinamicCki dodeljene Da

Napomena: nazivima hostova navedenim podebljanim slovima trenutno su dodeljene
IP adrese iz dinami¢kog opsega ili IP adrese koje zavise od lokacije; stoga zastitne
zidove, gde god je to moguce, treba konfigurisati tako da koriste naziv hosta. IP adrese
su razre$ene u Cirihu, Svajcarska, na datum dokumenta i mogu se promeniti u bilo
kom trenutku. IP adrese navedene podebljanim slovima promenjene su u odnosu na
prethodnu verziju ovog dokumenta.

IP adrese specificne za Kinu

Sledece adrese treba koristiti za instalacije u Kini, gde mogu postojati ograni¢enja
zastitnog zida pri povezivanju sa globalnim internetom.

Naziv hosta IP adrese Potrebno za

programiranje na daljinu?

api.sonova.cn 40.72.113.16 Da
dispatcher.sonova.cn 40.73.101.2083 Da
identity.sonova.cn dinamicCki dodeljene Da
gg;%'\ffgf;”g'WebSy”C’prOd' 40.73.101.203 Da
signaling-liveswitch.sonova.cn 40.73.101.203 Da

Napomena: nazivima hostova navedenim podebljanim slovima trenutno su dodeljene
IP adrese iz dinamiCkog opsega ili IP adrese koje zavise od lokacije; stoga zastitne
zidove, gde god je to moguce, treba konfigurisati tako da koriste naziv hosta. IP adrese
su razre$ene u Cirihu, Svajcarska, na datum dokumenta i mogu se promeniti u bilo
kom trenutku. IP adrese navedene podebljanim slovima promenjene su u odnosu na
prethodnu verziju ovog dokumenta.

Konfiguracija zastitnog zida kompanije Advanced Bionics 2



WebRTC umrezavanje

Kompanija Advanced Bionics koristi dva WebRTC provajdera, Twilio i Xirsys, kako

bi omogucila sesije programiranja na daljinu u sluCajevima kada se sa jednim ili oba
uCesnika ne moze direktno uspostaviti veza putem jednostavnih NAT procesa. Pobrinite se
da je vas zastitni zid konfigurisan za IP adrese servisa Xirsys i Twilio u vaSem regionu.

Portovi
Port Protokol Namena
443 TCP TURN TLS
3478 TCP, UDP TURN
5349 TCP TURN TLS
10000-60000 UDP Portovi za prosledivanje izmedu
ravnopravnih uredaja

Napomena: portove iz velikog opsega UDP portova dinamicki biraju klijenti aplikacija
Target Cl, AB Remote Support i AB Remote Support + prilikom poku$aja uspostavljanja
direktnih peer-to-peer veza. Kompanija Advanced Bionics trenutno ne moze da uti¢e na
izbor portova, pa stoga ne mozemo da pruzimo smernice 0 ograni¢enom broju portova
koji bi mogli da funkcioniSu u veoma restriktivnom okruzenju. Programiranje na daljinu
Ce funkcionisati i bez ovih portova, ali ¢e to uticati na moguc¢nost klijenata da uspostave
peer-to-peer vezu; u toj situaciji klijenti ¢e preci na relejnu konferencijsku vezu, $to moze
dovesti do slabijih performansi.

IP adrese

Napomene: IP adrese navedene na sledec¢im stranicama mozda nisu najnovije. Obavezno
koristite i navedene veze kako biste dodatno proverili da li je u meduvremenu doslo

do promena. Promene u odnosu na prethodno izdanje ovog dokumenta oznacene su
podebljanim slovima.

Xirsys
https://docs.xirsys.com/?pg=ip-whitelist

Region Host IP adrese Zemlje/teritorije

Kina hk.xirsys.com |8.210.215.149 Kina (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143

Juzna Afrika jb.xirsys.com | 154.127.57.220 Juzna Afrika (ZA)
154.16.63.120 Kenija (KE)
154.16.63.252 Namibija (NA)
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Twilio

https://www.twilio.com/docs/api/stun-turn/regions

Region ID regiona IP adrese Zemlje

Australija aul 13.210.2.128 - 13.210.2.159 Australija (AU)
54.252.254.64 - 54.252.254.127 | Novi Zeland (NZ)
3.25.42.128 - 3.25.42.255 Papua Nova Gvineja (PG)

Brazil br1 18.231.105.32 — 18.231.105.63 Argentina (AR)

177.71.206.192 — 177.71.206.255 | Bolivija (BO)
18.230.125.0 — 18.230.125.127 Brazil (BR)

Cile (CL)

Kolumbija (CO)
Ekvador (EC)
Paragvaj (PY)

Peru (PE)

Urugvaj (UY)
Nemacka de1 52.59.186.0 - 52.59.186.31 Francuska (FR)
18.195.48.224 — 18.195.48.255 Nemacka (DE)
18.156.18.128 — 18.156.18.255 Velika Britanija (GB)
Severna Makedonija (MK)
Svajcarska (CH)

Indija in1 52.66.193.96 — 52.66.193.127 Bahrein (BH)
52.66.194.0 — 52.66.194.63 Banglade$ (BD)
3.7.35.128 — 3.7.35.255 Indija (IN)

Iran (IR)

Kazahstan (KZ)

Kuvajt (KW)

Oman (OM)

Pakistan (PK)

Katar (QA)

Saudijska Arabija (SA)
Sri Lanka (LK)
Ujedinjeni Arapski Emirati

(AE)
Irska iel 52.215.253.0 - 52.215.253.63 Irska (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japan jp1 13.115.244.0 - 13.115.244.31 Japan (JP)
54.65.63.192 — 54.65.63.255 Juzna Koreja (KR)

18.180.220.128 — 18.180.220.255 | Tajvan (TW)
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https://www.twilio.com/docs/api/stun-turn/regions

Region ID regiona IP adrese Zemlje

Singapur sg1 13.229.255.0 — 13.229.255.31 Indonezija (ID)
54.169.127.128 — 54.169.127.191 | Malezija (MY)
18.141.157.128 — 18.141.157.255 | Mjanmar (MM)
Filipini (PH)
Singapur (SG)
Tajland (TH)
Vijetnam (VN)
Isto¢na usi 34.203.254.0 — 34.203.254.255 Kanada (CA)

obala SAD 54.172.60.0 - 54.172.61.255 Kostarika (CR)
(Virdzinija) 34.203.250.0 — 34.203.251.255 Dominikanska Republika
3.235.111.128 — 3.235.111.255 (DO)

El Salvador (SV)
Gvatemala (GT)
Meksiko (MX)
Panama (PA)
Sjedinjene Americke
Drzave (US)

Zapadna us2 34.216.110.128 — 34.216.110.159 | Sjedinjene Americke
obala SAD 54.244.51.0 - 54.244.51.255 Drzave:
(Oregon) 44.234.69.0 — 44.234.69.127 Aljaska (US-AK)

Arizona (US-AZ)
Kalifornija (US-CA)
Kolorado (US-CO)
Havaji (US-HI)

Ajdaho (US-ID)
Kanzas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)

Novi Meksiko (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Juzna Dakota (US-SD)
Juta (US-UT)
VaSington (US-WA)
Vajoming (US-WY)

Kanada:

Alberta (CA-AB)
Britanska Kolumbija
(CA-BC)
Severozapadne teritorije
(CA-NT)

Saskacevan (CA-SK)
Jukon (CA-YT)

Napomena: za sve zemlje koje nisu posebno navedene koristiCe se Twilio region u Nemacko.
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Advanced Bionics
KoHudpurypauuns
Ha 3allMTHATA CTeHa

TexHnuyecka nHpopmauyma

MNocnepHa aktyanusauus: 08 centemepu 2026 r.

KoHdurypauum Ha 3awjuTHaTa cTeHa

KomnaHunTe ¢ MHCTanMpaHa MpexoBa 3allKTHa cTeHa 61xa MOriv NoTeHUManHo fa 6noKupat Bpb3KuTte
KbM BTOPUYHKTE yCyrn Ha Sonova. ToBa MoxKe Aa BKJI0UBa AOCTbN A0 ayAMo/Bnaeo/noTo4HO npeaaBaHe
Ha gaHHu (WebRTC) no Bpeme Ha aucTaHUMOHHA cecua 3a nporpamupaHe. AKo umate npobnemm

C yCTaHOBABAHETO Ha ANCTaHLMOHHA Cecrd 3a NporpamrpaHe, ToBa MOXe Aia Ce IbJIXKM Ha 3aliMTHa CTeHa.

CnepHute noptoBe u IP agpecn ca HeobxoaUMU 3a JUCTAHLMOHHA CeCKs 3a NporpamupaHe. Mons,
CBBPXKETE Ce C BalLUA eKunn no nHGopmauroHHn TexHonoruu (UT) n um npeaocTtaBeTe nHGopmaumaTa no-
pony. Te TpsAbBa [1a Ce YBEPAT, e CNiefiHNTe BPb3KM He ca GnoKupaHu.

Ye6 mpexu

MpunoxeHueto Target Cl n3nckBa 4OCTBHN A0 CIeAHUTE aAPeCH U NOPTOBE, 3a Aa PaboTu NpaBMISTHO
3a AUCTAHUNOHHO NporpammupaHe.

MNopToBe
Mpotokon MNpepHa3sHaueHne
443 TCP HTTPS
IP agpecu

[ToBeueTo MMeHa Ha XOCTOBe cera Ce pa3peLuaBaTt KaTo AuHamunyHm IP agpecn. ToBa 03HauvaBa, ye Te
MoraT Aia ce MPOMEHAT MO BCAKO BpeMe 1 Le 6bAaT pasNnyHM B 3aBUCUMOCT OT reorpadCKims PermoH,
OT KOWTO Ce 13BbpLIBa Npeobpa3yBaHETO Ha MMETO Ha XOCTa.

AKo He Mmo>KeTe [ja U3Mon3BaTe MeHa Ha XOCTOBe Ha BalllaTa 3aliMTHa CTeHa, MONA, yBepeTe Ce, ve
CTe paspewinyini UMeHaTa Ha XOCTOoBe OT BalllaTa cobcTBeHa 3alinTeHa MpeXka n3nonspante Te3m IP
afpecn, a He Te3n B TO3U JOKYMEHT.
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3a [1a pa3pelLunTe MMe Ha XoCT Ha KommioTbp ¢ Windows, 0TBOpeTe KOMaHAHWA peq 1 BbBeaeTe ,nslookup
<hostname>* kbaeTo <hostname> e MMETO Ha XOCTa, KOITO 1CKaTe Aa pa3peLunTe.

3a fa pa3pelumnTe Ume Ha XocT Ha Linux komntoTbp unu Mac, oTBopeTte npo3opel, Ha TepMnHan 1 BbeegeTe
+host <hostname>*, kaTo 3ameHnTe <hostname>, kKakTo e HeobxoanMo.

Wme Ha xocT IP appecn Heo6xoanmo nn e
3a AUCTaHLNOHHO
nporpamupaHe?
api.sonova.io ANHAMWUYHO NPUCBOEH Ja
dispatcher.sonova.io AVNHAMWUYHO NPUCBOEH Ja
identity.sonova.io AVNHAMWUYHO NPUCBOEH Ja
core-signaling-websync-prod.sonova.io 40.71.199.117 Ja
signaling-liveswitch.sonova.io 20.105.216.16 Ja
cloud.liveswitch.io ANHAMWUYHO NPUCBOEH Ja

3abenexka: MMeHaTa Ha X0CToBe, M36poeHU ¢ yae6eneH wpudt, noHacToALem noayyasat unm P
ajpecu C fJMHaMUYeH amanasoH, unu IP agpecu, 3aBucMmy OT MeCTOMONOXKEHUNETO; ClleJoBaTeSTHO
3aLMTHUTE CTeHU TpA6Ba Aa 6baaT KOHGUIypUpaHy Aa N3MON3BaT MMETO Ha XOCTa, KOraTo € Bb3MOXHO.
IP appecuTe ca paspelueHu B Liiopux, LLiBenuapra Kbm gatata Ha JOKYMEHTa 1 MOraT fja ce NPOMEHAT Mo
BCAKO Bpeme. IP agpecute, n36poeHu ¢ yaebeneH wpundt, ca ce NpoMeHWUN OT NpejuLIHaTa Bepcua Ha
TO31 AOKYMEHT.

Cneumndnunm 3a Kutam IP agpecn

CnepHuTte agpecun Tpﬂ6Ba [a ce 13No0J3BaT 3a UHCTanaumm B Kutaim, Kb4eTo Moxke Aa Mma OrpaHNYeHnA Ha
3alllUTHATa CT€Ha NP CBbpP3BaHE KbM rno6anHua NHTEPHET.

Wme Ha xocT IP apgpecn Heo6xoaumo nu e
3a AUCTaHLMOHHO
nporpamupaHe?
api.sonova.cn 40.72.113.16 Ja
dispatcher.sonova.cn 40.73.101.203 Ja
identity.sonova.cn ANHAMUYHO NPUCBOEH Ja
core-signaling-websync-prod.sonova.cn 40.73.101.203 Ja
signaling-liveswitch.sonova.cn 40.73.101.203 Ja

3abenexka: MMeHaTa Ha XOCTOBE, M36poeHN € yaebeneH wWpudT , noHacToALeM nonyyasat unm IP
afipecy C AVHAMMWYeH 1anasoH, unu IP agpecu, 3aBUCUMI OT MECTOMONOMXEHNETO; ClIeA0BATENHO
3aLUMTHUTE CTEHN TPA6Ba Aa 6baT KOHPUIYypUpPaHM fia 13M03BaT METO Ha XOCTa, KOraTo € Bb3MOXHO.
IP appecuTe ca paspewenu B Llopux, LBeiuapus, KbM JaTaTa Ha JOKyMeHTa 1 MOraT [la ce NPOMEHAT No
BCAKO BpeMme. IP agpecnTe, n36poeHm c yaebeneH wpudT, ca ce NPOMEHUN OT NpeauLLHaTA BEPCHA Ha
TO31 AOKYMEHT.
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WebRTC mpexu

Advanced Bionics nsnonssa ga WebRTC goctaBunka, Twilio v Xirsys, 3a 1a N03B0M ANCTAHLMOHHW CeCMU
3a nporpammpaHe, Npu KOMTO eAVHUAT UK ABaMaTa yYacTHULM He MOraT Aa 6baT ANPEKTHO CBbpP3aHU
upe3 onpocteHn NAT npouecu. Mons, yBepeTe ce, ye BallaTa 3allMTHa CTeHa e KOHPUrypupaHa 3a IP
agpecuTe KakTo Ha Xirsys, Taka 1 Ha Twilio BbB BaluMA pernoH.

MNopToBe
Mopt Mpotokon MpepHa3sHayeHue
443 TCP TURNTLS
3478 TCP, UDP TURN
5349 TCP TURNTLS
10000 - 60000 ubP MopToBe 3a peneiHa Bpb3Ka
C pPaBHOMpPaBHU Bb3/M

3abenexka: noptoBeTe OT ronemua Habop ot UDP nopToBe ce n3bmpat AUMHAMUYHO OT KIMEHTUTE Ha
npunoxeHuata Target Cl, AB Remote Support n AB Remote Support +, Korato ce onuTBat fa AoroBapAr
OVPEKTHM BPb3KK Ha paBHonpasHu mogynu. Advanced Bionics B MOMeHTa He e B CbCTOAHVE ja NOBAKAe
Ha 1360pa Ha NopT 1 CIEAOBATESTHO He MOXKeM Aia NPef0OCTaBMM HACOKHM 3a orpaHuyeH 6poii nopToBe,
KouTo 6uxa Mornu a paboTAaT B CUTHO OrpaHnyeHa cpefa. [JucTtaHUMOHHOTO NporpaMmpane Lie paboTu
6e3 Te31 NopTOBE, HO TOBA LLe NOBAKAE Ha CNOCOOHOCTTA Ha KNIMEHTUTE [1a JOrOBapAT BPpb3Ka Ha
PaBHOMOCTaBEeHW Bb3/M; B Ta3n CUTyaLMA KIVEHTUTE Lie Ce BbPHAT KbM 13M0JI3BaHe Ha npenpeaajeH
KOHdepeHTeH pa3roBop, KOETO MOXe Aa foBeje [0 NO-0Lla NPON3BOAUTENTHOCT.

IP agpecn

3abenexka: IP agpecute, 36poeHn Ha cnefBaLLKTe CTPAHMLIM, MOXe Aa ca ocTapenu. Mons, He
3abpaBANTe Aa 13non3BaTe NPeAoCcTaBeHUTe BPb3KY, 3a la NPOBEPUTE OTHOBO Aani MEXAYBPEMEHHO
€ MMao HAKAKBMW NpoMeHu. [pomMeHUTe OT NPeAULLIHOTO M3jaHNe Ha TO3M JOKYMEHT ca 0T6ensA3aHn
cype6eneH wpnor.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

PernoH Xocr IP appecn Obpxasu / Teputopnn

Kutan hk.xirsys.com 8.210.215.149 Kutain (CN)
47.242.47.214 XoHKoHr (HK)
47.242.109.143

OxxHa Adpuka jbxirsys.com 154.127.57.220 tOxxHa Adppuika (ZA)
154.16.63.120 KeHnsa (KE)
154.16.63.252 Hamnobnsa (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Pernon NpentndukaunoHeH IP agpecn AvpxaBm
HOMEp Ha pervoHa
ABcTpanus aul 13.210.2.128 - 13.210.2.159 Asctpanus (AU)
54.252.254.64 - 54.252.254.127 HoBa 3enaHgua (H3)
3.25.42.128 - 3.25.42.255 Manya HoBa BuHes (PG)
bpasnnua br1 18.231.105.32 - 18.231.105.63 ApxeHTrHa (AR)
177.71.206.192 - 177.71.206.255 | bonususa (BO)
18.230.125.0 — 18.230.125.127 Bpasunua (BR)
Yunu (CL)
Konym6us (CO)
EkBagop (EC)
Mapargaii (PY)
Mepy (PE)
Ypyrsai (UY)
[epmaHua del 52.59.186.0 - 52.59.186.31 OpaHuyusa (FR)
18.195.48.224 — 18.195.48.255 lfepmaHus (DE)
18.156.18.128 — 18.156.18.255 BenukobputaHua (GB)
CeBepHa MakepoHuA
(MK)
LWsenuapusa (CH)
Nuana in 52.66.193.96 — 52.66.193.127 baxpenH (BH)
52.66.194.0 — 52.66.194.63 banrnagew (BD)
3.7.35.128 — 3.7.35.255 Nuponsa (IN)
WpaH (IR)
KasaxctaH (KZ)
Kysent (KW)
OmaH (OM)
MakucTaH (PK)
Katap (QA)
Caypwutcka Apabus (SA)
Wpwn NaHkKa (LK)
O6envHeHn apabcku
emmpcTea (AE)
Wpnanauna iel 52.215.253.0 - 52.215.253.63 Wpnangus (IE)
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 - 3.249.63.255
AnoHuna jp1 13.115.244.0 — 13.115.244.31 AnoHua (JP)
54.65.63.192 - 54.65.63.255 tOxHa Kopes (KR)
18.180.220.128 — 18.180.220.255 | TaneaH (TW)
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Pernon NpentndukaunoHeH IP agpecn AvpxaBm
HOMEp Ha pervoHa

CunHranyp sgl 13.229.255.0 — 13.229.255.31 WHpoHe3ma (ID
54.169.127.128 - 54.169.127.191 | Manaw3una (MY
18.141.157.128 - 18.141.157.255 | Muanmap (MM
Ounnnuum (PH

Cunranyp (SG)
Tannaunp (TH)
BuetHam (VN)
M3TouHOTO ust 34.203.254.0 — 34.203.254.255 Kanaga (CA)
Kpanbpexue 54.172.60.0 - 54.172.61.255 Kocta Puka (CR)
Ha CALL 34.203.250.0 — 34.203.251.255 JIOMMHMKAHCKa
(BuppxuHua) 3.235.111.128 - 3.235.111.255 peny6nuka (DO)
En Cansapop (SV)
lBaTemana (GT)
Mekcunko (MX)
MaHama (PA)
CoeguHenn watm (CALLL)
3anagHoTo us2 34.216.110.128 - 34.216.110.159 | CheanHeHu Wwatu:
Kpanbpexue 54.244.51.0 - 54.244.51.255 Ansacka (US-AK)
Ha CALL 44.234.69.0 — 44.234.69.127 Apu3oHa (US-AZ)
(OperoH) KanndopHua (US-CA)

Konopago (US-CO)
Xasan (US-HI)
Anpaxo (US-ID)
KaH3ac (US-KS)
MotTaHa (US-MT)
Hebpacka (US-NE)
Hesapga (US-NV)

Hio Mekcnko (US-NM)
Oknaxoma (US-OK)
OperoH (US-OR)
IOHa akota (US-SD)
tOTa (US-UT)
BawmHrToH (US-WA)
YariomuHr (US-WY)

KaHapa:

An6bpta (CA-AB)
BpuTaHcka Konymbua
(CA-BC)

CeBepo3anagHu
Teputopun (CA-NT)
CackauyaH (KanndopHusa-
CackauyaH)

fOkoH (CA-YT)

3abenexka: Bcsaka abpkaBa, KOATO He € M3PKYHO NOCOYEHa, e 13non3Ba permoHa Twilio lepmaHus.
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Advanced Bionics
Konfigurasi Firewall

Informasi Teknis

Terakhir Diperbarui: 08 September 2026

Konfigurasi Firewall

Perusahaan yang memiliki firewall jaringan berpotensi memblokir koneksi ke layanan
backend Sonova. Hal ini dapat mencakup akses ke aliran audio/video/data (WebRTC)
selama sesi pemrograman jarak jauh. Jika Anda mengalami masalah saat membuat sesi
pemrograman jarak jauh, hal itu mungkin disebabkan oleh firewall.

Port dan alamat IP berikut diperlukan untuk sesi pemrograman jarak jauh. Silakan hubungi
dukungan Teknologi Informasi (Tl) Anda dan berikan informasi berikut kepada mereka.
Mereka harus memastikan bahwa koneksi berikut tidak diblokir.

Jejaring Web

Aplikasi Cl target memerlukan akses ke alamat dan port berikut agar dapat berfungsi
dengan benar untuk pemrograman jarak jauh.

Port
Port Protokol Tujuan
443 TCP HTTPS
Alamat IP

Sebagian besar nama host sekarang mengarah ke alamat IP dinamis. Ini berarti bahwa
nama host tersebut dapat berubah sewaktu-waktu, dan akan berbeda tergantung pada
wilayah geografis tempat alamat IP dari nama host tersebut ditentukan.

Jika Anda tidak dapat menggunakan nama host pada firewall Anda, pastikan untuk
menyelesaikan nama host dari jaringan firewall Anda sendiri, dan gunakan IP tersebut,
bukan IP yang tercantum dalam dokumen ini.
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Untuk menyelesaikan nama host pada PC Windows, buka command prompt, lalu ketik
“nslookup <hostname>", di mana <hostname> adalah nama host yang ingin Anda
selesaikan.

Untuk menyelesaikan nama host pada PC Linux atau Mac, buka jendela terminal, lalu ketik
“host <hostname>", ganti <hostname> sesuai kebutuhan.

Nama host Alamat IP Diperlukan untuk
Pemrograman Jarak
Jauh?
api.sonova.io ditetapkan secara dinamis Ya
dispatcher.sonova.io ditetapkan secara dinamis Ya
identity.sonova.io ditetapkan secara dinamis Ya
gg;%'\ffiga"“g'Websy“C'prOd' 40.71.199.117 Ya
signaling-liveswitch.sonova.io 20.105.216.16 Ya
cloud.liveswitch.io ditetapkan secara dinamis Ya

Catatan: nama host yang tercantum dalam huruf tebal saat ini diberi alamat IP rentang
dinamis atau alamat IP yang bergantung pada lokasi; oleh karena itu, firewall harus
dikonfigurasi untuk menggunakan nama host jika memungkinkan. Alamat IP tersebut
diidentifikasi di Zurich, Swiss pada tanggal dokumen ini dibuat, dan dapat berubah
sewaktu-waktu. Alamat IP yang tercantum dalam huruf tebal telah berubah sejak versi
sebelumnya dari dokumen ini.

Alamat IP Khusus Tiongkok

Alamat-alamat berikut harus digunakan untuk instalasi di Tiongkok, di mana mungkin
terdapat pembatasan firewall saat terhubung ke internet global.

Nama host Alamat IP Diperlukan untuk
Pemrograman Jarak
Jauh?
api.sonova.cn 40.72.113.16 Ya
dispatcher.sonova.cn 40.73.101.2083 Ya
identity.sonova.cn ditetapkan secara dinamis Ya
gg;eo'\f’f;f"'”g'WebSy”C’prOd' 40.73.101.203 Ya
signaling-liveswitch.sonova.cn 40.73.101.203 Ya

Catatan: nama host yang tercantum dalam huruf tebal saat ini diberi alamat IP rentang
dinamis atau alamat IP yang bergantung pada lokasi; oleh karena itu, firewall harus
dikonfigurasi untuk menggunakan nama host jika memungkinkan. Alamat IP tersebut
diidentifikasi di Zurich, Swiss pada tanggal dokumen ini dibuat, dan dapat berubah
sewaktu-waktu. Alamat IP yang tercantum dalam huruf tebal telah berubah sejak versi
sebelumnya dari dokumen ini.
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Jejaring WebRTC

Advanced Bionics menggunakan dua penyedia WebRTC, Twilio dan Xirsys, untuk
memungkinkan sesi pemrograman jarak jauh di mana salah satu atau kedua peserta tidak
dapat dihubungi secara langsung melalui proses NAT sederhana. Pastikan firewall Anda
telah dikonfigurasi untuk alamat IP Xirsys dan Twilio di wilayah Anda.

Port

Port Protokol Tujuan

443 TCP TURN TLS
3478 TCP, UDP TURN

5349 TCP TURN TLS
10000 - 60000 UDP Port relai rekan

Catatan: port dari berbagai macam port UDP dipilih secara dinamis oleh klien

aplikasi Target Cl, AB Remote Support, dan AB Remote Support + ketika mencoba
menegosiasikan koneksi peer-to-peer langsung. Saat ini Advanced Bionics tidak dapat
memengaruhi pilihan port, dan oleh karena itu, kami tidak dapat memberikan panduan
tentang sejumlah port terbatas yang mungkin berfungsi di lingkungan yang sangat
terbatas. Pemrograman jarak jauh akan berfungsi tanpa port-port ini, tetapi hal ini akan
memengaruhi kemampuan klien untuk melakukan negosiasi koneksi peer-to-peer; dalam
situasi ini, klien akan beralih menggunakan panggilan konferensi yang diteruskan, yang
mungkin menghasilkan kinerja yang lebih buruk.

Alamat IP

Catatan: Alamat IP yang tercantum di halaman berikut mungkin sudah tidak berlaku.
Pastikan juga untuk menggunakan tautan yang disediakan untuk memeriksa kembali
apakah ada perubahan selama ini. Perubahan sejak rilis dokumen sebelumnya ditandai
dengan huruf tebal.

Xirsys
https://docs.xirsys.com/?pg=ip-whitelist

\EVEL Host Alamat IP Negara/Wilayah

Tiongkok hk.xirsys.com |8.210.215.149 Tiongkok (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143

Afrika Selatan | jb.xirsys.com | 154.127.57.220 Afrika Selatan (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Wilayah Identitas Alamat IP Negara
HEVEDL

Australia au 13.210.2.128 - 13.210.2.159 Australia (AU)
54.252.254.64 - 54.252.254.127 Selandia Baru (NZ)
3.25.42.128 - 3.25.42.255 Papua Nugini (PG)

Brasil bri 18.231.105.32 — 18.231.105.63 Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 — 18.230.125.127 Brasil (BR)

Chili (CL)
Kolombia (CO)
Ekuador (EC)
Paraguai (PY)
Peru (PE)
Uruguai (UY)

Jerman det 52.59.186.0 — 52.59.186.31 Prancis (FR)
18.195.48.224 — 18.195.48.255 Jerman (DE)
18.156.18.128 — 18.156.18.255 Britania Raya (GB)

Makedonia Utara (MK)
Swiss (CH)

India in1 52.66.193.96 — 52.66.193.127 Bahrain (BH)
52.66.194.0 — 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 India (IN)

Iran (IR)

Kazakhstan (KZ)
Kuwait (KW)

Oman (OM)
Pakistan (PK)

Qatar (QA)

Arab Saudi (SA)

Sri Lanka (LK)

Uni Emirat Arab (AE)

Irlandia iel 52.215.253.0 - 52.215.253.63 Irlandia (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Jepang jp1 13.115.244.0 - 13.115.244 .31 Jepang (JP)
54.65.63.192 — 54.65.63.255 Korea Selatan (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)

Singapura |sg1l 13.229.255.0 — 13.229.255.31 Indonesia (ID)
54.169.127.128 — 54.169.127.191 | Malaysia (MY)
18.141.157.128 — 18.141.157.255 | Myanmar (MM)

Filipina (PH)
Singapura (SG)

Thailand (TH)
Vietnam (VN)
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Wilayah Identitas Alamat IP Negara

HEVEDL

Pantai Timur | us 34.203.254.0 — 34.203.254.255 Kanada (CA)

AS 54.172.60.0 - 54.172.61.255 Kosta Rika (CR)

(Virginia) 34.203.250.0 — 34.203.251.255 Republik Dominika (DO)

3.235.111.128 - 3.235.111.255 El Salvador (SV)

Guatemala (GT)
Meksiko (MX)
Panama (PA)
Amerika Serikat (AS)

Pantai Barat | us2 34.216.110.128 — 34.216.110.159 | Amerika Serikat:

AS 54.244.51.0 - 54.244.51.255 Alaska (US-AK)

(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)

California (US-CA)
Colorado (US-CO)
Hawaii (US-HI)

Idaho (US-ID)
Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
New Mexico (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Dakota Selatan (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Kanada:

Alberta (CA-AB)

British Columbia (CA-BC)
Northwest Territories
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

Catatan: Negara mana pun yang tidak tercantum secara spesifik akan menggunakan
Twilio wilayah Jerman.
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Advanced Bionics
KoHndpurypauyus
6pangmayspa

TexHN4YecKne gaHHble

MNocnepHee o6HOBNEeHMe: 08 ceHTAGPA 2026 T.

KoH¢urypauum 6pangmayspa

B komnaHuAx, ncnonb3yoLyx ceTeBoii 6paHaMayp, BO3MOXKHA 6HNOKMPOBKa COEAUHEHNI C BHYTPEHHVMM
cnyx6amm Sonova. B Tom uncne moxeTt 6bITb OrpaHMyYeH JOCTYN K NOTOKaM ayano/BUaeo/faHHbIX
(WebRTC) Bo Bpems ceaHca yaaneHHOro nporpaMmmupoBaHua. ECin He yaaeTca yCTaHOBUTD YAaNeHHbI
CeaHC NporpaMmMpOBaHKsA, 3TO MOXeET BObiTb CBA3aHO ¢ paboToi bpaHaMay3pa.

[ins ynaneHHOro ceaHca NporpaMmipoBaHua HeoOXoANMbI ciefytolime nopTbl 1 IP-agpec. CBAXMTECH
C Balleii cnyx6oii UT-noaaepKu 1 NpeaocTaBbTe CNELMANICTY YKa3aHHYI HUXE MHGOopMaLMIo.
OH 10/MKeH NPOBEPWUTD, UTO CIeAyoLLE COeAUHEHMA HEe 3a0/I0KPOBaHDI.

Be6-ceTn

[na koppekTHo paboTbl npunoxerus Target Cl B pexume yaaneHHoOro nporpammmpoBaHus Tpebyertca
AOCTYN K CieayoLwym agpecam 1 nopram.

MNopTbl
Mpotokon HasHaueHue
443 TCP HTTPS
IP-agpeca

B HacTosLee Bpems 60/bluas YacTb MMEH XOCTOB NpeobpasyeTca B AuHaMuyeckue IP-agpeca.
DTO 03HAYaEeT, YTO OHU MOTYT U3MEHATLCA B NtoO0e BpeMS, @ UX 3HaUeHMsA byayT 3aBUCETb OT
reorpapmueckoro pervoHa, B KOTOPOM OTMPABIEH 3aMPOC Ha Pa3peLleHne MEHN.

Ecnv Bbl He MoXKeTe 1CNoJIb30BaTb MEHa XOCTOB Ha CBOEM 6paHnmay3pe, BbIMOJIHNTE pa3pelueHne
MMEH XOCTOB U3 Balleil CO6CTBEHHOM 3aLMLLEHHON CeTU 1 I/ICI'IOJ'Ib3yIZTe nojslyvyeHHbIE IP-a,qpeca,
d HE T€, KOTOPbl€ YKa3aHbl B AAHHOM JOKYMEHTE.

A Sonova brand



[ins paspelueHnsa umeHn xocTa Ha MK ¢ Windows oTkpoiiTe KomaHaHYto CTPoKy 1 BBeauTe «nslookup
<hostname>», rge <hostname> — 3To UM XOCTa, KOTOPOE HYXKHO Pa3peLLNTD.

[na pa3peweHuna umenm xocta Ha [MK ¢ Linux unn Mac oTkpoiite okHO TepMmuHana u Beegute «host
<hostname>», 3ameHnB <hostname> Ha Hy>HOe 3HaueHue.

Uma xocTta IP-agpeca 3TO HY>KHO ANA yAaNEeHHOro
nporpamMmmmnpoBaHmna?
api.sonova.io JVHAMUNYECKM Ha3HaYaeMblii Ja
dispatcher.sonova.io AVHAMUYECKN Ha3HaYaeMblii Ja
identity.sonova.io JVHAMUNYECKM Ha3HaYaeMblii Ja
core-signaling-websync-prod.sonova.io 40.71.199.117 Ja
signaling-liveswitch.sonova.io 20.105.216.16 Ja
cloud.liveswitch.io JVHAMUNYECKM Ha3HaYaeMblii Ja

MpuMeyaHue: MEHA XOCTOB, BbleNIeHHbIE XKUPHbIM LWPUPTOM, B HACTOSLLLEE BPEMS UMEKT MO0
IP-afpeca 13 AMHaMMYeCKOro AnanasoHa, 1Moo IP-aapeca, 3aBrCALLME OT MECTOMONOXKEHWSA; B CBA3U

C 3TUM PEKOMEHAYETCA N0 BO3MOXXHOCTY B HACTPOIKax bpaHaMay3pa npeAycmMaTprBaTh UCNOfb30BaHME
MIMeH X0CTOB. IP-afipeca 6bian nonyyeHbl NyTem paspelleHns uMeH B Lioprixe (LLBeiuapus) Ha paty
COCTaB/EHNA JOKYMEHTA 1 MOTYT U3MEHUTLCSA B Nloboe Bpems. IP-afpeca, BblAeNEHHbIE XKUPHBIM
wpndTom, M3MEHNNNCL NO CPABHEHNIO C NPeabIaYLLEN BEPCMEi 3TOrO AOKYMEHTA.

IP-agpeca, cneunduryHble gnsa Kutaa

/13-3a BO3MOXHbIX OrpaHuyeHnin bpaHamayspa npv NogKAYeHUn K rnobanbHon cetn ViHTepHeT ans
cucTem, pa3BepHyTbix B Kutae, Heo6x04MMO NCMONb30BaTb Clefyiolme agpeca.

Mmsa xocTa IT0 HY)KHO ANA YyAANEHHOro
nporpammupoBaHua?
api.sonova.cn 40.72.113.16 Ja
dispatcher.sonova.cn 40.73.101.203 Ja
identity.sonova.cn JVHAMNYECKN Ha3HaYaeMblin Ja
core-signaling-websync-prod.sonova.cn 40.73.101.203 la
signaling-liveswitch.sonova.cn 40.73.101.203 Ja

MpuMeyaHue: MeHa XOCTOB, BbleNIeHHbIE XKUPHbIM LWPUPTOM, B HACTOSLLEE BPEMS UMEKOT MO0
IP-afpeca 13 AMHaMMYeCKOro AnanasoHa, 6o IP-aapeca, 3aBuCALLME OT MECTOMONOXKEHWS; B CBA3U

C 3TUM PEKOMEHAYETCA MO BO3MOXXHOCTY B HACTPOIKax bpaHaMay3pa npeaycmMaTprBaTh UCNOfb30BaHME
IMeH X0CTOoB. IP-afipeca 6bian MonyyeHbl NyTem paspelleHns uMeH B Lioprixe (LLBeiuapus) Ha paty
COCTaBEHNA JOKYMEHTA 1 MOTYT U3MEHUTBCA B Nloboe Bpems. IP-afpeca, BblAeNeHHbIE XKUPHBIM
wpundTom, M3MEHNNNCH NO CPABHEHWIO C NPeabIaYLLEN BEpCMEei 3TOr0 AOKYMEHTA.
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CeteBble TexHonorum WebRTC

Komnanua Advanced Bionics ncnonb3yert gsyx noctasiyunko WebRTC: Twilio u Xirsys. icnonb3oBaHue
BaHHbIX CEPBMCOB HEOOXOAMMO B CUTyaLMAX, KOrAa NpAMoe coejuHeHne MeXAy YYacTHUKaMM yaaneHHbIX
CeaHCoB NPOrpaMMmMpPOBaHUNA He MOXET ObITb YCTaHOBNIEHO NOCPeACTBOM CTaHAapTHbIX NAT-npoueccos.
Y6eputecnb, uto Baww 6paHamayap HacTpoeH ana IP-agpecos Xirsys u Twilio B Bawem pervoHe.

MopTbl
Mopt Mpotokon HasHauyeHue
443 TCP TURNTLS
3478 TCP, UDP TURN
5349 TCP TURNTLS
10000 - 60000 ubP MopTbl peTpaHCcNALUN OLHOPAHIOBbIX Y3/10B

MprMeyaHmre: NOPTbI U3 LWMPOKOro AnanazoHa UDP-NnopToB AuHaMmUYeCcKn BbIOMPAOTCA KNMeHTaMM
npunoxeHui Target Cl, AB Remote Support n AB Remote Support + npu nonbiTke yCTaHOBUTb NpAMOe
O[lHOpaHroBoe coeaunHeHe. B HacToAwlee Bpema komnaHua Advanced Bionics He MOXeT BNMATb Ha
BbIOOP NOPTOB, 1 MO3TOMY Mbl HE MOXEM NPeOoCTaBUTb PEKOMEHALIMMN NO OrpaHMYeHHOMY Habopy
MOPTOB, KOTOPble MOTYT paboTaTb B YCNIOBUAX XKECTKUX OrpaHNYeHNiA. YaaneHHoe NporpaMMmpoBaHmne
Oyzet pabotatb 1 6€3 3TUX NOPTOB, HO KNNEHTbI HE CMOTYT YCTAaHOBUTb NPAMOE OJHOPAHIOBOE
coefiMHeHNe; B TaKOM CJlyyae C1McTema aBToMaTUYeCcKmn nepengeT B pexnm peTpaHcivpyemon
KOHdepeHL-CBA3M, UTO MOXKET NPUBECTN K CHUPKEHWIO MPOV3BOAUTENBHOCTU.

IP-agpeca

MprimeyaHue. IP-aapeca, yka3aHHble Ha cnefytowmx CTpaHMLaXx, MOryT ObiTb YCTapeBLIUMM.

[insa noaTBEPXKAEHMA aKTYaNbHOCTI CBeLIEHNI pEKOMEHAYEM CBEPUTLCA C MaTepuanaMm No NpUBEeAEHHbIM
CCbINIKaM. MI3MeHeHMs OTHOCUTENbHO NpeblayLLeli BEPCUM 3TOTO JOKYMEHTa BblAeNeHbl XKUPHbIM
wpupTom.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

PernoH Xocr IP-appeca CrpaHbl / Tepputopumn

Kutan hk.xirsys.com 8.210.215.149 Kutain (CN)
47.242.47.214 [oHKoHT (HK)
47.242.109.143

IOAP jb.xirsys.com 154.127.57.220 IOAP (ZA)
154.16.63.120 KeHnsa (KE)
154.16.63.252 Hamnobnsa (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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https://docs.xirsys.com/?pg=ip-whitelist
https://www.twilio.com/docs/api/stun-turn/regions

PervoH Npentnduka- IP-agpeca CTpaHbl
TOp pernoHa
ABcTpanus aul 13.210.2.128 - 13.210.2.159 Asctpanus (AU)
54.252.254.64 — 54.252.254.127 HoBas 3enanauna (NZ)
3.25.42.128 - 3.25.42.255 Manya-Hosas [BuHes (PQ)
bpasnnua br1 18.231.105.32 - 18.231.105.63 ApreHTuHa (AR)
177.71.206.192 — 177.71.206.255 bonususa (BO)
18.230.125.0 — 18.230.125.127 Bpasunus (BR)
Yunn (CL)
Konym6us (CO)
dkBagop (EC)
Mapargaii (PY)
Mepy (PE)
Ypyrsan (UY)
[epmaHuA del 52.59.186.0 - 52.59.186.31 OpaHuus (FR)
18.195.48.224 — 18.195.48.255 lfepmaHus (DE)
18.156.18.128 — 18.156.18.255 Benukobputanua (GB)
CeBepHasa MakepoHusa (MK)
LWsenuapusa (CH)
Nuana in1 52.66.193.96 — 52.66.193.127 BbaxpeliH (BH)
52.66.194.0 — 52.66.194.63 banrnagew (BD)
3.7.35.128 — 3.7.35.255 Nupons (IN)
MpaH (IR)
KasaxctaH (KZ)
Kysent (KW)
OmaH (OM)
MakncrtaH (PK)
Katap (QA)
CaypnoBckas ApaBus (SA)
Wpwn-NaHka (LK)
O6bennHeHHble Apabckune
dmupatbl (AE)
Wpnangna iel 52.215.253.0 - 52.215.253.63 Wpnangus (IE)
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
AnoHuA jp1 13.115.244.0 — 13.115.244.31 AnoHua (JP)
54.65.63.192 — 54.65.63.255 tOxHana Kopes (KR)
18.180.220.128 — 18.180.220.255 TaiBaHb (TW)
CunHranyp sgl 13.229.255.0 - 13.229.255.31 WnpoHesma (ID)
54.169.127.128 — 54.169.127.191 Manaiizua (MY)
18.141.157.128 - 18.141.157.255 MbsaHma (MM)
Oununnunbl (PH)
Cunranyp (SG)
Tavnaupg (TH)
BbetHam (VN)
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PernoH Npentuduka- IP-agpeca CrpaHbl
TOP pervoHa

BocTouHoe ust 34.203.254.0 — 34.203.254.255 Kanaga (CA)

nobepexbe 54.172.60.0 - 54.172.61.255 KocTta-Puka (CR)

CLIA 34.203.250.0 — 34.203.251.255 JomuHunkaHckasa Pecnybnmka

(BuppuHus) 3.235.111.128 - 3.235.111.255 (DO)
CanbBagop (SV)
lBaTemana (GT)
Mekcuka (MX)
MaHama (PA)
CoepnHeHHble LTaThbl
Amepukn (US)

3anagHoe us2 34.216.110.128 - 34.216.110.159 CoeamHeHHble WTatbi:

nobepexbe 54.244.51.0 - 54.244.51.255 Anscka (US-AK)

CWA 44.234.69.0 - 44.234.69.127 ApuzoHa (US-AZ)

(OperoH) KanndopHua (US-CA)

Konopago (US-CO)
FaBanm (US-HI)

Anpaxo (US-ID)

Kan3ac (US-KS)
MonTaHa (US-MT)
Heb6packa (US-NE)
Hesapa (US-NV)
Hbto-Mekcurko (US-NM)
Oxknaxoma (US-OK)
OperoH (US-OR)
I0xHan JakoTa (US-SD)
tOTa (US-UT)
BawmHrToH (US-WA)
BaiomuHr (US-WY)

Kanaga:

Anbbepta (CA-AB)

BpuTaHckas Konymbusa (CA-BC)
CeBepo-3anagHble
Tepputopun (CA-NT)
CackaueBaH (CA-SK)

tOkoH (CA-YT)

MpumeyaHue. ina CTpaH, He yKa3aHHbIX B CNCKe, OyAeT 1cnonb3oBaTbea perroH Twilio Germany.
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Advanced Bionics
WUND NNIN NIIXN

200 YT'n

2026 Nanvv02 8 NN |IDTY

WUN NnNin nhixn

2170% 1wy nt .Sonova 7w backend-n 'miN'w'7 DMian DIONY NITI7Y NWY2 WX Nnin 0oy NNAan
NI'¥ NI'YY2] 7701 NNKR DX .2100M N1dN Nwon 17nna (WebRTC) nnmi/inTi/ynw mar? nwa
UK ININ X' )27 N2'0NY PN L,7INNN NIDN N7yon

N"A17100 NO'MN DY YR XY 17V 21NN NN N7V 1Ay NN Nikan IP-d namoi nionn
.0MIoN DI'X O'NAN DNIAMNNY XTH? DNV . [707w yTnn DX DN7 79071 17w (IT) yTnn

01N01'RN VWA

71NN NIDN 1IAY D270 71y97 Nan v nIKaN NIR'Y71 N7 awa zipt Target Cl g

nix'x!

HTTPS TCP 443

IP niaim>

2312 nNwNY 0wy DNY XN Nvnwnn NrmatT 1P niimnd? nys 0'nayvion kNN Nimv 2N
.NIXNN DY NIYIDN YXINN 1ANY 'ONAINAN JITRY? DXNNA DY ' DL, NY

D'NINNN NINY NX N1Y9N NNRY XTI ,)7¢ UKD NNIN D'NIRA NINY UNnNwn? 712' 11'R DX
.NT NOoNAVY 1782 DIPNA 17X IP niamda wnnwinl 7w wkn Nnina N1amn nYinn
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AWND ,nslookup <hostname>"" 17701 nTIiEo Niw Nno ,Windows awnna nIxn 0w N1yo7 1)

.MyoY? M7AXN2AYW DAXNN DY KRIN <hostname>

n97nn N ,"host <hostname>" 17701 qion 17N NN ,Mac X Linux awnna nOxn ow Niys7? '
X7 oknna <hostname>

?pInOn ndNY? wam IP niamd NINN DY

p) M1'T [9IX] NX¥PIN api.sonova.io
p) M1'T [9IN] NX¥PIN dispatcher.sonova.io
b} MN1'T |DIN] NXPIN identity.sonova.io
P 40.71.199.117 core-signaling-websggs;)[\)/r:(i:io.
b) 20.105.216.16 signaling-liveswitch.sonova.io
p) MT |DIN] NXPIN cloud.liveswitch.io

IP niamd 1x a1 nnoa IP niams nyd 0¥7in NIYATIA NIFNIR] D'01I95NN D'NIXA NINY SDyn
1NMYI19 IP-n NIAM>3 .AWoKn DTN NIRAN DY WUNNWN? WX NININY 107 U D7 ;01 N n
NIYATIN NIFNIRA N1I009AN [P-0 niamd .ny 751 ninwn? Nyl ,qnonin 1IN Yy ivay )1l
.NT NOoN 7¢ NNTIREN N0NAN TRN 1INWN

['07 Ni'9'xo0 IP niamd

0NVI'X7? NINANNN NY2 WYX NNIN NI72an 112N 0OY ,|'02 NIPNN 1IAY NINAN NIAINDA YNANwn? v
27aan

?{nn nndNY? wam IP niaimd NINN DY

p) 40.72.113.16 api.sonova.cn
p) 40.73.101.203 dispatcher.sonova.cn
p) M1'T [9IN] NXPIN identity.sonova.cn
P 40.73.101.203 Core'Signa'ing""’ebz‘(’)’;‘g\';';f’fﬁ
p) 40.73.101.203 signaling-liveswitch.sonova.cn

[P niamd ix m2 T nuva IP niaumd nyd 0'¥pin NIYATIN NIFNIN] D'0YI9NN D'NIXA NINY DN
INYI9 IP-0 NIAIMD .AWOXN DTN NIRAN DY WUNNWA7 WX NINING 107 U D7 ;01 NI n
NIYATIN NN N10YI9NN [P-n niaumd .y 751 nnwn? nifiwyi ,nonin 1IN Y Hvaw 7y
.NT NOoN 7¢ NNTIRN N0NAN TRN INWN

WebRTC nwn

NN NI7WoN WWORYT 1, Xirsys-1 Twilio ,WebRTC 790 1wa nunnwn Advanced Bionics
XTI .0'0Iwo NAT 70N Niy¥nxa DNIY IR D'ONNYAN TNXR DY Y'Y YR IXY N1 K7 [DaY 7In0n
7w utka Twilio 7w Xirsys 7w IP-n niaimd 112y NNmam 17w Uxn nniny
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nixR'N!

nloun 2171019 NNy

TURN TLS TCP 443

TURN TCP, UDP 3478

TURN TLS TCP 5349

D'NMY N0NN7 NIN'Y! UDP 10000 - 60000

,Target Cl omiw"n ninip? 1 2v M1 T 9182 ninn2l UDP nix'y' 7w 21man jianinn nix'y' :pavn
nmy7? nmy "N 7y nni xwn 707 jiron nya AB Remote Support + -1 AB Remote Support
7907 D710 NI'X 271 ,AR'¥'N NN 7V V'Own? NNWOX vad 'k Advanced Bionics-7 .onwe
X77 TIAY' PINN NN LTING N7221mM 1202 TIAWY? NINYYY NIR'Y' 7 7221 1901 217 nirnan
,NT 2A¥N] ;NMY7 Ny RN 2V Nl Rwn 7017 DiNg? 29 on?o' 7y y'ov 121N IR ,N7R NIR'Y
DN 0INY DWIXYD NDIND NIFNY 7175 ,NNavin ATV NN'YWA WNnwn? NN Dingn

IP niaim>

DIY'PA DA D'YNNYNA ANRY XTIE.NMOTY 'R D'RAN 0'9TA Niy'oimn IP-p nimdy pn' :pavn
D'INION NT JNON 7Y NNTIPN NONAN TXA D'I1'Y .0"I1I'Y 17N DN OX Y 21TA7 T 17910V
JDIYATIN NIMINA

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

NIMILML / NIXIX IP niamd NIxN TR
(CN) 1o 8.210.215.149 | hk.xirsys.com |'O
(HK) a1 a0 47.242.47.214
47.242.109.143
(ZA) njppmox DT 154.127.57.220 | jb.xirsys.com NPZM9R DNT
(KE) n1p 154.16.63.120
(NA) n'am 154.16.63.252
Twilio

https://www.twilio.com/docs/api/stun-turn/regions

(AU) n*'vooix 13.210.2.128 - 13.210.2.159 au1 N'700IX
(NZ) 7 1 54.252.254.64 - 54.252.254.127
(PG) nwTnn nX1'a NXIDD 3.25.42.128 - 3.25.42.255
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https://docs.xirsys.com/?pg=ip-whitelist
https://www.twilio.com/docs/api/stun-turn/regions

NIXIN IP niam>  tx antn TN
(AR) n1'o1mx 18.231.105.32 - 18.231.105.63 br1 ragh!
(BO) na'ia| 177.71.206.192 - 177.71.206.255
(BR) 7'/ 18.230.125.0 - 18.230.125.127
(CL) n%'x
(CO) nanip
(EC) nrmupn
PY)) 'xuao
(PE) no
(UY) ximanix
(FR) nony 52.59.186.0 - 52.59.186.31 de1 Nl
(n"n2a) n'inna 18.195.48.224 - 18.195.48.255
(GB) nrman nnvmMa 18.156.18.128 - 18.156.18.255
(MK) n11oxn naITpn
(CH) yrnw
(BH) 'mm 52.66.193.96 - 52.66.193.127 in1 ITIN
(BD) w212 52.66.194.0 - 52.66.194.63
(IN) 1min 3.7.35.128 - 3.7.35.255
(IR) xrx
(KZ) juontp
(KW) nud
(OM) |xn1y
(PK) juo'po
(QA) Ny
(SA) n'miyon 2w
(LK) nj717 "o
NINYN NIFNMKRD TIN'K
(AE)
(IE) mx 52.215.253.0 - 52.215.253.63 ie1 M
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 - 3.249.63.255
(JP) 1o 13.115.244.0 - 13.115.244 .31 jp1 X
(KR) nx"ip oNT 54.65.63.192 - 54.65.63.255
(TW) xumo | 18.180.220.128 - 18.180.220.255
(ID) n'ramx 13.229.255.0 - 13.229.255.31 sg1 119210
(MY) n't'm | 54.169.127.128 - 54.169.127.191
(MM) "ynakm | 18.141.157.128 - 18.141.157.255
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Advanced Bionics
Configurarea
firewall-ului

Informatii tehnice

Ultima actualizare: 8 septembrie 2026

Configurarile firewall-ului

Companiile care au implementat un firewall pentru retea ar putea bloca conexiunile

la serviciile backend ale Sonova. Aceasta poate include accesul la fluxurile audio/video/
de date (WebRTC) in timpul unei sesiuni de programare la distanta. Daca intampinati
probleme la stabilirea unei sesiuni de programare la distantd, acest lucru ar putea fi din
cauza unui firewall.

Urméatoarele porturi si adresa IP sunt necesare pentru o sesiune de programare
la distanta. Va rugam sa contactati personalul de asistenta IT si sa le furnizati informatiile
de mai jos. Acesta trebuie sa se asigure ca urmatoarele conexiuni nu sunt blocate.

Retele web

Aplicatia Target Cl necesita acces la urmatoarele adrese si porturi pentru a functiona
corect pentru programarea la distanta.

Porturi
Port Protocol Scop
443 TCP HTTPS
Adrese IP

Majoritatea numelor de gazda se rezolva acum in adrese IP dinamice. Aceasta
inseamna ca acestea se pot schimba oricand si vor fi diferite In functie de regiunea
geografica din care se face rezolvarea numelui de gazda.

Daca nu puteti utiliza nume de gazda pe firewall-ul dvs., asigurati-va ca rezolvati
numele de gazda din propria retea protejata de firewall si utilizati acele adrese IP in loc
de cele din acest document.

A Sonova brand



Pentru a rezolva un nume de gazda pe un PC cu Windows, deschideti o linie de comanda
si tastati ,nslookup <hostname>", unde <hostname> este numele de gazda pe care dorifi
sa il rezolvati.

Pentru a rezolva un nume de gazda pe un PC cu Linux sau un Mac, deschideti o fereastra
de terminal si tastati ,host <hostname>", inlocuind <hostname> dupa caz.

Nume de gazda Necesar pentru
programarea
la distanta?
api.sonova.io atribuit dinamic Da
dispatcher.sonova.io atribuit dinamic Da
identity.sonova.io atribuit dinamic Da
gg;%'\ffiga"”g'Websy”C'prOd' 40.71.199.117 Da
signaling-liveswitch.sonova.io 20.105.216.16 Da
cloud.liveswitch.io atribuit dinamic Da

Nota: numele de gazda enumerate cu caractere aldine au atribuite in prezent fie adrese
IP cu interval dinamic, fie adrese IP dependente de locatie; prin urmare, firewall-urile ar
trebui configurate sa utilizeze numele de gazda acolo unde este posibil. Adresele IP au
fost rezolvate In Zurich, Elvetia, la data documentului si se pot modifica oricand. Adresele
IP enumerate cu caractere aldine s-au modificat de la versiunea anterioara a acestui
document.

Adrese IP specifice Chinei

Urmatoarele adrese ar trebui utilizate pentru instalarile din China, unde pot exista restrictii
de firewall la conectarea la internetul global.

Nume de gazda Necesar pentru
programarea
la distanta?
api.sonova.cn 40.72.113.16 Da
dispatcher.sonova.cn 40.73.101.203 Da
identity.sonova.cn atribuit dinamic Da
gg;%'\ff;?"”Q'Websync'pmd' 40.73.101.203 Da
signaling-liveswitch.sonova.cn 40.73.101.203 Da

Nota: numele de gazda enumerate cu caractere aldine au atribuite in prezent fie adrese
IP cu interval dinamic, fie adrese IP dependente de locatie; prin urmare, firewall-urile ar
trebui configurate sa utilizeze numele de gazda acolo unde este posibil. Adresele IP au
fost rezolvate In Zurich, Elvetia, la data documentului si se pot modifica oricand. Adresele
IP enumerate cu caractere aldine s-au modificat de la versiunea anterioara a acestui
document.
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Retele WebRTC

Advanced Bionics utilizeaza doi furnizori WebRTC, Twilio si Xirsys, pentru a permite sesiuni
de programare la distanta in care unul sau ambii participanti nu pot fi contactati direct

prin procese NAT simple. Asigurati-va ca firewall-ul este configurat atat pentru adresele IP
Xirsys, cat si pentru Twilio din regiunea dvs.

Porturi

Port Protocol Scop

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10000 - 60000 UDP Porturi de retransmitere intre noduri

Nota: porturile dintr-o gama larga de porturi UDP sunt alese dinamic de catre clientii
Target Cl, AB Remote Support si AB Remote Support + atunci cand incearca sa negocieze
conexiuni peer-to-peer directe. Advanced Bionics nu poate influenta in prezent alegerea
portului si, prin urmare, nu putem oferi indrumari cu privire la un numar limitat de porturi
care ar putea functiona intr-un mediu cu restrictii ridicate. Programarea la distanta va
functiona fara aceste porturi, dar acest lucru va afecta capacitatea clientilor de a negocia
0 conexiune peer-to-peer; in aceasta situatie, clientii vor recurge la utilizarea unui apel

de conferinta retransmis, ceea ce poate duce la o performanta mai slaba.

Adrese IP

Nota: adresele IP enumerate pe paginile urmatoare pot fi invechite. Va rugam sa folositi
si linkurile furnizate pentru a verifica daca au existat modificari intre timp. Modificarile
de la versiunea anterioara a acestui document sunt marcate cu caractere aldine.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Regiune Tari / Teritorii

China hk.xirsys.com |8.210.215.149 China (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143

Africa de Sud | jb.xirsys.com | 154.127.57.220 Africa de Sud (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Regiune ID regiune IP-uri Tari

Australia aut 13.210.2.128 - 13.210.2.159 Australia (AU)
54.252.254.64 - 54.252.254.127 | Noua Zeelanda (NZ)
3.25.42.128 - 3.25.42.255 Papua Noua Guinee (PG)

Brazilia bri 18.231.105.32 - 18.231.105.63 Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 - 18.230.125.127 Brazilia (BR)

Chile (CL)
Columbia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Germania | def 52.59.186.0 — 52.59.186.31 Franta (FR)
18.195.48.224 — 18.195.48.255 Germania (DE)
18.156.18.128 — 18.156.18.255 Marea Britanie (GB)

Macedonia de Nord (MK)
Elvetia (CH)

India int 52.66.193.96 — 52.66.193.127 Bahrain (BH)
52.66.194.0 — 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 India (IN)

Iran (IR)

Kazahstan (KZ2)
Kuweit (KW)

Oman (OM)

Pakistan (PK)

Qatar (QA)

Arabia Sauditad (SA)
Sri Lanka (LK)
Emiratele Arabe Unite
(AE)

Irlanda iel 52.215.253.0 - 52.215.253.63 Irlanda (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Japonia jp1 13.115.244.0 — 13.115.244.31 Japonia (JP)
54.65.63.192 — 54.65.63.255 Coreea de Sud (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)

Singapore |sgf 13.229.255.0 — 13.229.255.31 Indonezia (ID)

54.169.127.128 — 54.169.127.191
18.141.167.128 — 18.141.157.255

Malaezia (MY)
Myanmar (MM)
Filipine (PH)
Singapore (SG)
Thailanda (TH)
Vietnam (VN)
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Regiune ID regiune IP-uri
Coasta usi 34.203.254.0 — 34.203.254.255 Canada (CA)
de Est a 54.172.60.0 - 54.172.61.255 Costa Rica (CR)
SUA 34.203.250.0 — 34.203.251.255 Republica Dominicana
(Virginia) 3.235.111.128 — 3.235.111.255 (DO)
El Salvador (SV)
Guatemala (GT)
Mexic (MX)
Panama (PA)
Statele Unite (SUA)
Coasta us2 34.216.110.128 — 34.216.110.159 | Statele Unite:
de Vest a 54.244.51.0 — 54.244.51.255 Alaska (SUA-AK)
SUA 44.234.69.0 — 44.234.69.127 Arizona (SUA-AZ)
(Oregon) California (SUA-CA)

Colorado (SUA-CO)
Hawaii (SUA-HI)

Idaho (SUA-ID)
Kansas (SUA-KS)
Montana (SUA-MT)
Nebraska (SUA-NE)
Nevada (SUA-NV)
New Mexico (SUA-NM)
Oklahoma (SUA-OK)
Oregon (SUA-OR)
Dakota de Sud (SUA-SD)
Utah (SUA-UT)
Washington (SUA-WA)
Wyoming (SUA-WY)

Canada:

Alberta (CA-AB)
Columbia Britanica
(CA-BC)

Teritoriile de Nord-Vest
(CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Nota: Orice tara care nu este mentionata in mod specific va utiliza regiunea Twilio Germania.
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Advanced Bionics
Konfigurace firewallu

Technickeé informace

Posledni aktualizace: 8. zaii 2026

Konfigurace firewallu

Spole¢nosti s nainstalovanym sitovym firewallem by mohly potencialné blokovat pfipojeni
k backendovym sluzbam spole¢nosti Sonova. To mlze zahrnovat pfistup k audio/video/
datovym streamim (WebRTC) béhem relace vzdaleného programovani. Pokud mate
problémy s navazanim spojeni k zahajeni relace vzdaleného programovani, mize to byt
zpUsobeno prave timto firewallem.

Pro relaci vzdaleného programovani jsou vyzadovany nasledujici porty a IP adresy.
Kontaktujte prosim pracovniky podpory pro informacnich technologie (IT) a poskytnéte jim
nize uvedené informace. Musi ovéfit, zda nejsou blokovana néasleduijici pfipojeni.

Webové sité

Aplikace Target Cl vyzaduje pro spravné fungovani pfi vzdaleném programovani pfistup
k nasledujicim adresam a portdm.

Porty
Port Protokol Ucel
443 TCP HTTPS
IP adresy

VétSina nazvl hostitell se nyni pfevadi na dynamické IP adresy. To znamena, Ze se
mohou kdykoli zménit a budou se liSit v zavislosti na geografické oblasti, ze které se
prevod nazvu hostitele provadi.

Pokud nemUzete ve svém firewallu pouZivat nazvy hostitell, zajistéte prevod nazvd
hostitell z vlastni sité chranéné firewallem a pouzivejte tyto IP adresy namisto adres
uvedenych v tomto dokumentu.

A Sonova brand



Chcete-li nazev hostitele prevést v pocitaci se systémem Windows, oteviete ptikazovy
fadek a zadejte ,nslookup <hostname>*“, kde <hostname> je nazev hostitele, kterého
chcete prevést.

Chcete-li nazev hostitele prevést v pocitaCi se systémem Linux nebo Mac, oteviete okno
terminalu a zadejte ,host <hostname>*“ s nahrazenim néazvu hostitele <hostname> podle
potfeby.

Nazev hostitele IP adresy Potiebné pro vzdalené

programovani?

api.sonova.io dynamicky pfifazeno Ano
dispatcher.sonova.io dynamicky pfifazeno Ano
identity.sonova.io dynamicky pfifazeno Ano
Core—siglnaling—websync—prod. 40.71.199.117 Ano
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Ano
cloud.liveswitch.io dynamicky pfifazeno Ano

Poznamka: Nazvy hostitell uvedené tuéné maji v soucasnosti pfitazeny bud IP adresy
s dynamickym rozsahem, nebo IP adresy zavislé na poloze; firewally by proto mély
byt nakonfigurovany tak, aby pokud mozno pouzivaly nazev hostitele. IP adresy byly
prevedeny v Curychu ve Svycarsku k datu vytvoreni dokumentu a mohou se kdykoli
zmeénit. IP adresy uvedené tuéné se od predchozi verze tohoto dokumentu zménily.

IP adresy specifické pro Cinu

Néasledujici adresy by se mély pouZivat pro instalace v Cin&, kde mohou existovat omezenti
pro brany firewall pfi pfipojeni ke globalnimu internetu.

Nazev hostitele IP adresy Potfebné pro vzdalené
programovani?

api.sonova.cn 40.72.113.16 Ano
dispatcher.sonova.cn 40.73.101.203 Ano
identity.sonova.cn dynamicky pfifazeno Ano
core-signaling-websync-prod. 40.73.101.203 Ano
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 Ano

Poznamka: Nazvy hostiteld uvedené tuéné maji v sou¢asnosti pfifazeny bud IP adresy
s dynamickym rozsahem, nebo IP adresy zavislé na poloze; firewally by proto mely
byt nakonfigurovany tak, aby pokud mozno pouzivaly nazev hostitele. IP adresy byly
prevedeny v Curychu ve Svycarsku k datu vytvoreni dokumentu a mohou se kdykoli
zmeénit. IP adresy uvedené tuéné se od pfedchozi verze tohoto dokumentu zmeénily.
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Sité WebRTC

Spole¢nost Advanced Bionics vyuziva dva poskytovatele siti WebRTC, Twilio a Xirsys,

k umoznéni relaci vzdaleného programovani, kde se nelze s jednim nebo obéma ucastniky
pfimo spojit prostrednictvim jednoduchych procesd NAT. Zajistéte prosim, aby byl vas
firewall ve vasem regionu nakonfigurovan na IP adresy Xirsys i Twilio.

Porty
Port Protokol Ugel
443 TCP TURN TLS
3478 TCP, UDP TURN
5349 TCP TURN TLS
10000-60000 UDP Porty pro pfenos mezi ucastniky
prostfednictvim pfedavaci sluzby

Poznamka: pfi pokusu o vyjednani pfimych peer-to-peer pfipojeni jsou klienty aplikace
Target Cl, AB Remote Support a AB Remote Support + dynamicky vybirany porty

z velkého rozsahu portd UDP. Spole¢nost Advanced Bionics v sou¢asné dobé vybér
portu nemuze ovlivnit, a proto nemizeme poskytnout pokyny ohledn& omezeného podtu
portl, které by mohly fungovat v prosttedi s velkymi omezenimi. Vzdalené programovani
bude fungovat i bez téchto portd, ale ovlivni to schopnost klientd vyjednavat peer-to-peer
pfipojent; v této situaci se klienti budou muset vratit k pouzivani konferen¢niho hovoru

s prenosem pres predavaci sluzbu, coz midze mit za nasledek horsi fungovani.

IP adresy

Poznamka: IP adresy uvedené na nasledujicich strankach mohou byt zastaralé.
Nezapomerite také pomoci uvedenych odkazl ovérit, zda mezitim nedoslo k né&jakym
zménam. Zmeény od predchoziho vydani tohoto dokumentu jsou vyznaéeny tuéné.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Hostitel IP adresy Staty/azemi

Cina hk.xirsys.com |8.210.215.149 Cina (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143

Jihoafricka jb.xirsys.com | 154.127.57.220 Jihoafricka republika (ZA)

republika 154.16.63.120 Kena (KE)
154.16.63.252 Namibie (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Region ID regionu IP adresy Staty

Australie aut 13.210.2.128 - 13.210.2.159 Australie (AU)
54.252.254.64 — 54.252.254.127 Novy Zéland (NZ)
3.25.42.128 — 3.25.42.255 Papua Nova Guinea (PG)

Brazilie bri 18.231.105.32 - 18.231.105.63 Argentina (AR)

177.71.206.192 — 177.71.206.255 | Bolivie (BO)
18.230.125.0 — 18.230.125.127 Brazilie (BR)
Chile (CL)
Kolumbie (CO)
Ekvador (ES)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Némecko |def 52.59.186.0 — 52.59.186.31 Francie (FR)
18.195.48.224 — 18.195.48.255 Némecko (DE)
18.156.18.128 — 18.156.18.255 Velkéa Britanie (GB)
Severni Makedonie (MK)
Svycarsko (CH)

Indie in1 52.66.193.96 — 52.66.193.127 Bahrajn (BH)
52.66.194.0 — 52.66.194.63 Bangladés (BD)
3.7.356.128 - 3.7.35.255 Indie (IN)

fran (IR)

Kazachstan (K2)
Kuvajt (KW)

Oman (OM)

Pakistan (PK)

Katar (QA)

Saudska Arabie (SA)
Sri Lanka (LK)
Spojené arabské emiraty

(AE)
Irsko iel 52.215.253.0 - 52.215.253.63 Irsko (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japonsko |jpT 13.115.244.0 — 13.115.244.31 Japonsko (JP)
54.65.63.192 — 54.65.63.255 Jizni Korea (KR)
18.180.220.128 — 18.180.220.255 | Tchaj-wan (TW)
Singapur sg1 13.229.255.0 — 13.229.255.31 Indonésie (ID)

54.169.127.128 — 54.169.127.191 | Malajsie (MY)
18.141.157.128 — 18.141.157.255 | Myanmar (MM)
Filipiny (PH)
Singapur (SG)
Thajsko (TH)
Vietnam (VN)
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Region ID regionu IP adresy Staty
Vychodni ust 34.203.254.0 — 34.203.254.255 Kanada (CA)
pobrezi 54.172.60.0 - 54.172.61.255 Kostarika (CR)
USA 34.203.250.0 — 34.203.251.255 Dominikanska republika
(Virginie) 3.235.111.128 — 3.235.111.255 (DO)
Salvador (SV)
Guatemala (GT)
Mexiko (MX)
Panama (PA)
Spojené staty (USA)
Zapadni us2 34.216.110.128 — 34.216.110.159 | Spojené staty:
pobrezi 54.244.51.0 - 54.244.51.255 Aljaska (US-AK)
USA 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)
(Oregon) Kalifornie (US-CA)

Colorado (US-CO)
Havaj (US-HI)

Idaho (US-ID)
Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
Nové Mexiko (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Jizni Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Kanada:

Alberta (CA-AB)

Britska Kolumbie (CA-BC)
Severozapadni teritoria
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

Poznamka: Pro vSechny staty, které zde nejsou uvedeny, se pouzije region Twilio

Némecko.
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Advanced Bionics
Konfiguracia systemu
firewall

Technickeé informacie

Posledna aktualizacia: 8. septembra 2026

Konfiguracia systému firewall

Spolo¢nosti s naindtalovanym sietovym systémom firewall by mohli potenciéalne zablokovat
pripojenia k backendovym sluzbam spolo¢nosti Sonova. Méze ist okrem iného o pristup

k audio/video/datovym streamom (WebRTC) pocas relacie dialkového programovania.

Ak mate problémy s nadviazanim relacie dialkového programovania, méze to byt
spbsobené systémom firewall.

Pre relaciu dialkového programovania sa vyzaduju nasledujuce porty a IP adresy.
Kontaktujte pracovnikov podpory informacnych technoldgii (IT) a poskytnite im nizSie
uvedené informacie. Musia sa uistit, ze nasledujlce pripojenia nie su zablokovaneé.

Webové siete

Aplikacia Target Cl vyzaduje pre spravne fungovanie pri dialkovom programovani pristup
k nasledujucim adresam a portom.

Porty

Port Protokol Ucel
443 TCP HTTPS
IP adresy

V&CSina hostitelskych mien sa teraz rozpoznava dynamickymi IP adresami.
To znamena, ze sa mb6zu kedykolvek zmenit a budu sa liSit v zavislosti od geografickej
oblasti, z ktorej sa rozpoznanie hostitelskeho mena vykonava.

Ak nemobzete pouzit hostitelské mena vo vasom systéme firewall, uistite sa, ze ste
prelozili hostitelské mena z vasej vlastnej siete chranenej systémom firewall a pouzili
tieto IP adresy namiesto tych, ktoré su uvedené v tomto dokumente.

A Sonova brand



Ak chcete prelozit hostitelské meno v pocitaci so systemom Windows, otvorte prikazovy
riadok a zadajte prikaz ,nslookup <hostitelské meno>*“, kde <hostitelské meno>
zodpoveda hostitel[skému menu, ktorého chcete prelozit.

Ak chcete prelozit hostitelské meno na pocitaCi so systémom Linux alebo Mac, otvorte
okno terminalu a zadajte ,host <hostitelské meno>"“ a podla potreby nahradte <hostitelské
meno>.

Hostitelské meno IP adresy Vyzaduje sa dialkové

programovanie?

api.sonova.io dynamicky priradené Ano
dispatcher.sonova.io dynamicky priradené Ano
identity.sonova.io dynamicky priradené Ano
Core—siglnaling—websync—prod. 40.71.199.117 Ano
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Ano
cloud.liveswitch.io dynamicky priradené Ano

Poznamka: Hostitelské menéa uvedené tuénym pismom maju v sucasnosti priradené bud
IP adresy s dynamickym rozsahom, alebo IP adresy zavislé od lokality. Systémy firewall by
preto mali byt nakonfigurované tak, aby pouzivali hostitel[ské meno, kdekolvek je to mozné.
IP adresy boli prelozené vo SvajCiarskom Zurichu v den, ktory je uvedeny v dokumente,

a mbzu sa kedykolvek zmenit. IP adresy uvedené tuénym pismom sa od predchadzajucej
verzie tohto dokumentu zmenili.

IP adresy $pecifické pre Cinu

Nasledujuce adresy by sa mali pouZivat pre intalacie v Cine, kde mézu existovat
obmedzenia systému firewall pri pripajani sa ku globalnemu internetu.

Hostitelské meno IP adresy Vyzaduje sa dialkové

programovanie?

api.sonova.cn 40.72.113.16 Ano
dispatcher.sonova.cn 40.73.101.2083 Ano
identity.sonova.cn dynamicky priradené Ano
core-signaling-websync-prod. 40.73.101.203 Ano
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 Ano

Poznamka: Hostitelské mena uvedené tuénym pismom maju v suc¢asnosti priradené bud
IP adresy s dynamickym rozsahom, alebo IP adresy zavislé od lokality. Systémy firewall by
preto mali byt nakonfigurované tak, aby pouzivali hostitelské meno, kdekolvek je to mozné.
IP adresy boli prelozené vo SvajCiarskom Zurichu v den, ktory je uvedeny v dokumente,

a mbdzu sa kedykolvek zmenit. IP adresy uvedené tuénym pismom sa od predchadzajucej
verzie tohto dokumentu zmenili.
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WebRTC siete

Spolo¢nost Advanced Bionics vyuziva dvoch poskytovatelov siete WebRTC, Twilio a Xirsys,
na umoznenie dialkovych programovacich relacii, kde nie je mozné priamo kontaktovat
jedného alebo oboch ucastnikov prostrednictvom jednoduchych procesov NAT. Uistite sa,
ze vas firewall je nakonfigurovany pre IP adresy Xirsys aj Twilio vo vaSom regione.

Porty
Port Protokol Ugel
443 TCP TURN TLS
3478 TCP, UDP TURN
5349 TCP TURN TLS
10000 - 60000 UDP Porty pre peer relay (sprostredkovatel pre
ostatné rovnocenné uzly)

Poznamka: porty z velkého rozsahu portov UDP su dynamicky vyberané klientmi aplikacii
Target Cl, AB Remote Support a AB Remote Support + pri pokuse o dohodnutie priamych
peer-to-peer pripojeni. Spolocnost Advanced Bionics momentélne nedokaze ovplyvnit
vyber portu, a preto nemdzeme poskytnut usmernenie tykajuce sa obmedzeného poctu
portov, ktoré by mohli fungovat vo velmi obmedzenom prostredi. Dialkové programovanie
bude fungovat aj bez tychto portov, ale to ovplyvni schopnost klientov dohodnut peer-to-
peer pripojenie; v tejto situacii sa klienti vratia k pouzivaniu prenasaného konferenéného
hovoru, ¢o mb&ze viest k nizSiemu vykonu.

IP adresy

Poznamka: Je mozné, ze IP adresy uvedené na nasledujucich strankach nie su
aktualizované. Nezabudnite tiez pouzit uvedené odkazy na overenie, ¢i medzitym nenastall
nejaké zmeny. Zmeny od predchadzajuceho vydania tohto dokumentu su vyznaéené
tuénym pismom.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Hostitel IP adresy Krajiny/Uzemia
Cina hk.xirsys.com |8.210.215.149 Cina (CN)
47.242.47.214 Hongkong (HK)
47.242.109.143
Juzna Afrika jb.xirsys.com | 154.127.57.220 Juzna Afrika (ZA)
154.16.63.120 Kena (KE)
154.16.63.252 Namibia (NA)
Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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Region ID regionu IP adresy Krajiny
Austrélia aul 13.210.2.128 - 13.210.2.159 Austrélia (AU)
54.252.254.64 - 54.252.254.127 | Novy Zéland (NZ)
3.25.42.128 - 3.25.42.255 Papua Nova Guinea (PG)
Brazilia bri 18.231.105.32 - 18.231.105.63 Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 - 18.230.125.127 Brazilia (BR)
Cile (CL)
Kolumbia (CO)
Ekvador (ES)
Paraguaj (PY)
Peru (PE)
Uruguaj (UY)
Nemecko def 52.59.186.0 — 52.59.186.31 Francuzsko (FR)
18.195.48.224 — 18.195.48.255 Nemecko (DE)
18.156.18.128 — 18.156.18.255 Velka Britania (GB)
Severné Macedonsko
(MK)
Svajciarsko (CH)
India int 52.66.193.96 — 52.66.193.127 Bahrajn (BH)
52.66.194.0 - 52.66.194.63 Bangladés (BD)
3.7.35.128 — 3.7.35.255 India (IN)
Iran (IR)
Kazachstan (KZ)
Kuvajt (KW)
Oman (OM)
Pakistan (PK)
Katar (QA)
Saudska Arabia (SA)
Sri Lanka (LK)
Spojené arabské emiraty
(AE)
frsko ie 52.215.253.0 — 52.215.253.63 irsko (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255
Japonsko jp1 13.115.244.0 — 13.115.244.31 Japonsko (JP)
54.65.63.192 — 54.65.63.255 Juzna Kaorea (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)
Singapur sg1 13.229.255.0 — 13.229.255.31 Indonézia (ID)
54.169.127.128 — 54.169.127.191 | Malajzia (MY)
18.141.157.128 — 18.141.157.255 | Mjanmarsko (MM)
Filipiny (PH)
Singapur (SG)

Thajsko (TH)
Vietnam (VN)
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Region ID regidonu IP adresy Krajiny

Vychodné | usT 34.203.254.0 — 34.203.254.255 Kanada (CA)
pobrezie 54.172.60.0 - 54.172.61.255 Kostarika (CR)
USA 34.203.250.0 — 34.203.251.255 Dominikanska republika
(Virginia) 3.235.111.128 - 3.235.111.255 (DO)
Salvador (SV)
Guatemala (GT)
Mexiko (MX)
Panama (PA)
Spojené Staty (USA)
Zapadné us2 34.216.110.128 — 34.216.110.159 | Spojené Staty:
pobrezie 54.244.51.0 — 54.244.51.255 Aljaska (USA-AK)
USA 44.234.69.0 — 44.234.69.127 Arizona (USA-AZ)
(Oregon) Kalifornia (USA-CA)

Colorado (USA-CO)
Havaj (USA-HI)

ldaho (USA-ID)

Kansas (USA-KS)
Montana (USA-MT)
Nebraska (USA-NE)
Nevada (USA-NV)
Nové Mexiko (USA-NM)
Oklahoma (USA-OK)
Oregon (USA-OR)
Juzna Dakota (USA-SD)
Utah (USA-UT)
Washington (USA-WA)
Wyoming (USA-WY)

Kanada:

Alberta (CA-AB)

Britska Kolumbia (CA-BC)
Severozapadné teritéria
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

Poznamka: Pre kazdu krajinu, ktora nie je vyslovne uvedena, sa pouzije region Twilio
Nemecko.
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Advanced Bionics
KoHdirypauin
6pangmayepa

TexHiyHa iHpopmauin

OcTaHHE OHOBNEHHA: 8 BepecHA 2026 p.

KoHirypauii 6panamayepa

KomnaHii i3 BcTaHOBNEHUM MepexxeBUM bpaHaMayepoM NOTEHLINHO MOXYTb 610KyBaT/ NiAKNOUEHHA A0
cepBepHuMx cyx6 Sonova. Moxe NTunca, 30kpema, Npo A0CTynN A0 NOTOKIB ayAio / Bigeo / aaHux (WebRTC)
nig yac ceaHcy BiaaaneHoro nporpamyBaHHaA. fAKLLO y BaC BUHMKaOTb Npo6ieMu i3 BCTaHOBIEHHAM
CeaHcy BifaaneHoro nporpamyBaHHs, Lie Moxe OyTu noB’a3aHo 3 bpaHaMayepom.

[inAa ceaHcy BigfaneHoro NporpamyBaHHA NOTPiOHI HaBefeHi HUXYe NopTu Ta IP-agpeca. 3BepHiTbcA [0
Cny>kom nigTpumKn iHGopmauinHux TexHonorin (IT) i HapanTe iM HaBeAeHY HIXKYe iHpopmaLito. BoHu
MOBUHHI NEPEKOHATMICA, O HaBeAEHi HIXKYe 3'€aHaHHA He 3a6N0KOBaHO.

Bebmepexa

[na kopekTHOT poboTy nporpamu Target Cl gna BigfaneHoro nporpamyBaHHaA NOTpibeH JoCTyn Jo
HaBefeHMX HMKYe agpec i NopTiB.

MNopTun
Mpotokon
443 TCP HTTPS
IP-agpecw

binbLwicTb imeH XoCTiB Tenep po3ni3HaloTbcA AK AUHaMiYHI IP-agpecw. Lle 03Hauag, WWo BOHN MOXYTb
OyZb-KONU 3MIHUTUCA 1 BifPi3HATUMYTbCA 3aNeXHO Bif reorpadiuHOro periony, 3 AKOro 34iMCHIOETbCA
BU3HAYeHHA iMeHi XocTa.

AKLLO BM He MOXeTe BUKOPWCTOBYBATY iMEeHa XOCTiB Ha CBOEMY OpaHaMayepi, NepeKoHanTecs, Lo
BU BU3HAUMAM iMEHa XOCTIB i3 BNacHOI MepeXi 3 6paHaMayepoMm i BUKopucToByiiTe i IP-agpecy, a He
3a3HayeHi B LibOMY JOKYMEHTI.

A Sonova brand



o6 Br3HaunTth im'a xocTa Ha MK 3 Windows, Bigkpuiite KomaHaHWIA pAAOK i BBeAiTb «nslookup <im'a
XOCTa>», Aie <iM'Al XoCcTa> — Lie iM’A X0CTa, AKe NOTPIOHO BU3HAUNTN.

LLlo6 Bn3HaunTy im'a xocTa Ha MK 3 Linux abo Mac, BigkpuiiTe BikHO TepMmiHany Ta BBefiTb «host <im'sa
XOCTa>», 3aMiHMBLLM <iM'A XOCTa> BiAMOBIAHNM YMHOM.

Im’a XxocTa IP-appecn MoTtpi6bHo gna BigAaneHoro
nporpamyBaHHA?
api.sonova.io AVHAMIYHO MPU3HAYEHO Tak
dispatcher.sonova.io AVHAMIYHO MPU3HAYEHO Tak
identity.sonova.io AVHAMIYHO MPU3HAYEHO Tak
core-signaling-websync-prod.sonova.io 40.71.199.117 Tak
signaling-liveswitch.sonova.io 20.105.216.16 Tak
cloud.liveswitch.io AMHAMIYHO MPU3HAYEHO Tak

MpumiTKa. IMeHam XoCTiB, BUAINEHUM MUPHUM WpUdTOM, Hapasi Npr3HavatoTbcA abo IP-agpecn

3 AMHaMiYyHKM Aiana3oHoMm, abo IP-agpecn, 3anexHi Bif po3TallyBaHHsA; TOMy OpaHaMayepu cnig,
HanalTyBaTV Ha BUKOPUCTAHHA iMeHi XOCTa, Ae Lie MoxnuBo. IP-agpecn 6yno HapaHo B Liopuxy,
LLIBeuapisa, CTaHOM Ha AaTy CKNafaHHA JOKYMEHTa, i BOHM Oyfb-KONM MOXYTb 3MiHUTUCA. IP-agpecn,
BUAINEHI XKUPHUM WPNPTOM, 3MIHUNNCA i3 Yacy NonepeaHbOI BepCii Liboro JOKYMeHTa.

IP-agpecn, cneundivuHi gna Kntato

HaBepeHi HUXKue agpecn cnif BUKOPUCTOBYBATU ANA BCTAHOB/IEHHA B KiTal, e MOXYTb 3aCTOCOBYBaTUCh
obmexeHHA bpaHamayepa nig yac nigKnyeHHaA Jo rnobanbHOT Mepexi IHTepHeT.

Im’a xocTa IP-appecn MoTpi6bHO Ansa BigganeHoro
nporpamyBaHHA?
api.sonova.cn 40.72.113.16 Tak
dispatcher.sonova.cn 40.73.101.203 Tak
identity.sonova.cn AVHAMIYHO NMPU3HAYEHO Tak
core-signaling-websync-prod.sonova.cn 40.73.101.203 Tak
signaling-liveswitch.sonova.cn 40.73.101.203 Tak

MpumiTKa. IMeHam XoCTiB, BUAINEHNM MUPHUM WpUdTOM, Hapasi Npr3HavatoTbcA abo IP-agpecn

3 IMHaMiYyHKM iana3oHoMm, abo IP-agpecw, 3anexHi Big po3TallyBaHHA; TOMy OpaHaMayepm chif
HanalTyBaTV Ha BUKOPUCTAHHA iMeHi XOCTa, Aie Lie MoxnuBo. IP-agpecn 6yno HagaHo B Liopuxy,
LLIBeiuapisa, CTaHOM Ha faTy CKNafaHHA JOKYMEHTa, i BOHM Oyfb-KONM MOXYTb 3MiHUTUCA. IP-agpecn,
BUAINEHI XKUPHUM WPNEPTOM, 3MIHUNNCA i3 Yacy NonepeHbOI BepCil LbOro AOKYMEHTa.

Mepexi WebRTC

Advanced Bionics 3anyuae gBox noctavanbHukiB WebRTC, Twilio Ta Xirsys, ana nposefieHHaA ceaHciB
BiAJaNeHoro NporpaMyBaHHA, KO 3 OAHUM a60 060Ma YYaCHUKaMI HEMOXKJIMBO 3B'A3aTNCA
6e3nocepenHbO 3a gonomoroto npoctux npouecis NAT. [lepekoHaiiTecs, Wwo Baw bpaHamayep
HanawToBaHo ana IP-agpec Xirsys 1a Twilio y Bawomy perioHi.
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MNopTn

MopTt MpoTokon Meta

443 TCP TURNTLS

3478 TCP, UDP TURN

5349 TCP TURNTLS

10000 - 60000 uDP MopTun ana peTpaHcnALil MiX By3namu

Mpumitka. MopTwn 3 Benukoro gianasoHy noptis UDP knieHtn Target Cl, AB Remote Support Ta

AB Remote Support + B16rpatoTb JMHAMIYHO Nifg Yac cnpobu y3roanTi NpAMi 3'€4HaHHA MiXK By3namu.
Advanced Bionics Hapa3i He Moe BNN1BaTK Ha BUOIp MOPTY, TOMY MU HEe MOXKEMO HafaTy pekoMmeHAaLi
o0 obMeXxeHoi KinbKOoCTi NOPTIB, AKi MOXYTb NPaLoBaTh B yMOBaX Ay»e 0OMeXXeHOro cepeioBuLLa.
BinpaneHe nporpamyBaHHA npautoBaTume 6e3 LX NOPTIB, ane Lie BNMHe Ha 34aTHICTb KNIiEHTIB
AOMOBIIATUCA NPO 3'€JHAHHA MiX BY3/1aMK; Y LbOMY pa3i KNiEHTU NOBEPHYTbCA A0 BUKOPUCTAHHA
peTpaHCNALiINHOro KoHdepeHL-A3BiHKa, L0 MOXe NPWU3BECTM [0 3HKeHHA epeKTUBHOCTI.

IP-agpecun

Mpumitka. IP-agpecw, 3a3HayeHi Ha HaBeAeHMX HIPKYEe CTOPIHKAX, MOXYTb OyTu 3acTapinumu. Takox
CKOpUCTaNTeCA HalaHMU NOCUNAHHAMM, o6 NepeBipuTy, UM BiATOAI He BigOynunca aKkicb 3MiHU. 3MiHK,
AKi Bigbynnca 3 MOMeHTY nonepeaHbOro BUMYCKY LibOro OKYMEHTa, MO3HAaY€HO XXUPHUM WwpudTom.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Perion Kpainm / Teputopii

Kutai hk.xirsys.com 8.210.215.149 Kutain (CN)
47.242.47.214 [oHKOHT (HK)
47.242.109.143

MiBoeHHa Adpuka | jb.xirsys.com 154.127.57.220 MiBoeHHa Adppuka (ZA)
154.16.63.120 KeHis (KE)
154.16.63.252 Hamibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions

Perion IpenTudikatrop IP-appecu
perioHy
AscTpanis aul 13.210.2.128 - 13.210.2.159 Asctpanis (AU)
54.252.254.64 - 54.252.254.127 Hoga 3enaHpis (NZ)
3.25.42.128 - 3.25.42.255 Manya-HoBa IBiHeA (PG)
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https://docs.xirsys.com/?pg=ip-whitelist 
https://www.twilio.com/docs/api/stun-turn/regions

PerioH IpenTudikarop IP-appecu

perioHy

Bpaszunis br1 18.231.105.32 - 18.231.105.63 ApreHTunHa (AR)
177.71.206.192 - 177.71.206.255 bonigia (BO)
18.230.125.0 — 18.230.125.127 Bpasunis (BR)

Yuni (CL)

Konymbisa (CO)
ExBapop (EC)
Mapargaii (PY)

Mepy (PE)

Ypyrsan (UY)
HimeuunHa del 52.59.186.0 - 52.59.186.31 OpaHuia (FR)
18.195.48.224 — 18.195.48.255 HimeuunHa (DE)
18.156.18.128 — 18.156.18.255 Benuka bputaHis (GB)
MiBHiuHa MakepoHisa (MK)
LWBenuapis (CH)

IHpis in1 52.66.193.96 — 52.66.193.127 BbaxpeliH (BH)
52.66.194.0 — 52.66.194.63 banrnagew (BD)
3.7.35.128 - 3.7.35.255 [HAia (IN)

IpaH (IR)

KazaxcTaH (KZ)

Kysent (KW)

OmaH (OM)

MakncrtaH (PK)

Katap (QA)

CaypiBcbka Apasis (SA)
Wpi-NaHka (LK)
06’enHaHi ApabcbKi EmipaTn

(AE)
Ipnangis iel 52.215.253.0 - 52.215.253.63 Ipnangia (IE)
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 - 3.249.63.255
AnoHis jp1 13.115.244.0 - 13.115.244.31 Anonia (JP)
54.65.63.192 - 54.65.63.255 NisaeHHa Kopes (KR)
18.180.220.128 - 18.180.220.255 | TanBaHb (TW)
CunHranyp sg1 13.229.255.0 - 13.229.255.31 IHaoHesiA (ID)

54.169.127.128 - 54.169.127.191 Manansia (MY)
18.141.157.128 - 18.141.157.255 M’'auma (MM)
Oininninn (PH)
Cunranyp (SG)
Tainang (TH)
B’etHam (VN)
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PerioH IpenTudikarop IP-appecu

perioHy
CxigHe ust 34.203.254.0 — 34.203.254.255 Kanaga (CA)
y36epexxa 54.172.60.0 - 54.172.61.255 Kocta-Puka (CR)
CLIA 34.203.250.0 — 34.203.251.255 JomiHikaHcbKa Pecriybnika
(BipauHis) 3.235.111.128 - 3.235.111.255 (DO)
CanbBagop (SV)
lBaTtemana (GT)
Mekcuka (MX)
MaHama (PA)
CnonyueHi LLtatn Amepukn
(US)
3axigHe us2 34.216.110.128 - 34.216.110.159 Cnonyuyeni LLItatn Amepuku:
y36epexxa 54.244.51.0 - 54.244.51.255 Ansacka (US-AK)
CWA 44.234.69.0 - 44.234.69.127 Apu3zoHa (US-AZ)
(OperoH) KanipopHia (US-CA)
Konopago (US-CO)
rasai (US-HI)

Anpaxo (US-ID)

Kan3ac (US-KS)
MonTaHa (US-MT)
Heb6packa (US-NE)
Hesapa (US-NV)
Hblo-Mekcuko (US-NM)
Oxknaxoma (US-OK)
OperoH (US-OR)
MisoeHHa JakoTa (US-SD)
tOTa (US-UT)
BawmHrToH (US-WA)
BaiiomiHr (US-WY)

Kanaga:

Anbbepta (CA-AB)
BpuTaHcbka Konymbisa (CA-BC)
[MiBHiYHO-3axigHi TepuTOPIl
(CA-NT)

CackaueBaH (CA-SK)

tOkoH (CA-YT)

Mpumitka. na 6yab-AKOi KpaiHW, He 3a3HaYeHOT B OKPEMOMY CMNICKY, BUKOPVCTOBYBATMETbCA PErioH
Twilio «<HimeuumnHa».
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BiAE Windows PC _Ef#NT M4, T T 24~ 774 A “nslookup <hostname>”, L
<hostname> & LTI TN H .

AT Linux PC 5% Mac T THL4, 1T T 20 & 1 5 A\ “host <hostname>", JERLIE
M <hostname>.

FhL4 IP TR T RE?
api.sonova.io BNA I3 L &
dispatcher.sonova.io NI =
identity.sonova.io BNA I3 L &
Core—S|glnaImg—websync—prod. 40.71.199 117 H
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 &
cloud.liveswitch.io A &
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Fh4 IP TREMERBRE?
api.sonova.cn 40.72.113.16 ys
dispatcher.sonova.cn 40.73.101.203 &
identity.sonova.cn BNA I &
core-signaling-websync-prod. 40.73.101.203 =
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 v
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443 TCP TURN TLS
3478 TCP. UDP TURN

5349 TCP TURN TLS
10000 - 60000 | UDP S0l 3 e 2k o 1
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Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

X 35k FEH IP E R/ X
v [ hk.xirsys.com |8.210.215.149 Hi[E (CN)
47.242.47.214 it (HK)
47.242.109.143
ZEIE jo.xirsys.com | 154.127.57.220 FAE (ZA)
154.16.63.120 H e (KE)
154.16.63.252 KL (NA)
Twilio
https://www.twilio.com/docs/api/stun-turn/regions
X 35k X1 1D IP Hx
AN N2 au 13.210.2.128 - 13.210.2.159 WOKFE (AU)
54.252.254.64 - 54.252.254.127 | Frii: (NZ)
3.25.42.128 - 3.25.42.255 ELA BT JLN E (PG)
A bri 18.231.105.32 - 18.231.105.63 B EE (AR)
177.71.206.192 — 177.71.206.255 | 3 F|4E (BO)
18.230.125.0 — 18.230.125.127 BV (BR)
A (CL)
AHMEELIE (CO)
JERZ /K (EC)
e (PY)
T (PE)
Bk E (UY)
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https://docs.xirsys.com/?pg=ip-whitelist
https://www.twilio.com/docs/api/stun-turn/regions

X 35 X1 ID IP EZxK

1t 5] dei 52.59.186.0 — 52.59.186.31 I (FR)
18.195.48.224 — 18.195.48.255 4% (DE)
18.156.18.128 — 18.156.18.255 Ji[E (GB)

b5 (MK)
Fir 1 (CH)

E1)i in1 52.66.193.96 — 52.66.193.127 ELAK (BH)
52.66.194.0 — 52.66.194.63 Az (BD)
3.7.35.128 — 3.7.35.255 ENEE (IN)

3 (IR)

B BT IH ((K2Z)
B (KW)

fif &2 (OM)

L (PK)

KR (QA)
PHRBTRAR (SA)

W >R (LK)
BT S P K (AE)

FIR L ie 52.215.253.0 —- 52.215.253.63 %K% (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

H A ip1 13.115.244.0 — 13.115.244.31 HA (JP)
54.65.63.192 — 54.65.63.255 i [E (KR)
18.180.220.128 — 18.180.220.255 | &5 (TW)

B sg1 13.229.255.0 — 13.229.255.31 B JE VL (ID)
54.169.127.128 — 54.169.127.191 | K4 (MY)
18.141.157.128 — 18.141.157.255 | 4fify) (MM)

e (PH)
Brimk (SG)
R (TH)
B (VN)

LE AR | ust 34.203.254.0 — 34.203.254.255 nZk (CA)

(I e 54.172.60.0 - 54.172.61.255 BHTIAZN (CR)

I 34.203.250.0 — 34.203.251.255 Z A eI AE (DO)

3.235.111.128 — 3.235.111.255

K2R BLZ (SV)
a4y (GT)
PG E (MX)
B (PA)
K (US)
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X 35 X1 ID IP EZxK

%'%ﬂ_ﬁ;% us2 34.216.110.128 - 34.216.110.159 | [
(X 54.244.51.0 — 54.244.51.255 B bz 37 in M1 (US-AK)
AiD) 44.234.69.0 — 44.234.69.127 AR ZH I (US-AZ)

A48 JE WM (US-CA)
BB hr £ )1 (US-CO)
KM (US-HI)
RIS (US-ID)

BEgE M (US-KS)
FAREM (US-MT)

WA R M (US-NE)
W AEIE M (US-NV)
BB PHEF N (US-NM)
i b 54 (US-OK)
WA XM (US-OR)
A RHib N (US-SD)
oAb (US-UT)

HE &AM (US-WA)
PRI (US-WY)

JIEDN

7k A% (CA-AB)
ANHEEAS EE VA
(CA-BC)

X (CA-NT)

5 W& 1 A (CA-SK)
B2 HIX (CA-YT)

PER: MRS 2K, AR Twilio 7 B X sk 1P,
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Advanced Bionics
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msmsaaaauiuwawsm UssinAaawasuaud au SuRsarienans taseaimsiasuulavldaasa
a1 Rag IP Auaaviu dakunld DmswWasuudavlumnbassuraurkiuavionanst

Nog IP lawizuavdu

drsumsaadoludszinAsu AdstERagdaldd Wovmnawidasinadiulwsreadibadoudany
sutnastidanalan

sludksSuaisiiou

Wsuasus:a:lnarnsalu

api.sonova.cn 40.72.113.16 [
dispatcher.sonova.cn 40.73.101.203 [
identity.sonova.cn msfkuatuulauon 1y
core-signaling-websync-prod. 40.73.101.203 y
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 &

KUIELKQ: t‘iaTaacﬁﬁuaomUu adkun {uddUuuD: ﬂﬂmhuonaa IP uuuua\ﬂouwumsanaa IP Adu
aaﬂumuhuonm\) cmuuvalsaaaamsIosumsmHuomfhiuuafaammﬂlUuIUIO naa IP 1andldsu
msmsaaaauiuwa\msm UssinAaawasuaud au SuRsarienans Laeaimsiasuulavldaasa
Dan naa IP nuaomUu drkunld JnsiwWasuudavluannassunaukltinuavionaist
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nsSau18 WebRTC

Advanced Bionics [3R1AUSn1s WebRTC davsie [dun Twilio ua: Xirsys Watdaldviutwasu
Aseuldsiinsus: alnaiunsmnwLmSJLJﬂuicmuhuvﬁsan\)aa\muluawmsamomalo[oamsnmu
nszudUMS NAT LUUSSSUQ) TLJsoosaaaaUIHuuiaaﬂvxlsaaaaUa\mmlosumsmHuomamsunaa
IP vavnv Xirsys tas Twilio tundmAvavAILAD

wosQ

443 TCP TURN TLS

3478 TCP, UDP TURN

5349 TCP TURN TLS

10000 - 60000 UDP wosnsladuuu Peer

ALIBLKQA: wasamngduwasa UDP vualnadosgatdonuuulaundnlaglnaudieod Target Cl,
AB Remote Support lla: AB Remote Support + LJoweg1g1upSDINISIEDUCDLIUU peer-to-peer
Tlazasv Upauu Advanced Bionics [Uawisadanswaciomsidanwasald doduisisvluauisali
ALUs uwmaaﬂuwasmmuaumﬂonawahjmquIuamquoaaunuuamﬂoa\)lo Astdoulusunsuy
scg:lnan: goavldoulaudluowasamand uda=donans:nudannuaiuisavavlnaeudiunIsHsm
msmauoauuu peer-to-peer (uanumsaiwud lnaoudd:zWasullidnsus:yunivlnaniuinds
d1edu Goarprilkus:ansnwn1sriviuana

Aog IP

KUIBLKEA: Rog IP AuaaviuktiiSudaludoliibudaaou TUSoms:)aaauihuuiaaﬂoiua\)ﬂnthb
Lwams:)aaauaﬂﬂsmwumquaauuUa\)ioq inadulugrvpantiurksaly dHuRiMsWasunUavmn
1DAaNSAUUADUKU D:QARILASIVKUIFAIBAIKUN

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Us:tna / wwadnnsav

<4 hk.xirsys.com |8.210.215.149 U (CN)
47.242.47.214 govAv (HK)
47.242.109.143
oWEmid jb.xirsys.com | 154.127.57.220 LOWSALA (ZA)
154.16.63.120 lAuen (KE)
154.16.63.252 udWe (NA)
Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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https://docs.xirsys.com/?pg=ip-whitelist
https://www.twilio.com/docs/api/stun-turn/regions

54.252.254.64 - 54.252.254.127 | Gygaud (N2)
3.25.42.128 - 3.25.42.255 U5EAT (PG)
ega or 18.231.105.32 - 18.231.105.63 | orgiouciun (AR)

177.71.206.192 — 177.71.206.255 | [y55¢ (BO)
18.230.125.0 — 18.230.125.127 us1Ba (BR)

ga (CL)

lnaulbe (CO)
lond10os (EC)
Ursinde (PY)

s (PE)

9snJu (UY)

wasul de1 52.59.186.0 - 52.59.186.31 CNGE (FR)
18.195.48.224 — 18.195.48.255 lwasud (DE)
18.156.18.128 — 18.156.18.255 arsiso1au1dns (GB)

uBlaldeokto (MK)
ascawostiauad (CH)

Sulde int 52.66.193.96 - 52.66.193.127 LIKIsU (BH)
52.66.194.0 — 52.66.194.63 Jonain (BD)

3.7.35.128 - 3.7.35.255 Suide (IN)

arksu (IR)

mMERanu (KZ2)

ALO (KW)

louiu (OM)

UrAadau (PK)

nms (QA)

$190015:108 (SA)

Asavm (LK)

arsSgoksulodlsad (AE)

ToSUAUG e 52.215.253.0 - 52.215.253.63 losuaud (IE)

54.171.127.192 - 54.171.127.255

52.215.127.0 - 52.215.127.255

3.249.63.128 — 3.249.63.255

i o1 13.115.244.0 - 13.115.244.31 iU (UP)
18.180.220.128 - 18.180.220.255 | [aiw5y (TW)
- s 13.229.255.0 - 13.229.255.31 Suladige (ID)

54.169.127.128 - 54.169.127.191 |y 2150 (MY)
18.141.157.128 — 18.141.157.255 | | Gg1n8 (MM)
wWaJdtud (PH)
aonlus (SG)
dszinAlneg (TH)
Boautu (VN)

mMskuaAwsloaddksu Advanced Bionics 4



moidoassy | ust 34.203.254.0 — 34.203.254.255 AU (CA)

29AUDL 54.172.60.0 - 54.172.61.255 Aoamsn (CRY)
arsSyoLusM 34.203.250.0 — 34.203.251.255 as1stusylonanu (DO)
(SRERINE) 3.235.111.128 - 3.235.111.255 1Paganaos (SV)

Aauian (GT)
Wndla (MX)
Uruw (PA)
arsgowwsn (US)

Mevassy | us2 34.216.110.128 - 34.216.110.139 | 3k<501U5M:
(lTotsnou) nawastie (US-CA)

Inlashla (US-CO)
91019 (US-HI)
lbanla (US-ID)
Auda (US-KS)
youlnul (US-MT)
uttusanm (US-NE)
tud101 (US-NV)
Gowindln (US-NM)
lonanloun (US-OK)
loisnou (US-OR)
wrnalaan (US-SD)
gk (US-UT)
206vau (US-WA)
bloov (US-WY)

LAUIQ:
oaluasm (CA-AB)
usQulnaulle (CA-BC)
auLaUODUONLYLLIKUD
(CA-NT)

gaunawdu (CA-SK)
gnou (CA-YT)

KuIKa: UszinAla q Alulds:yBlusiedalogiawi: 100 2:13n0MA Twilio Us:inAlgasud

mMsikuamwsloaddksu Advanced Bionics 5



Advanced Bionics
Cau hinh tuong Ia

Thong tin ky thuat

Cap nhat 1an cudi: ngay 08 thang 9 nam 2026

Cau hinh tuong lia

Cac cong ty st dung tudng Itta mang cé thé chan cac két néi dén cac dich vu backend clia Sonova. Diéu
nay c6 thé bao gém quyén truy cap vao cac luéng am thanh/video/d liéu (WebRTC) trong phién lap trinh
tlr xa. Néu ban gap su c6 khi thiét 1ap phién |ap trinh tir xa, nguyén nhan cé thé la do tudng Ira.

Can c6 cac cong va dia chi IP sau day dé thiét |ap phién lap trinh tir xa. Vui 1ong lién hé vé6i bo phan hé trg
Cong nghé Thong tin (CNTT) clia ban va cung cap cho ho thong tin bén duéi. Ho phai dam bao rang cac
két néi sau day khong bi chan.

Két néi Mang Web

Ung dung Target Cl yéu cau quyén truy cap vao cac dia chiva céng sau dé hoat déng ding cach cho qua
trinh lap trinh tu xa.

Céng
Giao thuic Muc dich
443 TCP HTTPS
DiachilP

Hau hét cac tén may chu hién nay déu dugc phan giai thanh dia chi IP dong. Diéu nay c6 nghia la
chuing c6 thé thay d6i bat c( ltc nao va sé khac nhau tuy thudc vao khu vuc dia ly nai qua trinh phan
gidi tén may chu dugc thuc hién.

Né&u ban khong thé st dung tén may cha trén tudng Ira ciia minh, vui long dam bao phan giai tén
may chd tir mang dugc tudng Ifa bao vé cla riéng ban va st dung cac dia chi IP d6 thay vi cac dia chi
IP trong tai liéu nay.

A Sonova brand



Dé phan giai tén may cha trén may tinh Windows, hdy mé ctia s6 dong lénh va gé “nslookup
<hostname>’, trong d6 <hostname> la tén ctia mdy cht ma ban muén phan giai.

DéE phan giai tén may cha trén may tinh Linux hodc Mac, hay md clfa s6 terminal va go “host <hostname>”,
thay thé <hostname> bang tén may chl phu hop.

Tén may cha Dia chi IP C6 can thiét déi véi qua
trinh lap trinh tir xa khong?
api.sonova.io dugc gan dong €]
dispatcher.sonova.io dugc gan dong €]
identity.sonova.io dugc gan dong €]
core-signaling-websync-prod.sonova.io 40.71.199.117 €]
signaling-liveswitch.sonova.io 20.105.216.16 o
cloud.liveswitch.io dugc gan dong €]

Luu y: céc tén mdy chd dugc in dam hién dang dugc gan dia chi IP dong hodc dia chi IP phu thudc vao vi
tri; do d6, tuong Ira nén dugc cau hinh dé st dung tén may cht d6 néu cé thé. Cac dia chi IP duogc phan
gidi tai Zurich, Thuy Sivao ngay lap tai liéu va cé thé thay déi bat c lic nao. Cac dia chi IP dugc in dam da
thay d6i so véi phién ban trudc cda tai liéu nay.

Dia chi IP danh riéng cho Trung Quéc

DG véi cac cai dat tai Trung Quéc, nén st dung cac dia chi sau, vi nai day c6 thé c6 cac han ché vé tudng
[ira khi két n6i véi internet toan cau.

Tén may cha Dia chi IP C6 can thiét déi véi qua
trinh lap trinh tir xa khong?
api.sonova.cn 40.72.113.16 o
dispatcher.sonova.cn 40.73.101.203 o
identity.sonova.cn dugc gan dong (€]
core-signaling-websync-prod.sonova.cn 40.73.101.203 o
signaling-liveswitch.sonova.cn 40.73.101.203 co

Luu y: cac tén may chu dugc in dam hién dang dugc gan dia chi IP ddng hoac dia chi IP phu thudc vao vi
tri; do d6, tudng Itra nén dugc cau hinh dé st dung tén may chi d6 néu cé thé. Cac dia chi IP dugc phan
gidi tai Zurich, Thuy Sivao ngay lap tai liéu va cé thé thay déi bat c( Iic nao. Cac dia chi IP dugc in dam da
thay d6i so véi phién ban trudc cda tai liéu nay.

Két néi Mang WebRTC

Advanced Bionics st dung hai nha cung cdp WebRTC la Twilio va Xirsys dé ho trg cac phién lap trinh tir xa
trong truong hgp khong thé lién hé truc tiép véi mot hodc ca hai bén tham gia théng qua cac quy trinh
NAT don gian. Vui long dam béo rang tuong Ita clia ban dugc cau hinh cho ca dia chi IP cla Xirsys va
Twilio trong khu vuc cta ban.

Cau hinh tudng Ita cho Advanced Bionics 2



Giao thuc Muc dich

443 TCP TURNTLS

3478 TCP, UDP TURN

5349 TCP TURNTLS

10000 - 60000 UDP Céng chuyén ti€p ngang hang

Luu y: cac cong tir pham vi rdng cac céng UDP dugc chon déng bai Target Cl, AB Remote Support va

AB Remote Support + ting dung khach khi cé gang thiét 1ap két n6i ngang hang truc tiép. Hién tai,
Advanced Bionics khong thé tac dong dén viéc lua chon cdng két néi; do d6, chiing toi khong thé dua ra
hudéng dan vé mét s6 lugng cong han ché c6 thé hoat dong trong moéi trudng bi han ché nghiém ngat. Qué
trinh 1ap trinh tr xa sé c6 thé duoc thuc hién ma khéng can cac cng nay, nhung diéu nay sé anh huéng dén
kha nang thiét lap két néi ngang hang ctia cac may khach; trong trudng hop nay, cac may khach sé chuyén
sang st dung cudc goi hdi nghi dugc chuyén tiép, diéu nay cé thé dan dén hiéu sudt kém hon.

Diachi IP

Luu y: cac dia chi IP dugc liét ké trén cac trang sau c6 thé da 16i thoi. Vui long st dung ca céc lién két duoc
cung cap dé kiém tra lai xem c6 bat ky thay d6i nao trong thoi gian gan day hay khong. Nhing thay déi so
vGi phién ban trugc cda tai liéu nay dugc thé hién bang chir in dam.

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

Khu vuc Dia chiIP Céac quéc gia / Vung lanh thé

Trung Quéc hk.xirsys.com 8.210.215.149 Trung Quéc (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143

Nam Phi jb.xirsys.com 154.127.57.220 Nam Phi (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)

Twilio

https://www.twilio.com/docs/api/stun-turn/regions

Khu vuc Maviung  DiachilP Cac quéc gia

Uc aul 13.210.2.128 - 13.210.2.159 Uc (AU)
54.252.254.64 - 54.252.254.127 New Zealand (NZ)
3.25.42.128 - 3.25.42.255 Papua New Guinea (PG)

Cau hinh tudng Ita cho Advanced Bionics 3


https://docs.xirsys.com/?pg=ip-whitelist
https://www.twilio.com/docs/api/stun-turn/regions

Khu vuc

Pia chiIP

Cac quéc gia

Brazil br1 18.231.105.32 -18.231.105.63 Argentina (AR)
177.71.206.192 - 177.71.206.255 Bolivia (BO)
18.230.125.0 - 18.230.125.127 Brazil (BR)

Chile (CL)
Columbia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Puc del 52.59.186.0 - 52.59.186.31 Phap (FR)
18.195.48.224 — 18.195.48.255 Puc (DE)
18.156.18.128 — 18.156.18.255 Vuong quéc Anh (GB)

Bac Macedonia (MK)
Thuy Si (CH)

An Do in1 52.66.193.96 — 52.66.193.127 Bahrain (BH)
52.66.194.0 - 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 An D6 (IN)

Iran (IR)

Kazakhstan (KZ)

Kuwait (KW)

Oman (OM)

Pakistan (PK)

Qatar (QA)

A Rap Xé Ut (SA)

Sri Lanka (LK)

Céc Tiéu vuong qudc A Rap
Thong nhat (AE)

Ireland iel 52.215.253.0 - 52.215.253.63 Ireland (IE)
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Nhat Ban jp1 13.115.244.0 - 13.115.244.31 Nhat Ban (JP)
54.65.63.192 — 54.65.63.255 Han Quoc (KR)
18.180.220.128 — 18.180.220.255 Pai Loan (TW)

Singapore sg1 13.229.255.0 — 13.229.255.31 Indonesia (ID)

54.169.127.128 - 54.169.127.191
18.141.157.128 - 18.141.157.255

Malaysia (MY)
Myanmar (MM)
Philippines (PH)
Singapore (SG)
Thai Lan (TH)
Viét Nam (VN)

Cau hinh tudng Itia cho Advanced Bionics
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Khu vuc Maviung  DiachilP Cac quéc gia

B& bién phia | us1 34.203.254.0 — 34.203.254.255 Canada (CA)

Dong Hoa Ky 54.172.60.0 - 54.172.61.255 Costa Rica (CR)

(Virginia) 34.203.250.0 - 34.203.251.255 Cong hoa Dominica (DO)

3.235.111.128 - 3.235.111.255 El Salvador (SV)

Guatemala (GT)
Mexico (MX)
Panama (PA)
Hoa Ky (My)

B& bién phia | us2 34.216.110.128 - 34.216.110.159 Hoa Ky:

Tay Hoa Ky 54.244.51.0 - 54.244.51.255 Alaska (US-AK)

(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)

California (US-CA)
Colorado (US-CO)
Hawaii (US-HI)

Idaho (US-ID)

Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
New Mexico (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
Nam Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Canada:

Alberta (CA-AB)

British Columbia (CA-BCQ)
Lanh thé Tay Bac (CA-NT)
Saskatchewan (CA-SK)
Yukon (CA-YT)

Luu y: Bat ky quéc gia nao khong dugc liét ké cu thé sé sir dung khu vuc Twilio Dc.

Cau hinh tudng Itia cho Advanced Bionics

5



Advanced Bionics
BIIRAT hIT-hIRT

dcheilahl ST

gfeser arg2e: 8 afder, 2026

BRI thIhHRRLH

Grﬁrﬁﬁq:ﬁra‘)trﬁﬂr ACeRen BRRAld HISla 8, & §HTdid L0 8 Sonova i dhye JaT3it & ehch chl
3HIGY e Hehel! g gaﬁﬁzuﬁwﬁwﬁﬁaﬁw STeR/dreRi/ger ™ (WebRTC) a:r@aw—é?:r

LT 8§ TohdT 8 W&Tqaﬁﬁzuﬁwﬁﬁm@rmﬁaﬂﬁﬁwamﬁ% ! prRRArd of gqa
PRUT & GohdT g

e RITRMAT AM & A AR TRE 3R 1P Ud STaRdes &1 fudn 30 -1 YRIedTich!
(IT)WaﬁrﬂTﬁwaﬁaﬂ?W@:ﬁ%?ﬁﬁi\ﬂku Qe he| g g GARMENT BT gl hf
AAARG(T PR aqugﬁfs’rl

a9 Aeaa i

A RIRMAM T8t 7 F & 2, 38eh of derdid Cl YUeliche ehl AR Udl 3R GRE e Yehdd
DI HATGFh Bl Bl

URe

N

443 TCP HTTPS

IP ud

3 3YfchaR B SIs-Hfch P Udl # §&ef ST1d & | S8 Adold g ohi d il A Y Feel Fehd ¢ |
BIGCHA 3G AN TieTich SR & YR TR 9 g, STal I BIACHH bl ARYRUT AT ST 81

W&Waﬂﬁwqwmwsmcﬂ%ﬂdwmTé’f&?{ﬂ‘clﬁ% ol HUAT GARET e i 1Y U
hIIRale] e H BIe-H aﬂqﬁwaﬁeﬁ?sﬂaﬂaﬁﬂﬁﬁwmqﬁﬁﬁwwwﬁaﬂ
T &1
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Windows PC W gz T ARERIT e & wfy TS TqRHUE Wief 3R “nslookup <hostname>”
18U &2, Fgl <hostname> I BRI T 1 8, SR 31U ARYRIT &1 A8 &

R Linux PC a1 Mac TR glRie+ ARYRIA &hedl & AU Yo cxHi-d afsl @iet| 39 afst iR “giie

<hostname>" 2120 &2 3R HAEMFRITIR <hostname> el F&a o |
e IP Me RErmi & «@ft
TS 82
api.sonova.io S3Mfh T T SrTTE AT 7T &l
dispatcher.sonova.io T3t 0 T ST AT 7T &l
identity.sonova.io S T0 F SIS i AT Gl
gg;%'\ffig'“g'Websy”C'prOd' 40.71.199.117 af
signaling-liveswitch.sonova.io 20.105.216.16 R
cloud.liveswitch.io S T0 F SIS i AT &l

A Fiets 7 Glaay SR ohl aRHT | SlgHih 357 [P Ud a1 G IR ARMR [P Ud 31418 Y

T €; YV BIIRAle bl STl 9d I, I+ ol IUANT i & Y hiAhHIR AT STHT A1 1P ud
aﬂaﬁaaﬁmaﬁwﬁmﬁwﬁmﬁ?ﬁwﬁmwﬁsﬂ?éﬁﬂﬁwwm@m
7 geflaey IP Ud 39 cHdTeST & Yfedel YU & d1G I dacl 7T¢ 2|

China-affye IP ud

ARG T BT IUTNT = | SHIA &b Al HIRAT STHT =181, STel dRrafh 53T I ehriche hid Ty
WW@[H@W%I

api.sonova.cn 40.72.113.16 =i
dispatcher.sonova.cn 40.73.101.203 8
identity.sonova.cn SIg-Hich 3U T 1TSSl T B
core-signling-websync-prod. 40.73.101.203 e
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.203 8

At Siels ¥ YEleey gReT o aRaHH 7 22feh 397 [P Ud a1 gue W AR P Ud Srated iy

T §; 39V BIIRAle bl STl I9d I, I ol IUANT i & Y hiAhHIR AT STHT A1 1P ud
aﬂaﬁaaﬁmaﬁwﬁmﬁgaﬁmﬁ?ﬁwﬁmwﬁaﬂ?éﬁﬂﬁwwm%m
7 geilaey IP Ud 39 cHdTeST & Yfdel YHhUT & d1G I dacl 7T 2|
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WebRTC Aeaxarf

TEaiYE IrFihd Twilio 3R Xirsys A & WebRTC URaTdrsit el IUATT &l &,
WWﬁWmWW|WWNATqWﬁwﬁzﬁmwﬁwmﬁwﬁﬂﬁ@
e TR TET BT ST GebaTl 1 Ul TARE &1 ST HAR F 2T Xirsys 3R Twilio @ 1P Taft
& ANV BIRIREleT hIHHIR BT 7T 8

e
uiRe RISt Sgad
443 TCP TURN TLS
3478 TCP, UDP TURN
5349 TCP TURN TLS
10000 - 60000 UDP URR g tﬁq:g

qIe: UDP URE &l aRigd E@el ¥ GRRe i TRAe Cl, AB e IuRe 3R AB e uRe + UU ehalled
CART TRAARY URR-Z-UIIR P-chH QAT e T URATH hid THY S[3~H1ch T I AT o1l g1 T8aig
ARy aRAH # URE 99 Pl WAl g1 hedl 81 3T, 89 U FAMRT URE & IR # ARG
Wﬁm@ﬁ%a’rmﬂ%wﬁﬂﬁqwqmfrchu-lWHchd g1 T IR 37 YRE & df1
oft & et 2, émﬁsﬂ@maﬁtﬁmguﬁmaﬁwmamﬁaﬂﬁaﬁmmmaﬁﬁ% ot
YT, FHeTee Ate PIEIY Pl Pl IUANT D, SRY UREIH TR gl FehdT g

IP ud

M & TRl goel WR JEtaey IP Ud QR g Fend &1 HudT il 71U <fch dhl IUTNT hich Tg
TIRER & 3 &1 58 91 1S Ieara df 7ol g 2| @W%WW%W@@QW
<! diers | afgfa &R mar g

Xirsys

https://docs.xirsys.com/?pg=ip-whitelist

ALY G 1P ERGAGH
China hk.xirsys.com |8.210.215.149 China (CN)
47.242.47.214 Hong Kong (HK)
47.242.109.143
South Africa jb.xirsys.com | 154.127.57.220 South Africa (ZA)
154.16.63.120 Kenya (KE)
154.16.63.252 Namibia (NA)
Twilio

https://www.twilio.com/docs/api/stun-turn/regions
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https://docs.xirsys.com/?pg=ip-whitelist
https://www.twilio.com/docs/api/stun-turn/regions

GG w¥qR &t ID IP 291

Australia aut 13.210.2.128 - 13.210.2.159 Australia (AU)
54.252.254.64 - 54.252.254.127 | New Zealand (NZ)
3.25.42.128 - 3.25.42.255 Papua New Guinea (PG)

Brazil bri 18.231.105.32 - 18.231.105.63 Argentina (AR)

177.71.206.192 — 177.71.206.255 | Bolivia (BO)
18.230.125.0 — 18.230.125.127 Brazil (BR)
Chile (CL)
Columbia (CO)
Ecuador (EC)
Paraguay (PY)
Peru (PE)
Uruguay (UY)

Germany de1 52.59.186.0 — 52.59.186.31 France (FR)
18.195.48.224 — 18.195.48.255 Germany (DE)
18.156.18.128 — 18.156.18.255 Great Britain (GB)
North Macedonia (MK)
Switzerland (CH)

India ini 52.66.193.96 — 52.66.193.127 Bahrain (BH)
52.66.194.0 — 52.66.194.63 Bangladesh (BD)
3.7.35.128 - 3.7.35.255 India (IN)

Iran (IR)
Kazakhstan (KZ)
Kuwait (KW)
Oman (OM)
Pakistan (PK)
Qatar (QA)

Saudi Arabia (SA)
Sri Lanka (LK)
United Arab Emirates (AE)

Ireland iel 52.215.253.0 - 52.215.253.63 Ireland (IE)
54.171.127.192 - 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Japan jp1 13.115.244.0 — 13.115.244.31 Japan (JP)
54.65.63.192 — 54.65.63.255 South Korea (KR)
18.180.220.128 — 18.180.220.255 | Taiwan (TW)

Singapore | sg1 13.229.255.0 — 13.229.255.31 Indonesia (ID)

54.169.127.128 — 54.169.127.191 | Malaysia (MY)
18.141.157.128 — 18.141.157.255 | Myanmar (MM)
Philippines (PH)
Singapore (SG)
Thailand (TH)
Vietnam (VN)
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US East ust 34.203.254.0 — 34.203.254.255 Canada (CA)
Coast 54.172.60.0 - 54.172.61.255 Costa Rica (CR)
(Virginia) 34.203.250.0 — 34.203.251.255 Dominican Republic (DO)
3.235.111.128 — 3.235.111.255 El Salvador (SV)
Guatemala (GT)
Mexico (MX)
Panama (PA)
United States (US)
US West us2 34.216.110.128 — 34.216.110.159 | United States:
Coast 54.244.51.0 - 54.244.51.255 Alaska (US-AK)
(Oregon) 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)

California (US-CA)
Colorado (US-CO)
Hawaii (US-HI)

Idaho (US-ID)
Kansas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
New Mexico (US-NM)
Oklahoma (US-OK)
Oregon (US-OR)
South Dakota (US-SD)
Utah (US-UT)
Washington (US-WA)
Wyoming (US-WY)

Canada:

Alberta (CA-AB)

British Columbia (CA-BC)
Northwest Territories
(CA-NT)

Saskatchewan (CA-SK)
Yukon (CA-YT)

qI: ST 221t a1 A gy 30 ¥ Geteey el 8, 9 Twilio Germany &R el IUFIT Sl |
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,Advanced Bionics*
Uzkardos konfiguracija

Technine informacija

Paskutinj karta atnaujinta: 2026 m. rugséjo 8 d.

Uzkardos konfigaracijos

Jmonés, turincios tinklo uzkarda, gali blokuoti rySius su ,Sonova“ vidinémis paslaugomis.
Tai gali apimti prieiga prie garso / vaizdo / duomeny srauty (,WebRTC*) nuotolinio
programavimo seanso metu. Jei kyla problemy uzmezgant nuotolinio programavimo
seansg, tai gali bati del uzkardos.

Nuotolinio programavimo seansui reikalingi Sie prievadai ir IP adresas. Susisiekite
su savo informaciniy technologijy (IT) palaikymo tarnyba ir pateikite jiems toliau nurodytg
informacijg. Jie turi uztikrinti, kad Sios jungtys nebuty uzblokuotos.

Ziniatinklio tinklo rysys

Kad ,Target CI* programa tinkamai veikty nuotolinio programavimo metu, jai reikalinga
prieiga prie Siy adresy ir prievady.

Prievadai
Prievadas Protokolas Tikslas
443 TCP HTTPS
IP adresai

Siuo metu dauguma pagrindiniy kompiuteriy vardy susiejami su dinaminiais IP adresais.
Tai reiSkia, kad jie gali bet kada pasikeisti ir skirsis priklausomai nuo geografinio regiono,
IS kurio atliekama pagrindinio kompiuterio vardo raiska.

Jei uzkardoje negalite naudoti pagrindiniy kompiuteriy vardy, batinai nustatykite
pagrindiniy kompiuteriy vardus i$ savo uzkarda apsaugoto tinklo ir naudokite tuos IP
adresus, o0 ne Siame dokumente nurodytus.

A Sonova brand



Noredami nustatyti pagrindinio kompiuterio varda ,Windows" kompiuteryje, atidarykite
komandy eilute ir jveskite ,nslookup <hostname>*, kur <hostname> yra norimo nustatyti
pagrindinio kompiuterio vardas.

Norédami nustatyti pagrindinio kompiuterio vardg ,Linux® arba ,Mac* kompiuteryje,
atidarykite terminalo langa ir jveskite ,host <hostname>*, atitinkamai pakeisdami
<hostname>.

Pagrindinio kompiuterio vardas IP adresai Reikalinga nuotoliniam

programavimui?

api.sonova.io dinamiSkai priskirtas Taip
dispatcher.sonova.io dinamiskai priskirtas Taip
identity.sonova.io dinamiskai priskirtas Taip
Core—siglnaling—websyno—prod. 40.71.199.117 Taip
sonova.io

signaling-liveswitch.sonova.io 20.105.216.16 Taip
cloud.liveswitch.io dinamiSkai priskirtas Taip

Pastaba: paryskinti pagrindiniy kompiuteriy vardai Siuo metu priskiriami arba dinaminio
diapazono IP adresams, arba nuo vietos priklausantiems |IP adresams; todél uzkardos
turéty bati sukonfiglruotos taip, kad, kai jmanoma, baty naudojamas pagrindinio
kompiuterio vardas. Dokumento parengimo dieng IP adresai buvo nustatyti Ciuriche,
Sveicarijoje, ir gali bet kada pasikeisti. Parys$kinti IP adresai pasikeité nuo ankstesnes $io
dokumento versijos.

Kinijai budingi IP adresai

Siuos adresus reikéty naudoti diegiant Kinijoje, kur jungiantis prie pasaulinio interneto gali
bati taikomi uzkardos apribojimai.

Pagrindinio kompiuterio vardas IP adresai Reikalinga nuotoliniam

programavimui?

api.sonova.cn 40.72.113.16 Taip
dispatcher.sonova.cn 40.73.101.203 Taip
identity.sonova.cn dinamiskai priskirtas Taip
core-signaling-websync-prod. 40.73.101.203 Taip
sonova.cn

signaling-liveswitch.sonova.cn 40.73.101.2083 Taip

Pastaba: paryskinti pagrindiniy kompiuteriy vardai Siuo metu priskiriami arba dinaminio
diapazono IP adresams, arba nuo vietos priklausantiems |IP adresams; todel uzkardos
turéty bati sukonfigruotos taip, kad, kai jmanoma, baty naudojamas pagrindinio
kompiuterio vardas. Dokumento parengimo dieng IP adresai buvo nustatyti Ciuriche,
Sveicarijoje, ir gali bet kada pasikeisti. Paryskinti IP adresai pasikeité nuo ankstesnes §io
dokumento versijos.
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,WebRTC* tinklo rysys

,2Advanced Bionics“ naudoja du ,WebRTC* teikejus — , Twilio" ir ,Xirsys", kad jgalinty
nuotolinius programavimo seansus, kai su vienu ar abiem dalyviais negalima susisiekti
tiesiogiai naudojant paprastus NAT procesus. sitikinkite, kad jusy uzkarda sukonfiglruota
tiek ,Xirsys®, tiek , Twilio“ IP adresams jlUsy regione.

Prievadai
Prievadas Protokolas Tikslas
443 TCP TURN TLS
3478 TCP, UDP TURN
5349 TCP TURN TLS
10000 - 60000 UDP LygiavercCiy jrenginiy
perdavimo prievadai

Pastaba: ,Target Cl*, ,AB Remote Support* ir ,AB Remote Support +" programos klientai
dinamiskai parenka prievadus i$ plataus UDP prievady diapazono, bandydami uzmegzti
tiesioginius rySius tarp lygiaverciy jrenginiy. ,Advanced Bionics* Siuo metu negali daryti
jtakos prievado pasirinkimui, todél negalime pateikti rekomendacijy dél riboto skaiciaus
prievady, kurie gali veikti labai ribotoje aplinkoje. Nuotolinis programavimas veiks ir be Siy
prievady, taciau tai paveiks klienty galimybes uzmegzti ry§j tarp lygiaverciy jrenginiy; tokiu
atveju klientai grj$ prie perduoto konferencinio skambucio, kuris gali sumazinti naSuma.

IP adresai

Pastaba: tolesniuose puslapiuose iSvardyti IP adresai gali bati pasene. Taip pat batinai
pasinaudokite pateiktomis nuorodomis, kad dar kartg patikrintumeéte, ar per tg laikg nebuvo
atlikta kokiy nors pakeitimy. Pakeitimai nuo ankstesnés Sio dokumento versijos pazymeéti
paryskintu Sriftu.

,Xirsys*

https://docs.xirsys.com/?pg=ip-whitelist

Regionas Pagr. IP adresai Salys / teritorijos
kompiuteris

Kinija hk.xirsys.com |8.210.215.149 Kinija (CN)
47.242.47.214 Honkongas (HK)
47.242.109.143

Piety Afrika jb.xirsys.com | 154.127.57.220 Piety Afrika (ZA)
154.16.63.120 Kenija (KE)
154.16.63.252 Namibija (NA)

» Twilio“

https://www.twilio.com/docs/api/stun-turn/regions
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Regionas Regiono ID IP adresai Salys

Australija | aul 13.210.2.128 - 13.210.2.159 Australija (AU)
54.252.254.64 - 54.252.254.127 | Naujoji Zelandija (NZ)
3.25.42.128 - 3.25.42.255 Papua Naujoji Gvinéja

(PG)

Brazilija bri 18.231.105.32 — 18.231.105.63 Argentina (AR)
177.71.206.192 — 177.71.206.255 | Bolivija (BO)
18.230.125.0 — 18.230.125.127 Brazilija (BR)

Cile (CL)
Kolumbija (CO)
Ekvadoras (EB)
Paragvajus (PY)
Peru (PE)
Urugvajus (UY)

Vokietija def 52.59.186.0 - 52.59.186.31 Prancizija (FR)
18.195.48.224 — 18.195.48.255 Vokietija (DE)
18.156.18.128 — 18.156.18.255 DidZioji Britanija (GB)

Siaures Makedonija (MK)
Sveicarija (CH)

Indija int 52.66.193.96 — 52.66.193.127 Bahreinas (BH)
52.66.194.0 — 52.66.194.63 Banglade$as (BD)
3.7.356.128 - 3.7.35.255 Indija (IN)

Iranas (IR)

Kazachstanas (KZ)
Kuveitas (KW)

Omanas (OM)
Pakistanas (PK)

Kataras (QA)

Saudo Arabija (SA)

Sri Lanka (LK)

Jungtiniai Araby Emyratai
(AE)

Airija iel 52.215.253.0 - 52.215.253.63 Airija (IE)
54.171.127.192 — 54.171.127.255
52.215.127.0 - 52.215.127.255
3.249.63.128 — 3.249.63.255

Japonija jp1 13.115.244.0 — 13.115.244.31 Japonija (JP)
54.65.63.192 — 54.65.63.255 Piety Koréja (KR)
18.180.220.128 — 18.180.220.255 | Taivanas (TW)

Singapduras | sg1 13.229.255.0 — 13.229.255.31 Indonezija (ID)

54.169.127.128 — 54.169.127.191
18.141.167.128 — 18.141.157.255

Malaizija (MY)
Mianmaras (MM)
Filipinai (PH)
Singapduras (SG)
Tailandas (TH)
Vietnamas (VN)
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Regionas Regiono ID IP adresai Salys

JAV rytiné | ust 34.203.254.0 — 34.203.254.255 Kanada (CA)
pakranté 54.172.60.0 - 54.172.61.255 Kosta Rika (CR)
(Virdzinija) 34.203.250.0 — 34.203.251.255 Dominikos Respublika

3.235.111.128 - 3.235.111.255 (DO)
Salvadoras (SV)
Gvatemala (GT)

Meksika (MX)

Panama (PA)

Jungtinés Valstijos (JAV)
JAV us2 34.216.110.128 — 34.216.110.159 | Jungtinés Valstijos:
vakarine 54.244.51.0 — 54.244.51.255 Aliaska (US-AK)
pakranté 44.234.69.0 — 44.234.69.127 Arizona (US-AZ)
(Oregonas) Kalifornija (US-CA)

Koloradas (US-CQO)
Havajai (US-HI)
Aidahas (US-ID)
Kanzasas (US-KS)
Montana (US-MT)
Nebraska (US-NE)
Nevada (US-NV)
Naujoji Meksika (US-NM)
Oklahoma (US-OK)
Oregonas (US-OR)
Piety Dakota (US-SD)
Juta (US-UT)
Va$ingtonas (US-WA)
Vajomingas (US-WY)

Kanada:

Alberta (CA-AB)

Brity Kolumbija (CA-BC)
Siaures Vakary teritorijos
(CA-NT)

Saskacevanas (CA-SK)
Jukonas (CA-YT)

Pastaba: bet kuri konkrecCiai nenurodyta Salis naudos , Twilio“ Vokietijos regiona.
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